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* The clear message M, the encrypted message E(M), and the two keys
(Ks,Kp) are represented by positive integers numbers.

* The keys are generated

n=q*p r=(q-1)(p-1) 77=11*7  60=(11-1)(7-1)

e<r e&r have no common divider e=37 or 11,19 etc
e*d=1 mod (r) 37d=1 mod(60) d=13

Ks=(d,n) Kp=(e,n) Ks=(13,77) Kp=(37,77)

e It is difficult to find d knowing n and e if q and p are of 100 digits.
e E(M)=M**e mod(n)
o M=E(M)**d
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Short list of 20 standards and good practices that are in use in the EU
Telecommunications market:

1 ISO/IEC 27001/2

2 ISO/IEC 24762:2008 Guidelines for ICT and disaster recovery services
3 ISO/IEC 27005 Information security risk management

4 ISO/IEC 27011 Information security management guidelines for
telecommunications

5 BSI BS25999.1 Business Continuity
6 ITU_T X.1051 (02/2008)

7 ITU_T X.1056 (01/2009)

8ITU.T X.800 (1991)

9 ITU_T X.805 (10/2003)

10 ISF Standard of Good Practice 2007
11 CobiT
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12 ITIL Service Support

13 ITIL Security Management

14 IT_Grundschutz_Kataloge

15 KATAKRI

16 NIST SP 80034

17 NIST SP 800.61

18 FIPS_200

19 UK NICC Minimum Standard ND1643
20PCIDSS 1.2

Source: The European Union Agency for Network and Information Security
(ENISA): Shortlisting network and information security standards and good
practices.
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oolac J.J Core secrets .1

The highest level of classification. Information at this level is released only to select
government individuals (Used by the NSA exclusively).

LY (g oo Top Secret .2
The highest security level outside of the NSA framework. “Top Secret” shall be
applied to information, the unauthorized disclosure of which reasonably could
be expected to cause exceptionally grave damage to the national security that the
original classification authority is able to identify or describe. It is believed that 1.4
million Americans have top secret clearances.

S Secret .3

This is the second_highest classification. Information is classified Secret when its
unauthorized disclosure would cause “serious damage” to national security. Most
information that is classified is held at the secret sensitivity.

ualx — (ya35e Confidential .4

This is the lowest classification level of information obtained by the government. It is
defined as information that would “damage” national security if publicly disclosed,
again, without the proper authorization.

gl (g w e ) Unclassified .5
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http://www.infosyssec.org/infosysec/index.htm
http://www.certicom.com
http://www.counterpane.com
http://www.cs.purdue.edu/coast/

http://www.sans.org

http://www.icsa.net/

http://www.itpolicy.gsa.gov

http://www.bs.org/

http://www.rsa.com
http://www.telstra.com.au/info/security.html
https://www.cisecurity.org/
https://www.sans.org/security_training/by_location/all
https://www.pcisecuritystandards.org/
https://www.enisa.europa.eu/
http://www.iso.org/iso/home/news_index/news_archive/news.htm?refid=Ref2048

http://www.pwc.com/gx/en/issues/cyber_security/information_security_survey.html
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ISSA: ( www.issa.org)
SANS : ( www.sans.org) dwwje
(International Computer Security Association) iguloetl Golase! olladl slas!

ICSA: (www.icsa.net)
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Cryptography
Cryptographer
Plaintext

Cipher text
Cryptogram

Cipher

Cryptographic Algorithm
Cryptographic Scheme
Key

Cryptographic Key
Encryption
Decryption
Encipherment
Decipherment
Encrypt

Decrypt

Encipher

Decipher

Cryptosystem
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Plaintext Space
Ciphertext Space
Key Space
Cryptanalysis
Cryptanalyst
Attack
Compromise
Breaking a cipher
Cryptology
Cryptologist
Sender
Receiver
Adversary
Attacker
Interceptor
Interloper
Intruder
Opponent
Enemy

Tapper
Eavesdropper
Confidentiality
Secrecy

Privacy
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Data Integrity

Entity Authentication
Identification

Mutual Authentication
Unconditionally Secure Algorithm
Computationally Secure Algorithm
Perfect Secrecy

Strong Algorithm

Restricted Algorithm

Security Through Obscurity
Cryptographic Protocol

Passive Attack

Tapping

Traffic Analysis

Active Attack

Cheater

Impersonation Attack
Masquerade

Challenge and Response Protocol
Man in the Middle Attack
Interlock Protocol

Replay Attack

Timestamp

Denial of Service Attack
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Ciphertext_only Attack
Known_plaintext Attack
Chosen_plaintext Attack

Adaptive_chosen_plaintext Attack
Chosen_ciphertext Attack
Chosen_text Attack
Adaptive_chosen_ciphertext Attack
Rubber_hose Cryptanalysis
Purshase_key Attack

Decimal System

Binary System

Binary Digit

Bit

Octal System

Octal Digit

Octet

Hexadecimal System

Hexit

Radix64 Encoding System

Bitwise Operation

Byte

Nibble

Crumb

Word
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Doubleword
Quadword

Most Significant Bit
Least Significant Bit
Parity Bit

Even Parity Bit

Odd Parity Bit
Defined Integral Data type
Nondefined Integral Data Type
Signed Integer
Unsigned Integer
Sign Bit

Not

And

Or

Xor

Bit Shift

Bit Rotation

Block Cipher
Confusion
Diffusion
Avalanche Effect
Completeness

Strict Avalanche Criterion
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Bit Independence Criterion
Substitution Box

Perfect S_box

Permutation Box

Compression Permutation
Expansion Permutation

Straight Permutation

Product Cipher

Round

Round Function

Iterated Block Cipher

Key Schedule Algorithm

Main Key

Round Subkey

Key Expansion
Substitution_Permutation Network
Mode of Operation

(Electronic Codebook Mode (ECB
(Cipher Block Chaining Mode (CBC
(Cipher Feedback Mode (CFB
(Output Feedback Mode (OFB
(Counter Mode (CTR
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Ciphertext Stealing
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Initialization Vector

Error Propagation

(Block Chaining Mode (BC
Test Vectors

Key Interruption

Differential Cryptanalysis
Linear Cryptanalysis

Weak Key

Semi_weak Key

Possibly Weak Key

Stream Cipher

Keystream

Seed

Keystream Generator
Running Key Generator
Synchronous Stream Cipher
Self_synchronizing Stream Cipher
Linear Complexity

Bit Generator

(Random Bit Generator (RBG
(Pseudorandom Bit Generator (PRBG
Hash Function

Compression Function

Contraction Function
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Hash Code

Hash Result

Hash Value

Imprint

Digital Fingerprint

Message Digest

Hash

Unkeyed Hash Function

Keyed Hash Function

(Modification Detection Code (MDC
Manipulation Detection Code
(Message Integrity Code (MIC
(Message Authentication Code (MAC
(Data Authentication Code (DAC
Preimage

(One way Hash Function (OWHF
Collision Resistant Hash Function
((CRHF

Preimage Resistance

2nd Preimage Resistance

Collision Resistance

Weak Collision Resistant Hash Function
Strong Collision Resistant Hash
Function

Weak One Way Hash Function
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Strong One Way Hash Function
MAC Value

Computation Resistance
One_Way Function

Trapdoor WOF
MD_strengthening
Single_length MDC
Double_length MDC

Birthday Attack

Olomdlaal | 44518

@330 olai¥l i g Faams ol
MAC_ta@
oleumtl dajlia

o3V iy ol

Al b 93 olmi¥ g 1l

MD a5
alal daay Jobs 33 MDC
LS Aamy Jobo 93 MDC

2hadl agy agoma






&l Lol

1. “About: What is Wikileaks?” WikiLeaks. 10 July 2014 <https://wikileaks.org/
About.html>.

2. Andress, Jason. The Basics Of Information Security: Understanding the
Fundamentals Of InfoSec in Theory and Practice. Massachusetts: Syngress
Press, 2011.

3. Bruce Schneier, Applied Cryptography: Protocols, Algorithms, and Source Code
in C, Second Edition, John Wiley & Sons, 1996.

4. “Children’s Internet Protection Act” FCC. 27 July 2014 <http://www.fcc.gov/
guides/childrens._internet_protection_act>.

5. “COPPA - Children’s Online Privacy Protection Act” COPPA. 27 July 2014
<http://www.coppa.org/coppa.htm>.

6. Data Encryption Standard (DES), FIPS PUB 46.3. Washington, D.C.: US
Department of Commerce/National Institute of Standards and Technology, 25
Oct. 1999.

7. “Data vs. Information.” Diffen. 16 May 2014 <http://www.diffen.com/difference/
Data_vs_Information>.

“Difference between Data and Information.” Difference Between — Know and Clarify
yourself. 16 May 2014 <http://www.differencebetween.info/difference_between_data.
and-information>.

“Edward Snowden.” Biography. 10 July 2014 <http://www.biography.com/people/
edward_snowden_21262897>.

Presidential Documents. Executive Order 13526 of December 29, 2009: Classified
National Security Information. Washington, D.C.: Federal Register, vol. 75, no. 2, 5
Jan. 2010: 707_731.

Gattiker, Urs. E, The Information Security Dictionary. Kluwer Academic Publishers,
2004.

235



HMG Security Policy Framework. London: Cabinet Office, ver. 11.0, October 2013.

Peltier, Thomas R., Peltier, Justin, and Blackley, John. Information Security
Fundamentals. Boca Raton: CRC Press LLC, 2005.

Quist, Arvin S. “Security Classification of Information: Volume 2. Principles for
Classification of Information” Federation of American Scientists. Apr. 1993. 9 Mar.
2014 <http://www.fas.org/sgp/library/quist2/chap_8.html>.

Schneier, Bruce. Applied Cryptography: Protocols, Algorithms, and Source Code in C.
New York: John Wiley & Sons, Inc., 2nd edition 1996.

Security Within The North Atlantic Treaty Organization (NATO), NATO Unclassified.
North Atlantic Council, Document C_M (2002) 49, 17 June 2002.

Solomon, Michael G. and Chapple, Mike. Information Security Illuminated. Boston:
Jones & Bartlett, 2005.

State Secrets: China’s Legal Labyrinth. New York: Human Rights in China (HRIC),
2007.

Stewart, James M., Tittel, Ed, and Chapple, Mike. CISSP: Certified Information
Systems Security Professional, Study Guide. Alameda: SYBEX Inc., 3rd edition 2005.

“The Convention” CRIN. 24 July 2014 <https://www.crin.org/en/home/rights/
convention>.

Winkler, Ira. Zen and the Art of Information Security. Rockland: Syngress, 2007.
H. X. Mel, Doris M. Baker, “Cryptography Decrypted, «Addison Wesley, 2001.

Ronald L. Rivest and Adi Shamir, How to Expose an Eavesdropper, Communications
of ACM, 1984.

Microsoft Safety &security center http://www.microsoft.com/security/default.aspx .

William Stallings, Cryptography and Network Security: Principles and Practice,
Second Edition, Prentice Hall, 1999.

http://www.ourwatch.org.uk/safety_advice/mobile_internet_and_identity_safety .

8. Andress, Jason and Winterfeld, Steve. Cyber Warfare: Technics, Tactics and
Tools for Security Practitioners. Massachusetts: Syngress Press, 2011.

9. “Cyberwar” The RAND Corporation. 16 February 2015 <http://www.rand.org/
topics/cyberwar.html>.

10. “Cyberwar” Oxford Dictionaries. 16 February 2015 <http://www.
oxforddictionaries.com/definition/english/cyberwar>.

11. “Latest viruses could mean ‘end of world as we know it, ‘says man who discovered
Flame?” The Times of Israel. 16 February 2015 <http://www.timesofisrael.com/
experts_we_lost_the_cyber_war_now_were_in_the_era_of_cyber._terror>.

Leilelg Claglati (el L Cilalail 236



12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

“U.S. Cyber Command?” U.S. Strategic Command. 22 February 2015 <http://
www.stratcom.mil/factsheets/2/Cyber_Command>.

“Aman’s Cyber Consulting Services — Protect your organization from advanced
cyber_attacks” Aman. 22 February 2015 <http://www.aman.co.il/englishsite/
about/services/cyber_security.aspx>.

“Cyber-attacks a bigger threat than Al Qaeda, officials say”” Los Angeles Times.
22 February 2015 <http://articles.latimes.com/2013/mar/12/world/la_fg-
worldwide_threats_20130313>.

“Obama Order Sped Up wave of Cyberattacks against Iran” The New York
Times. 22 February 2015 <http://www.nytimes.com/2012/06/01/world/
middleeast/obama_ordered-wave_of_cyberattacks_against_iran.html?_r=0>.

“S. Korean military to prepare with U.S. for cyber warfare scenarios.” Yonhap
News Agency. 22 February 2015 <http://english.yonhapnews.co.kr/national/201
3/04/01/20/0301000000AEN20130401004000315EHTML>.

“Germany to invest 100 million euros on internet surveillance: report.”
Kazinform. 22 February 2015 <http://www.inform.kz/eng/article/2567203>.

“South Korea raises alert after hackers attack broadcasters, banks.” global
post. 22 February 2015 <http://www.globalpost.com/dispatch/news/thomson.
reuters/130320/south_korea_police_investigating_server_outages_at-major_tv_
net>.

“The Real Story of Stuxnet” IEEE Sprectrum. 23 February 2015 <http://
spectrum.ieee.org/telecom/security/the_real_story_of_stuxnet>.

“Centre of Excellence for Cyber Security Research and Development in India
(CECSRDI)” PERRY4LAW Organization. 23 February 2015 <http://perry4law.
org/cecsrdi/?p=735>.

Fritz, Jason, How China will use cyber warfare to leapfrog in military
competitiveness. Culture Mandala: The Bulletin of the Centre for East_West
Cultural and Economic Studies: Vol. 8: Iss. 1, Article 2. 2008.

“Hundreds of ISIS social media accounts shut down” CNN Money. 23 February
2015 <http://money.cnn.com/2015/02/10/technology/anonymous.isis_hack.
twitter>.

Even, Shmuel, and Siman_Tov, David, Cyber Warfare: Concepts and Strategic
Trends. Tel Aviv: The Institute for National Security Studies, 2012.

“Cybercrime”” Techopedia. 2 March 2015 <http://www.techopedia.com/
definition/2387/cybercrime>.

Rouse, Margaret. “Cybercrime.” TechTarget. 2 March 2015 <http://
searchsecurity.techtarget.com/definition/cybercrime>.

237 Pl



26.

27.

28.

29.

30.

31.

32.

33.

34.

Sandle, Paul. “Cybercrime costs global economy $445 billion a year: report”
Reuters. 2 March 2015 <http://www.reuters.com/article/2014/06/09/us-
cybersecurity_mcafee_csis_idUSKBNOEK0SV20140609>.

T. Rasmussen, Gideon. “Cyberwar. A Threat to Business” Gedion T. Rasmussen.
4 March 2015 <http://www.gideonrasmussen.com/article_14.html>.

Barker, Ian. “How US organizations are losing the cyberwar” Betanews. 4 March
2015 <http://betanews.com/2014/10/07/how_us_organizations_are_losing_the.
cyber_war/>.

Siciliano, Robert. “In Business, the Cyber war Between the U.S. and China and
Russia Is Tense.” Entrepreneur. 4 March 2015 <http://www.entrepreneur.com/
article/238411>.

“Why Syria’s Air Defenses Failed to Detect Israelis” IMRA. 4 March 2015
<http://www.imra.org.il/story.php3?id=36291>.

“36 governments sites hacked by Indian Cyber Army.” Tribune. 5 March 2015
<http://tribune.com.pk/story/83967/36_government_websites_hacked_by.
indian_cyber_army>.

ISO/IEC 27001, Information technology. Security techniques - Information
Security Management Systems (ISMS). Requirements, 2005, 34.

ISO/IEC 27002, or BS 17799, Information technology _ Security techniques.
Code of practice for information security management, 2005, 115.

Mobile, internet & identity safety,

lgilaly Slagtall (el 2 Slaledl 238



&alyo

dazma 3 Bax 5 (o155 o iliad alaglaat) 4 ¢yal) (Lisdgl cal uingd 1
4zl aglall 5o 5alluge clladl Ahue Gl il a8 Aea )5 Al ¢ Sh
e il A pall Aalaially

s 3ll (el e SRRl 2l paialy deatll ele ) Olibs (ele pua bl pe 2
A1987 ety B pall Zalll pazma cilegilan oS!

gy dueaitl @ le ) (Gladalt Glis (el yie s Sl pa daza 3
(Alglaie oy e Gaimmig daal 53 (N ¢ 5ol e yall e (anall
1997 ¢ Gl (A yall A3l pazes il ypdiia

(A gyl y Anastll @le B Copall Wliol) Gl cale yun 3Ll pe 4
21990 . Leaad ¢ by o cBesludT aglald oy yall aladl el 1 300

1. 2013 US State of cybercrime Survey.

N

PWC, “The Global State of Information Security Survey 2014”.

3. Homeland Security, Cyber Security Publications at :http://www.dhs.gov/
cybersecurity publications

4. Homeland Security, Critical Infrastructure Security at: http://www.dhs.gov/
topic/critical-infrastructure-security

239



10.

ENISA : The European Union Agency for Network and Information Security,
publications .

GSMA, “The Mobile Economy 2014 Report , The Arab States”, https://
gsmaintelligence.com/research/

The International Society of Security Awareness Professionals http://www.
iasapgroup.org/

Rebecca Herold, “Managing an Information Security and Privacy Awareness
and Program and Training Program”, CRC 2011

Maurice Dawson, University of Missouri — St. Louis, USA; Marwan Omar,
Nawroz University, Iraq; Jonathan Abramson, Colorado Technical University,
USA; Dustin Bessette, National Graduate School of Quality Management, USA.
2014.

IT Security, Threats and Data Breaches, Perception versus Reality: Time to
Recalibrate. Empower business through security. ISTR report. kaspersky.com/

business.

Leilelg Cilaglat (pel L Cilalait 240



Investment Group P ublishing

anl

3
§ i
3 3
7 y
] E
i
%
i
3
i
3, &
3. - E
1 13 b
- D q i
;] == W9
3 34 21
I 3l
= & {
Seldsdf) ooy S j et il L
Sl i s (ST
Supllatfalts
e 05 0allung
[EX N o

Po T———

- i

| 3

...... _g

dyyniill axgang ailyy g

i 3

p— - 3

usidlallive gy qualy) g ol

Follow Us avignll Liyig arig Ji<IVI Ligis Jipgillg guull Glasal

obeikn reader obeikanstores “ ~ Google Pla T
0 CL | B GoogePlay | =yues WBQW < 5alg

Oobeikanpub @OO K|t§b‘S.awt| w“ww amazon<inadl e S



Investment Group P ublishing

h¥a)|

igilall cnusga saus

521

; %@MU &l

doﬂlqu

2ol pilepl
ol o hod A S s

Readings in
Business
Administration

With Mini-

430 Widlhag el e ey
|

i- Dictionary

Khalid M. Bahaa E1 Din, Ph)

@ k:*:w"“; v,‘f“f,‘--‘.—'_-,f
© ey @"%E - —

Follow Us avignll Liyig arig Ji<IVI Ligis Jipgillg guull Glasal

OObeiknreader obeikanstores “ w‘ B GooglePlay \),‘,J‘?O_'n Loq.l.l.l \dalg

Oobeikanpub @OO KltabSawt| ::udwubuj amazon \dle amagon sy sl




Investment Group P ublishing
i

JUCTT I
z—:-:-w*&-w;‘ﬂ-gm'.)wﬂwuy :
sliel g1 Lo

Sl ANALY 51T (S0 Lo

}
)
B
3
H
i
3 3

Follow Us dyignll Liyis digisIVl Ligis Juogillg gul Gloail

OObeikn reader obeikanstores “ w Go
ogle Pla
. Cnog "y Oﬁ?ﬁ Waw < salg
() obeikanpub Kitab Sawti ;:22= | @MAZONKIN



Sl oLl

l

ancighaness (L]
aidhaies (D)

il Jodcj
Sl Jolc

i

"%
L tea—
i

(]
!
< |
|
N

=1
5

<l

Aull gl €

g ¢ Ll ‘

Ayl ghanese LI

Follow Us avignll Liyis ayig sV Liyis Jipgillg g1l Glaail

obeikn reader obeikanstores ~ T o2
o “ w » Google Play Q#c?; wqw ‘dw:aLg

OObeikanpub @oo Kitab Sawti ;-2 | gmazonk e Rl




Investment Group P ublishing

Jdal

s Sl 5
L
sqdliolojt EL57 s

Mrwﬂ‘?"”“‘wl satanre oY
) ) B < e
—- Joa ' . [yl aule) '
- sagdisll ol —~ € ob i - b
- ol :3 il dnl q‘;"c 1 IR
i , / i
% 1 ‘3 .f = e
31 ?\éj o 3 4 R
[ 3 g 4
1 33
ﬁ T
51 TE -
o w 2 )
_ g 1 o % ....____—:
31 LN o w T~ :
Follow Us avignll Liyis avigyisIVI Liyis Jipgillg g1l Glaail

obeikn reader obeikanstores -
o “ Cb P Google Play Q#c?; LOQ.I.U ‘dalg

) oveikanpub QOO |xisawi | amazonk -




Follow Us avignll Liyig GrigyisIVI Liyis Jipgillg gull Glaasl

obeikn reader obeikanstores “ ~ D G le PI T o2
o CL | B> SoosePor | gy o <, sl

& o . 2 ST | . Cilspds gaal
Q“e"‘a"r’"b @00 Kitab Sawti ;70| amazonkindle e

WWW.OHAD.SA



Investment Group P ublishing
i

Y

Follow Us avignll Liyis duigyisIV Lixig Jungillg gull Glaxal

OObeiknreader obeikanstores “ w B GoogIePIay \),‘,J‘?O_'n Loq.l.l.l \\52'9

OObeikanpub @OO Kitab Sawti gwwg;:,; amazon 1dle e sis el o




J ol

Investment Group P ublishing

h¥a)|

. i
3
i

— ‘ 21,13 5 lowalty JL! 1 R L e e

) Ml K ™ 3 I

) 1 ! I —

il ! 1

| - ;

Follow Us avignll Lixis aigyisIV Liyis Jungillg gull cilaaal

beik d beikanst
00 eikn reader obeikanstores “ w B Google P|ay Q;J‘?o—'n LD ‘dalg

Oobeikanpub @oo Kitab Sawti g*»“““”w amazonkx s syl ol




	Front Cover
	الحادثة الإصدمات ...
	أتقدم بالشكر الجزيل للأستاذ الدكتور محمد مراياتي: لما قدمه من ...
	الحمد لله رب العالمين، والصلاة والسلام على سيدنا محمد وعلى ...
	الفصل الأول ...
	الآن منتجاتنا أونلاين ...
	الفصل ا الثاني ...
	تمتلك تلك ...
	مقومات أساسئية في أمن المعلومات ...
	ا ...
	عيَع //خييطت ...
	الفصل الخام للس ...
	الفصل الللبلاد للس ...
	لم لم ...
	مهم ...
	في ...
	دج - ) ...
	يجب ...
	الفصل الثامن ...
	مجرّد انضمام افتراضي لشبكة دعارة على الإنترنت وتبادل الصور إلى ...
	الأمن المعلوماتي الوطني ...
	  ...
	  ...
	  ...
	الإتقان في التعلم ...
	Blank Page
	Blank Page
	Blank Page
	Blank Page
	Blank Page
	Blank Page
	Blank Page
	Blank Page
	Blank Page

