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Short list of 20 standards and good practices that are in use in the EU
Telecommunications market:

1 ISO/IEC 27001/2

2 ISO/IEC 24762:2008 Guidelines for ICT and disaster recovery services
3 ISO/IEC 27005 Information security risk management

4 ISO/IEC 27011 Information security management guidelines for
telecommunications

5 BSI BS25999.1 Business Continuity
6 ITU_T X.1051 (02/2008)

7 ITU_T X.1056 (01/2009)

8ITU.T X.800 (1991)

9 ITU_T X.805 (10/2003)

10 ISF Standard of Good Practice 2007
11 CobiT
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12 ITIL Service Support

13 ITIL Security Management

14 IT_Grundschutz_Kataloge

15 KATAKRI

16 NIST SP 80034

17 NIST SP 800.61

18 FIPS_200

19 UK NICC Minimum Standard ND1643
20PCIDSS 1.2

Source: The European Union Agency for Network and Information Security
(ENISA): Shortlisting network and information security standards and good
practices.
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oolac J.J Core secrets .1

The highest level of classification. Information at this level is released only to select
government individuals (Used by the NSA exclusively).

LY (g oo Top Secret .2
The highest security level outside of the NSA framework. “Top Secret” shall be
applied to information, the unauthorized disclosure of which reasonably could
be expected to cause exceptionally grave damage to the national security that the
original classification authority is able to identify or describe. It is believed that 1.4
million Americans have top secret clearances.

S Secret .3

This is the second_highest classification. Information is classified Secret when its
unauthorized disclosure would cause “serious damage” to national security. Most
information that is classified is held at the secret sensitivity.

ualx — (ya35e Confidential .4

This is the lowest classification level of information obtained by the government. It is
defined as information that would “damage” national security if publicly disclosed,
again, without the proper authorization.

gl (g w e ) Unclassified .5
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http://www.infosyssec.org/infosysec/index.htm
http://www.certicom.com
http://www.counterpane.com
http://www.cs.purdue.edu/coast/

http://www.sans.org

http://www.icsa.net/

http://www.itpolicy.gsa.gov

http://www.bs.org/

http://www.rsa.com
http://www.telstra.com.au/info/security.html
https://www.cisecurity.org/
https://www.sans.org/security_training/by_location/all
https://www.pcisecuritystandards.org/
https://www.enisa.europa.eu/
http://www.iso.org/iso/home/news_index/news_archive/news.htm?refid=Ref2048

http://www.pwc.com/gx/en/issues/cyber_security/information_security_survey.html
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ISSA: ( www.issa.org)
SANS : ( www.sans.org) dwwje
(International Computer Security Association) iguloetl Golase! olladl slas!

ICSA: (www.icsa.net)
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