6. Conclusion and Future Work

CHAPTER 6
CONCLUSION AND FUTURE WORK

6.1. Conclusion

With the fast grow in communication systems and computer networks to include all
fields of daily life and used to transfer various types of data with different security levels;
The researchers always develop the cryptographic systems to find more secure and
confidential methods to ensure the integrity and confidentiality of transmitted data and
withstand the attacks developed methods .

As discussed the cryptographic systems saw more developments and more modified
algorithms, to improve cost, bandwidth or security attributes and among them the
Signcryption algorithm which came to combine between the public cryptography algorithm
and the signature algorisms in one step instead of the traditional approach, signature —
then— encryption, with saving in communication overhead reach 40% and saving in
computational cost 58%, in addition to achieve unforgeability, confidentiality, integrity
and non — repudiation but lacks to achieve forward security and public variability. So,
many modified signcryption algorithms came to get over the lacks of Zheng’s scheme .

Then introducing a new modified scheme “Modified Elliptic Curve Signcryption” this
scheme based on ECDLP , in addition to achieve the functionality of the Signcryption
schemes, unforgeability, confidentiality and non — repudiation it achieves forward security
and encrypted message authentication or public verifiability, while others signcryption
schemes lack in achieving forward security and public verifiability together in one scheme.
But, reference [28] introduced modified scheme achieved the forward security and public
verifiability of message but worsen the saving in communication overhead where the
correct value of bandwidth saving is 20%, and increase the computational cost.

Also, the modified signcryption scheme uses a strong session key encryption depends
on random choose value and the sender’s private key, plus, using the session key
encryption to encrypt the message twice to increase the confidentiality and integrity of the
message. The modified signcryption scheme enables the forward security so, if the
adversary have the sender’s private key he must have the corresponding random chosen
value to decrypt the message, and enables public variability or authenticate the encrypted
message and also, check the recovered message. Although, the proposed signcryption
scheme is slower than the Zheng’s signcryption scheme, it achieves saving in
communication overhead reach 50% with respect to the traditional approach signature —
then — encryption. And when applying the modified scheme on multiply recipients and
compare it with Zheng’s signcryption for multi — recipients the new scheme achieves
saving in communication overhead and computational cost higher than Zheng’s
signcryption scheme.
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6.2. Future work

As mentioned, IPSec mechanism is an open source mechanism can contain various of
cryptographic algorithms, authentication protocols, and key management protocols to
secure the sensitive transmitted data between two locations.

When applying the modified signcryption scheme on the IPSec mechanism
(as mentioned in chapter 5), the transmitted data can be authenticated and encrypted in one
step with less computational cost and saving in bandwidth reach 50% with respect to the
traditional approach encryption — then — signature with keeping the public variability or
authenticated encrypted message and in addition to increase the security of transmitted
data. Also, the modified signcryption scheme is not restricted by a certain encryption
algorithm while enable to use any symmetric key encryption and by this way can solve the
problem of exchange the share secret key of symmetric algorithm between two peers and
keep the easiness of hardware implementation of the encryption algorithms.

For the future work, if using the proposed application of applying the modified
signcryption scheme on IPSec mechanism in its all cases; for authentication only, for
encryption only, and for both encryption and authentication, can improve the security of
computer networks and benefit with cost and bandwidth saving.

Also, I will work on enhancing the processing overhead and the computational cost of
the new proposed modified signcryption scheme “Modified Elliptic Curve Signcryption”.
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A. Encoding and Decoding a Message in The Implementation of Elliptic Curve

APPENDIX A

ENCODING AND DECODING A MESSAGE IN THE
IMPLEMENTATION OF ELLIPTIC CURVE

ECC Encryption and Decryption methods can only encrypt and decrypt a point on the
curve not messages. Unfortunately, there are no known polynomial time algorithms for
finding a large number of points on an arbitrary curve. But not simply looking for random
points on E, here. So, want a systematic way of finding points on E,(a,b) relating
somehow to the plaintext message. Therefore, forcing to use probabilistic algorithms to do
this, where the chance of failure is acceptably small. Thus Encoding(message to a point)
and Decoding (point to a message) methods are important while Encryption and
Decryption [29,30].

A.1. Message Encoding and Decoding

Suppose that, a text file has to be encrypted, a user can encrypt the ASCII code of
each and every printable character on the keyboard , let us say he has to encrypt an 8- bit
number , can represent 128 characters on the keyboard. All the points on the elliptic curve
can be directly mapped to an ASCII value, select a curve on which will get a minimum of
128 points, so that fix each point on the curve to an ASCII value. For example,
‘ENCRYPT’ can be written as sequence of ASCII characters that is * 69° ‘78 ‘67" ‘82’
‘89° ‘807 ‘84’ can be mapped these values to fixed points on the curve. This is easiest
method for embedding a message but less efficient in terms of security.

A.2. Koblitz’s Method for Encoding Plaintext

Stepl:  Pick an elliptic curve E,(a, b).
Step 2:  Assume that E has N points on it.

Step 3: Assume that alphabet consists of the digits 0,1,2,3,4,5,6,7,8,9 and the
letters A,B,C,. .., X,Y,Z coded as 10,11,. . ., 35.

Step 4:  This converts our message into a series of numbers between 0 and 35.

Step 5:  Now choose an auxiliary base parameter, for example k = 20. ( both
parties should agree upon this)

Step 6:  For each number mk (say), take x = mk + 1 and try to solve for y.

Step 7:  If you can't do it, then try x = mk + 2 and then x = mk + 3 until you
can solve for y.

Step 8:  In practice, you will find such a y before you hit x = mk + k- 1. Then
take the point (x,y). This now converts the number m into a point on the
elliptic curve. In this way, the entire message becomes a sequence of points.

Decoding:

Consider each point (x,y) and set m to be the greatest integer less than (x — 1) /k.
Then the point (x, y) decodes as the symbol m.
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B. NIST Recommended Elliptic Curves

APPENDIX B
NIST RECOMMENDED ELLIPTIC CURVES

In the FIPS 186-2 standard, NIST recommended 15 elliptic curves of varying security
levels for U.S. federal government use [9]. The curves are of three types:

1. Random Elliptic Curves Over a Prime Field F,.
2. Random Elliptic Curves Over a Binary Field F,m.
3. Koblitz Elliptic Curves Over a Binary Field Fym.

B.1. Random Elliptic Curves Over F,,

Table B.1 lists domain parameters for the five NIST-recommended randomly chosen
elliptic curves over prime fields F,. The primes p were specially chosen to allow for very

fast reduction of integers modulo p. The selection a = —3 for the coefficient In the
elliptic curve equation was made so that elliptic curve points represented In Jacobian
projective coordinates could be added using one fewer field multiplication [31,32,33]. The
following parameters are given for each curve:

P The order of the prime field F,.
S The seed selected to randomly generate the coefficients of the elliptic Curve
T The output of SHA-1.
a,b The coefficients of the elliptic curve y? = x3 + ax + b satisfying
rb? = a®(mod p).
n The (prime) order of the base point P.
h the cofactor.
x,y the x and y coordinates of P.
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Table B.1. NIST-Recommended Random Elliptic Curves over Prime Fields [9].

R.NIST Recammended Fllintie Cnrvec

P-192:p=2"2-2%_1, a=-3, h=1

S=0x
r=0x
b=0x
n=0x
x=0x
y=0x

3045AEGF
3099D2BB
64210519
FEFEFEFEEE
188DABOE
07192B95

C8422F64 ED579528
BFCB2538 542DCD5SF
E59C80E7 OFATESAB
FEFEFFEE FEFEEFEEE
B0O3090F6 T7CBF20EB
FFC8DA78 631011ED

D38120EA
BO78B6EF
72243049
99DEF836
43A18800
6B24CDD5

E12196D5
S5F3D6FE2
FEBS8DEEC
146BC9B1
FAFFOAFD
T3F977AL

C745DE6GS5
Cl146B9B1
B4D22831
82FF1012
1E794811

P-224: p = 272 _ 2%

S=0x
r=0x
b=0x
n=0x
x=0x
y=0x

BD713447
5B056C7E
B4050A85
FEFFEFFEE
B70EQCBD
BD376388

+1, a=-3, h=1

99D5CT7FC DC45B5LOF
11DD68F4 0469EETF
0CO04B3AB F5413256
FFFFPFPEE BFEFFFFEPE
6BB4BE7F 321390B9
BS5F723FB 4C22DFE6

A3BY9ABSFE
3CT7ATD74
5044B0OB7
FFFF16A2
4A03C1D3
CD4375A0

6A948BC5
F7D12111
D7BEFD8BA
EOBSFO3E
56C21122
5A074764

6506D031
270B3943
13DD2945
343280D6
44D58199

218291FB
2355FFB4
5C5C2A3D
115C1D21
85007E34

P-256: p = 2750 — 2?%

S=0x

r=0x

y=0x

C49D3608
TEFBAL1G6
0104FAQD
5AC635D8
27D2604B
FEFEFEFEEE
FC632551
6B17D1F2
D898C296
4FE342E2
37BESIFES

+292,2% 1 a=-3,
86E70493 6A6678EL
2985BE94 03CB055C
AA3A93E7 B3EBBDbL5
00000000 FFFFFFFF

E12C4247 F8BCEGES

FE1A7F9B S8EETEB4A

h=1
139D26B7
75D4AFTEQ
769886BC
FEEFEFEFRFE

63A440F2

7COFSELG

819F7E90
CEBD84A9

651D06BO

BCEGFAAD

77037D81

2BCE3357

C5114ABC

CC53BOF6

AT7179E84

2DEB33A0

6B315ECE

AF317768

3BCE3C3E

F3B9CAC2

F4A13945

CBB64068

P-384:p =223 _2%42%_1, a=-3, h=1
A319A27A 1D00896A 6773RA482

S=0x A335926A

r=0x

79D1EG55
20095404
B3312FA7
5013875A
FEFEFEFEEE
F4372DDF

AABTCA22
82542A38

F868F02F FF48DCDE
495E8042 EASF744F
E23EE7E4 988E056B
C656398D 8A2ED19D
FEFFFFFE FEFFEEEFE
581A0DB2 48BOA77A
BESBO537 8EBICT1E
5502F25D BF55296C

E14151DD
6E184667
E3F82D19
2A85C8ED
FEFFEFFEE
ECEC196A
F320AD74
3A545E38

3617DE4A 96262C6F 5DY9E98BE 9292DC29
B5FOB8CO 0OAGOBICE 1D7E819D 7A431D7C 90EAQESFE

TACDACT3
B80643C1
CC722483

181D9C6E
D3EC2AEF

FEFFEFFEE
CCC52973

6E1D3B62
T72760AB7
F8F41DBD

406D0OCAL

FE814112

FEFEFEFEEE

8BA79B98

289A147C

ODFEGECS

0314088F

C7634D81

59F741E0

ESDA3113

P-521:p=2°"-1, a=-3, h=1

S=0x

r=0x

DO9ESSB00
000000B4
F6DOEDB3
E523868C
00000051
B8B48991
3D2C34F1
000001FF
FEFEFEEEE
899C47AE
000000C6
F828AF60
856A429B
00000118
17AFBD17
A272C240

291CB853
SBEALSFE42
7BD6B533
70ClESBFE

953EB961
SEF109E1
EF451FD4

FEFFEFFEE
FEFEFFEFFA
BB6FB71E

858E06B7
6B4D3DBA
FOT7ETE31

39296A78
273E662C

88BE9476

96CC6717 393284AA
0A349495 39D2BDFC
28100051 S8E19F1BY
55BAD637
SE1ICO9ALF 929A21A0
56193951 ECTE937B
6B503F00
FEFFFFFEFE FEEFEFEEEE
51868783 BF2F966B
91386409
0404E9CD 9E3ECB66
Al14B5E77 EFE75928
C2E5BD66
9A3BC004 5C8A5SFB4
9T7EET7299 5EF42640
9FD16650

AQODAG4BA
264EEEEB
FFBEOFE9

B68540EE
1652C0BD

FEFEFEFEEE
TECC0148

2395B442
FE1DC127

2C7D1BDY9
C550B901

077688E4

EDBA3C22

A2DAT25B
3BB1BFO7

FEFEFEFEEE

F709A5D0

9C648139

A2FFA8DE

98F54449
3FADO761

4FBFOADS
00B8EF875

99B315F3
3573DF88

FFEFEFEE
3BB5CO9BS

053FB521
3348B3C1

579B4468
353C7086
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B. NIST Recommended Elliptic Curves

B.2. Random Elliptic Curves Over F,m

Table B.2 lists domain parameters for the five NIST-recommended randomly chosen
elliptic curves over binary fields F,m . The extension degrees m are prime and were

selected so that there exists a Koblitz curve over Fom having almost-prime group order
[31,32,33]. The following parameters are given for each curve:

m The extension degree of the binary field Fom.

f (z) The reduction polynomial of degree m.

s The seed selected to randomly generate the coefficients of the elliptic curve.
a,b The coefficients of the elliptic curve y? +xy = x3 +ax? +b.

n The (prime) order of the base point P.

h The cofactor.

X,y The x and y coordinates of P.

B.3. Koblitz Elliptic Curves Over Fym

Table B.3 lists domain parameters for the five NIST-recommended Koblitz curves
over binary fields, the binary fields F,m are the same as for the random curves. Koblitz
curves were selected because point multiplication can be performed faster than for the
random curves [18,19]. The following parameters are given for each curve:

m The extension degree of the binary field 2™.
f (z) The reduction polynomial of degree m.
a,b The coefficients of the elliptic curve y? +xy = x> +ax? + b.

n The (prime) order of the base point P.
h The cofactor.
X,y The x and y coordinates of P.
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B. NIST Recommended Elliptic Curves

Table B.2. NIST-Recommended Random Elliptic Curves Over Binary Fields [9].

a=1, h=2
7553F9D0
1481EB10
000292FE

B-163:m =163, f(z2) =z +2 +2°+2°+ 1,
S=0x 85E25BFE 5C86226C DB12016F
b=0x 00000002 0A601907 BS8CY953CA
n=0x 00000004 00000000 00000000
x=0x 00000003 FOEBAL162 86A2D57E A0991168
y=0x 00000000 D51FBC6C 71A0094F A2CDD545

E693A268
512F7874
77ET70C12
D4994637
B11C5COC

4A3205FD
A4234C33
E8343E36
797324F1

B-233: m=233, f(z)=2""+2*+1, a=1, h=2

S=0x 74D59FF0 7F6B413D OEA14B34 4B20A2DB

b=0x 00000066 647EDEGC 332C7F8C 0923BB58
S81FE115F 7D8FS0AD

n=0x 00000100 00000000 00000000 00000000
22031D26 03CFEOD7

x=0x 000000FA CI9DFCBAC 8313BB21 39F1BB75
F8FSEB73 71FD558B

y=0x 00000100 6A08A419 03350678 E58528BE
36716F7E 01F81052

049B50C3
213B333B

0013E974

S5FEF65BC

BFSAOBEF

20E9CE42

E72F8A69

391F8B36

F867ATCA

B-283: m=283, f(z)=2+2%+2 +2°+1, a=1, h=2

S=0x 77E2B073 70EBOF83 2A6DD5B6 2DFC88CD

b=0x 027B680A C8B8596D ALA4AFS8A 19A0303F
A581485A F6263E31 3B79A2F5

n=0x O3FFFFFF FFFFFFFEF FEFFFFFFE FEFFFFFFF
938A9016 L5BO42A7C EFADB307

x=0x 05F93925 8DB7DD90 E1934F8C 70BODFEC
80E2E198 F8CDBECD 86B12053

y=0x 03676854 FE24141C B98FE6D4 B20D02B4
826779C8 13F0DF45 BES8112F4

06BB84BE
CAS7TFD76

FFFFEF90

2EED25BS8

516FF702

453089FA2

399660FC

557EACOC

350EDDBO

B-409: m =409, f(z)=2z""+72"+1, a=1, h=2
S=0x 4099B5A4 57F9D69F 79213D09 4C4BCD4D
b=0x 0021A5C2 CBEE9FEB 5C4BY9A75 3B7B476B

4262210B
TFD6422E

F1F3DD67

4761FA99

D6AC27C8 ASA197B2 72822F6C DS5T7AL5AA 4F50AE31 7B13545F

n=0x 01000000 00000000 00000000 00000000 00000000 00000000 000001E2
AADGAGL12 F33307BE LHFA47C3C 9E052F83 8164CD37 DO9A21173

x=0x 015D4860 D0O88DDB3 496B0C60 64756260 441CDE4A F1771D4D BO1FFESLB
34859703 DC255A86 8A118051 5603AEAB 60794E54 BB7996A7

y=0x 0061B1lCF ABG6BELSF3 2BBFA783 24ED106A 7636B9CLH A7BD198D 0158AA4F
5488D08F 38514F1F DF4B4F40 D2181B36 81C364BA 0273C706

B-571: m=571, f(z)=2""+2"+2+2°+1, a=1,h=2

S=0x 2aa058f7 3ale33ab 486b0f61 0410c53a 7£132310

b=0x 02F40E7E 2221F295 DE297117 B7F3D62F 5C6A97FF CBSCEFF1

CD6BASCE

4A9A18AD
520E4DE7
n=0x O3FFFFFF
FEEFEFEFRFE
161DE93D
x=0x 0303001D
DB7B2ABD
4ABFA3R4
y=0x 037BF273
3921E8A6
16E2F151

84FFABBD
39BACAQC
FEFFEFFEE
FEFFEFFEE
5174D66E
34B85629
BDE53950
C850D927
42DA639B
84423E43
6E23DD3C

SEFA5933 2BET7AD67 L6A66E29 4AFD185A

TEFEFETE
FEFFEFFEE
E661CELS8
8382E9BB
6C16C0D4
F4C0D293
E1E7769C
6DCCFFFE
BABOS8SAL7T
1A4827AF

2955727A

FEFFFFEFEFE FEEFEFEEFEE FEEEFEEEE

FE559873 08059B18 6823851E

2FE84E47

0D3CD775 OA93D1D2 S955FA80A

CDD711A3 5B67FB14 99AE6003

S8EEC2D19

B73D69D7 8C6C27A6 009CBBCA

6291AF8F 461BB2A8 B3531D2F

1BB8ACL5B

T8FF12AA

FEFEFEFEEE
C7DD9CAL

ASBF40FCS
8614F139

1980F853
0485C19B
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B. NIST Recommended Elliptic Curves

Table B.3. NIST-Recommended Koblitz Curves Over Binary Fields [9].

K-163:m=163, f(z) =z +z +z°+2°+1, a=1, b=1, h=2

n=0x 00000004 00000000 00000000 00020108 A2EQCCOD 99F8ASEF
x=0x 00000002 FE13C053 7BBC11AC AAQ7D793 DE4EG6DLHE 5HC94EEES
y=0x 00000002 89070FB0 5D38FF58 321F2E80 0536D538 CCDAA3DY

K-233:m =233, f(x)=2""+7"+1, a=0, b=1, h=4

n=0x 00000080 00000000 00000000 00000000 00069D5B B9I15BCD4
6EFB1ADS F173ABDFE

x=0x 00000172 32BA853A TET731AF1l 29F22FF4 149563A4 19C26BF5
0A4C9D6E EFADG126

y=0x 000001DB 537DECE8 19B7F70F 555A67C4 27A8CDSB F18AEBO9B
56E0C110 56FAEGA3

K-283:m =283, f(z) =22 +z%+7 +7°+1, a=0, b=1, h=4
n=0x OlFFFFFF FFFFFFFF FFFFFFFF FFFEFFFEFE FEFFESAE 2ED07577
265DFF7F 94451E061E163C61
x=0x 0503213F 78CA4488 3F1A3B81 62FL88E5 53CD265F 23C1567A
16876913 BOC2AC24 58492836
y=0x 01CCDA38 OFL1CYE31 8D90F9I5D 07E5426F E87E4A5CO ES184698
E4596236 4E341161 77DD2259

K-409: m =409, f(z) =2 +z" +1, a=0, b=1, h=4

n=0x 007FFFFF FFFFFFFF FFFFFFFF FFFFFFFE FEFFFFFE FEEFEFEEFE
FFFFFESE 83B2D4EA 20400EC4 557D5HED3 E3E7CASB 4B5C83B8

EQ1ESFCFE

x=0x 0060F05F 658F49C1 AD3ABR189 0F718421 OEFD0987 E307C84C
27ACCFBS8 FO9F67CC2 C460189E BSLAAAAGZ EE222EB1 B35540CF
E9023746

y=0x 01E36905 OB7C4E42 ACBAIDAC BF04299C 3460782F 918EA427
E6325165 ESEA1QOE3 DALBF6C42 E9C5H55215 AA9CAZT7A 5863EC4S8
DSE0286B

K-571:m =571, f(z) =" +z"+2°+7°+1, a=0, b=1, h=4

n=0x 02000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 131850El F19A63E4 B391A8DB
917Fr4138 B630D84B ES5D63938 1E91DER4 5CEFE778F 637C1001

x=0x 026EB7A8 59923FBC 82189631 F8103FE4 ACSCA297 0012D5D4
60248048 01841CA4 43709584 93B205E6 47DA304D B4ACEBOS8C
BBD1BA39 494776FB 988B4717 4DCA88C7 E2945283 AQ01C8972

y=0x 0349DC80 7TF4FBF37 4F4AEADE 3BCA9531 4DDL8CEC 9F307A54
FEFC61EFC 006D8A2C 9D4979C0 AC44AEA7T7 4FBEBBBY9 F772AEDC
B620B01A 7BATAF1B 320430C8 591984Fr6 01CD4Cl4 3EF1C7A3
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