a “no A ‘““o

Application Layer

s et Sl gime

il olaghs ol @

HTTP Jss=9i9y9 casll imus @

FTP Js&o5is 0 alusinls clall Jai
(E-mail) Jlgyusat¥l o, dl @

(DNS) wlalbaill Lo ciyui¥l Jds daas @
(P2P) ,Sllaill &laules @

TCP Jy=5igpm pulin dza o @

UDP Js=539 )0 pulin dza pn @

MDY (I




CO YN g bt | OISl
124

el @ 13le ¢ V) Conlondl s 3o ol oyl A il culadas o
ST el ol lia 9t Gl cissall el sugae cliakay G s
kil e agasd! el @ Lus U L ey 31 IS L Lgae ol ¥ 55459 50
coles lly duaill Lugla) clagball ol Jedy ifaidll L0y deadl
c(text e-mail) aill Shoueat¥l s (aliildlly alim !l 2 Lils
«(file transfer) clalll Jaig «(remote login) aas cye wlowlsd! S| oo sl
Less (text chatting) icwaill d&s,udly «(newsgroups) LAY cile gaay
Los culiiinisill contin 2 ygls g201 — Web cagll — aldl Guabatll eI coigind
LT iy 20 g, 3€m¥ 5,lailly Lgie omdly alaslall 2 4 Ladl
instant ) G,eall Jileydl (LAY Llg 2 el il el ) cnaadant
(P2P file sharing) wlalell HAUal ds5)liey «ilwl bl @51sas (messaging
ooyass (multimedia) sasaill dadlegd! olagdad e aouall ) lsYb
Os2ydliy spoagdll @lyaizey cdydl wailay coi¥l saly souall dadlys
33l jumdl el Jouo ol 4y HLassl gl ey Lle 35)ey (IPTV) oy
G LSl aleaall Wl alaziw¥ly Lasa ! (Soladl (o ol
el | 205,80 g sugaadl claudatd) e doyell 7yl
p56all Eom (o A ] il gl Calsa yien Jundll 148 2
2 Loy ¢ Gualyad) coliabant] dadal o) pualall Ciyaios Glaudl 2 Gudailly
(servers) wlesladly (clients) 5Lyl colacdaull {8l W esogigyn Ul
(interfaces) Joladl culgalgg (sockets) JLai¥l wlaag (processes) culdasdly
Jeaaidly i) clagdayt il sue oyt Iy a3l Gds pa
iso)liag (DNS) @laladl slewsd Judull dousg Sgymsst¥ wydly casllss
skl el Jolen S Gaybe e cayi¥ Cailay (P2P) claleld )5l
A Guyotian UDP Js&agingns TCP Jymsis s e S e Afmuial] cilipeles
Ogl aven wlandat athy (APD @landaill doea yd Guolall dgaly dnasntl
oy Al jelad Eme S Guyaie Jlessy ((Java) el Gl asladly



Olacdail) Adde 1 ALS) Juadll
125 .

Lma s ole dulwsy 5pie ciloyas sue Lonl pudie lego (Gl cllny dape
Jemdll g 2 il

ialyy sodd Jaws Uleme iols faw clichall iad | oe
olindaill e sl e Lleld s (e W d2lle ggﬂ (e 9S4 g,
5503 Lidaaes 138 . Lguuyuion ol SVsSsippd] Gle waid Gl el
e Lblite (3l LLadll e suall Sy c¥ysngiped] Zuale e sue
doyy Ay dsmlll dadey Jadl dads a¥ssogion uyad leaie a1
bl

WS Gldal gale 1-2

o1 Lol daydae Load (95 0B tugus ualatl 5 550 clud O (o ol
Logo Luleilly - pall (95 B Absliuyy of daglae 39,5 Juid 5T I3l zaw Ju
i Gl J] 5 ysmall Gl Soad s o1 oyt Lies joladl oymy
Llai¥l e G5l el | Bliss dm il il gl epess (ro
JEL Jew e i 8 e Lgin Lad Jatiy dalix Ll (end systems) iy ylal
C_Mm goli ilegans o Doy Ol Olmaliyy llia ol Gudas 2
ol M) anmiadl Cains Ll asall T e
91 (PDA) axds <3 dclws oi (laptop) JLm sl 9T (desktop) isma
e asll asls maliys Jonss (3 4l Le 57 (mobile phone) Jlga cila
gy lilell LAl dmyliie allad 2 55T Jliegny .cagll asls e
03 Ul ol 2y colalell ien,lall degendl 2. Capne J€5 2 pmaliy
late 5] Lgline Laliell culipall 2 galydl (y9ms
G el LS ) gl sl slagls sl wisd iy
Jrees e galydl ods Lliss clicnayg doaaia Lo,k Ldadl le Laluad @i



CO YN g bt | OISl
126

332 el a3 O J) Dol cocad Uil gl Lol o7 CH+ o7 C 23l JLL
Yyma oi (routers) cilgx sll&s «(network core devices) iss il s 2.
Al @landad malpy Lliss oyl 3] iy (switches) wliladl day,y dads
GBS oY) Jeaill 2 Ll Legmd eIy Jac claugs o5 old (334l
(olaaball Tade 2 Aga Al LB D sasmsll 35ea Yl Jexd ¥ (20-1 Jm il
S 0 Lo Loy A iall ok 2 Tyasdy Lol lidall 2 Jead Leisals
5o Leso i yhall AV 2 eulaedaill mal o puas T~ dapeadl ereail! oa
i il olagdat e daly s &5 HLasily pelad — 192 (8l 2 mis e

AL o)

A Gl A yleat ) Ak 1-1-2

el flene o o) s O oy galdl DS 2 apil b

zised ¢ Al i e Lﬂ\.ﬂ;z\.a.‘:mda.\.lc.d‘ds.\.uu‘)&m e gday dgd
s e Jo¥1 Juadll 2 olidslis Leso @laids uad (e (95 | eyl
s auiiady (Al A Al Ay e olialall jshae jslaie ey (L
Grdatll L meal @ )3T Al ey clapdaill laasdl (pa dgas de gazme
Loapall Lelai¥l e Gudaill dlsmia Laiss susy sl Hslall dawly
mao¥ Gle @bl jslae sl ciyleall Gulatll Gy apusd e dalisl
i il iEmeall clioly 2 oreiiidly cosSlad! oamdgedd! asi

o Il e aloadl Gle Jeny Capine dag asla/05) Ll 2

O oS3l elipal e "SI s 6231 lipall o wpuall Sk
s Jons o) gl Bauadat o 1T ozl JEL LSy of Lloni s oyyems
Sle Jass il el ol Sl Teus 2 @l Jmty Cogll mals
Jie) Le (object Slsm) ¢l Ldla ol asls aby LAJ../.;‘.j b elaase
Ol 13 ad] e Al Al Jlan by comminny 0ld (9030 cainn (1o (o dmdo



= Sl Ao 1AL Juadl!

TR
Jadl

il | ===

cnlandall Zade 2 Gy lall @il o ASm ) el o JLai¥ ! aomy 1-2 JEm il



A SO g cewlmd| OIS
128

m,u’uy.,ﬁogu(a 150 Lo Dy Jloyl comion o ¢die Lnad asldl s
i)Lmﬂ (ool @ginay oﬂmwbﬂ1wyﬁgb/uy)w&mtby
o oy Tk Gy Lpn Ll 5l plomane iy ¥ gl e
O Lesy (ans Les alsliiin) TP Glsins Cipah < yyaay Luls Llyic aslall o
il s O e il Jans 461 Lasg Logynn Luls ’u\j;; aslall
il e skl olsie S abile Loy, Jlaob (@3 i 20 Lils astall
@lall] S5y «(Web) gl culitas su\_s/uyJ Ly it Ul o 23yl
(e-mail) g usst¥l waydly «(Telnet) e alealsdl J Jgwglly «(FTP)

/g0y i (a) 2-2 (=il s

AU E (b) casln/yp) s (@) relapadanl) iy 2-2 Jem il



Olacdail) Adde 1 ALS) Juadll
129 .

O Aty asls Capne jmay uB asla/geny clantas 2 oLVl i 2
Jeolsill hsen 1250 0250 of Oy JE s e 03l bl Y 20l
) bl Jes alad Tasly Losls asiion oles 13] e s e Lein Y|
Lgde Gl (cluster of servers) calasladl e dc gama ‘am La LAL:. |
L 2 g8 olal asls Lle Jom=ll ((server farm) cilesls de e
mala /g3 oslaal weted Ul liadatll cless et Lo LILE psla/op)
Lf);'ﬁ“’ e Al LY« (infrastructure) i dds Lle 5puSs iy 53550 4a
Sr2se Olp iy JI Zala] cleslal gty Bliny culs)iy olyd Lesill
M oyl mlly JLaidll ) ,eats dalesd fgabday o ey deaill
Jio iniladl @leasdl of dasdly leie Ledliy coym¥l J) abladl Jluyy
Amazon £5) iy I35 coa 55lmilly < Olie Google £2) Gl ciln s
lednlly «(Yahoo wopss ) casll IS e gnsat¥l wopdly «(eBayy
(YouTube =) soall iss)liay «(Facebook; MySpace <) elain¥l
udle BlEs Loy gt Cllaiyy s i e 5y fn yos 55213

il slesls Gle dlaan dajay U Edy detad <UD (e paadl Gle g
~oi I oy LY Lo Lad] Z U8 Y 0 5T Lesls Jeud all dim
Jem iy Gilall Lgale 3l ullg) clianll 1551 G Ll JLai¥l el
Lisaly ciasi] 53l Lfale cond HSUADI Gl o] <0l juiesy claiie
d gy G orasieicall 5 ydaii o U5 bl s Ligas Sliuls 3
Led Juats 3Uaill cilen Wy olently mloalally @il 2o 5Uaill oles
S sl Bl S e S Gl ¢ paiaie psbi ue jgpall Lol 593 Lot
Lemojylly s Jes¥ claataidl e wuaadl st (peer-to-peer)  ydas
) oLl a2 Lo U L Lo asdl @blad) 15 ymy
ailag «(LimeWirey eMule < ) wlalll e exdly iso,Ladly «(BitTorrent
() 2-2 J=idl mis gy (PPLive 55 ) coyid¥ (g 3addiy «(Skype £5) coyiy|
pes (hybrid) s Ljless L cliadatll aad of dasdl SUaill



CO YN g bt | OISl
130

¢
dodall lia JUL S le Sl g asla/(s) s (oo JEo (e puolic
(sl TP (uglic Cantd lesls Jeaiawd dyeall Pl cilagdad o
e 590 090 il o s pilie p3T ) pnseiads (e Jilaydl s &

Sle (scalabilty) geusill le £511 Lgipad Sl 2y Ll ol s
Jam Huyfdmdsw o2 Rkl cllty LAl Al Gerds 2 JUT Je
3)A8 (4o \_u*).a carcns ,day S gl colale Cllay L@L«o\ (workload) Jad
L yaad 2N A ) el s dalid allaidl J) LA.'A:H Lo
15 lesls L sale QLT Y g (LAl Con e Allad Loyl Sl
Moy eJuhdll Lales (ain egmen 2 skl s Las)s e ol pass
U i alusiul (Leaye s «Yahoos (MSN (fie) deusdl (55850 alaial
las ogially Ledsll dnadall coy o)1 Ll o Zaly egilink
[Doucer Lgiwled Jlad allad 555 conall o 9say SUAT Ay elagtay
.2002; Yu 2006; Liang 2006; Naoumov 2006]

(Communicating Processes) g ugm‘awnz-l-z

— el JLa| it kil gl Ll i A8 all ket oLy L3
Slalball 2 gandl lgian co — ssaaie Gyl Lebil 2 Jous il
Lot Lo s 3l o a3 B 2 gralpall ol Jibl @il Lumanial
O Jomn galipss Llaall yiad o (2 Esan9) (processes) cbuleal! Lgissdy
Lesd JLai¥l @ 2oyl aladll pudd Gle elilead] Joss Losie (2,0 alls
«(interprocess communication) ldesll Jigdl Jlai¥Wl Goyb e Lgio
2 Lusal G bl sas sl le Jadall ala Lgemmy 311 aelsall alusials
e Lot Lo cbileall JLuail Luaass als JEm i cnaige L ligall L
fnilies il o il olbesdl Jlatl Gdeiny Laly «Cawiall i
(bt Jiads @lad camd Josd u39)



Olacdard) 48 do : AL Juadd!
131 -

e Bl Jolin Lein Lad ondlize oyl el Gle euldaall Juaws
ileadly cissadl JI JShaydl JuoySg poids a1 ddaatle — Coulsdl desis
Jrpall Biliy alely Lade 3,3 o7 Jaimdl ey Jlopdl el @l dlaned |
G e pardl lgnm e aldeadl Jaw 122 =80 moge 3o s
¥y gigdl lads ueddl zhged 2 oilapdaill

pabaat 19 (g9 Litles

Lews JiLaay 1l ol Gl cslibeall gy 21951 com A cdil] ke )35

sl flee Jol ccasll Gebt 2 JBL Ja Gle 5mill e Le
Calll 8 @iy colaleld ,SUu1 isoLie allsd 2 g gl asls iulee e Jila !
Lo Al sl (3o 55 ST 3T ud 2 Bilae I Lo pulai 2 Tulee s
Gl 2 Mied Lasls a1 dulenalls Ligs sale cninleall gum] o « Lgin
Ul 2555l 2y a0l Tilas casll aslss 0505 dulas il > casll
iia L «0231 Llies (downloading) calll 50 201 ydaitl ,iia) colalel
- @ald1 Gylies (uploading) Catkl (Jamb) Juys gl pulait!

calalell P s sliess calanaill (hey 2 4 cdasY cllaly
O a2 Byl Gudd 2 asbalg el Heun Le dulee 685 T S
45 U3 g LAl Jo55 Jaiy S A5l Ul 2 Lo lae 0535 O]
gl Hloel Ll Linugy (95mn caldaall o 793 o Jhiadl doads (6T Bl
palsly Gsapll Glee L ahed asls" )21 Ddeatly “gse) ctilesd!
Al

Vi Joats) JLai¥ 1o Gl Aead] cnliendl cya gl o JLail Lk 2

==l ) Geall Lei g3l 8 Gl Gl 20 (65391 dleally

“ - ol UGS ol Tt Ly Jea




CO YN g bt | OISl
132

Tlesd 1305 teusll asls lee po Yladl pawill Llee fus casll 2
Slail ismylie 2wl oo cagll aals ddeey sl o sl
Ly Glaww 2 il e Ciale JLoayY B ulatll A ulaill oy Lootie colalell
Y Loicg skl 5o B yuladll Loy oou3ll sa A yulaill (s lls JLas¥l
lliat] Bl i aiinion «iall 2 7o ll ane o Gl Jlatinl Glia ¢y
i Cagan Jumdll 138 les 2 aaill o "Ll iy "0l cils”
Al slagdad Hs3dly sl ol e SEREN zebip @lshs

uaat | A g dudoadf () gz 194

ldeall o zlo3T e @laglall il e Jd e LY ks
>3 Eeall J) Bl olandl s JE )b o < Lgin Legd il
Jeuy sl il e 55T J) dules oo 3ol Dy 6T d OF
Bllay Lmays Tenly DB clgio Jilopll LAty (il J] Sl sl
elally alleadl ags le Loelin Ylie (o yatos Lics (socket) uie Ll
ULy Jloy] e a5 Lontie il oy Jas gy | Tl 4053
el ol Ulally Llesdl a5 A Gl Gle Jos )31 fulee
ool e T (55 L 3929 008 Alunydl Dleall (2355 o < (lgeusia)
Lgnsll Corine e Ll Janpd! Zubeadl Gy ) Lyl 50 535 Loy cym 591
(pastie) by > (e e Ll cipnll llh J] a1 Juos Loaie 5 25030
Aliyll gsime e 2Ly Mtie (3 yuats ally (ALl Llead]
iy iyl e oMesd oiales aunde o JLai¥! 32 JEmill pisss
Jsosism 5o ontdeall J3 Ga almioll imdll Jadl sl of Jemil
5 JLai¥l ude oo (JEaall s gy Leoy (TCP) LVl 2 qsmmll
LT Gl o e Caiall e J501 Al g coliaubatl] Laads oy g1l
iy 98 puall O] Co cdsmAlly Gudatdll (o (APD) il laill 2y 2l
Slaalaill Hslae elliey oo 25 A5l elaghad LIS cra b il 2ma !




Olacda™d) dads 1 AL Juaall
133 -

oud ALl e Gadadll dads Ol Gle b S Gle Al 3 lan
ram el e Jadl dads cols Gle dlae dismay Les Sl oo 0
Jaill dads (ol Gle eslaglaall jslas Lesalios il suge sl 3 o] <Y Lra
iy e o Gle 35081 (2) Layyy (Jadl Jos=sigm g9 ol (1) 22
(buffer) cd5ll ooyl o, Gewmdll Lawllss (ol adat olysie
(I Jnall 2 LIglain) (TCP segment) TCP dadaz! a3Vl @mstlg
Ll @i Yo Als 2) Jaill Jyagigp olindaill jilae sLasl 3yras
Jobiies Josogigpdl clIs e 3,050l Jad) 42l cleus Jlastinls Guladll o

82972 calyandl 2 Juamdill (ya 5 unlall

fx.}L‘L 3i Cagina fx.}\} 3i (auna

B E

; el ol

Mb}m i Guebdl jslae
} |
wes=llen g Js<mss Y el
P 2 o TCP oyl P O 48 il
Juadal! : Juadall alls (13

Legin Jail Js5=559 009 pulally Gudatdl Bidee 3-2 o A

Gliedaillt 4o L0t Sl Ol 3-1-2
Al s JeSngig e Gudaill oo dgalsll oa (socket) Luuall o) y€ous
S el ey (uidll P Jluyll Galatll pauy Jlusdl Cils ol

il ol J) Bl Jam 5 2 93ces JB2 Ll J3m5 0 pllaing uiiall
I il 2



CO YN g bt | OISl
134

el Joso559 00 (e a5l (¥l Led Le) lsaddl (e agaadl 853
Jaill dads e¥sngign aal Ll O com Lo Ldas sl Loiey .5l
oo Laaall Sleasdl uyul Bge eVl Sle §5Laa Yl gy a sl Cayss 3,040l
Sleas andy gl Jssgigpdl Hlad @& (Jadll dads 23,050l ¥ 9 959,
Moo iy ohylanl Lole dudn 1aa clindss cilalony Lesdle s
Y (9 Ay 50 O o S cOiie O ydall Glall o7 3,50t
o5y by HUasll cllazmes JEU Jow le) dalides cilens 095 Ay S
ey 2 Ayl s A ddady Lo cdpall clal lhas e S35y 55 O
(i

liaall J501 aaads (JsSmgisys Lot of pfmes (all @leasdl o La
e Lo Gl Laasll Sllliis Cuiess ple JEaty (Sae Steaiind Sl
LYl 8ty c(reliable data transfer) cubloll Go5gdl Jail @ jgloea dayyi
(security) :a¥1y «(timing) codgidly « (throughput)

(Reliable Data Transfer ) OUikedd Be5edf JEil!
iEms B sbladl ady 455 Of (el e (Jo¥) Jumdll 2 Lol Less
Ol 5 ,ealy el dmt @bl 05 o pfaa JEL Jaew Sl el
oan 2 Uas Galinssl H3) capanll T sl e Jedd 0F o1 cage 2 331
S Jsoslly wlalll Jasg Signsaddl agydles alagdaall (e puadl 25 Ll
a5 (65 Of pEme (LU @ladailly casll By Jaly aa e olawall
QOdsenll o7 Coynall Lol 5 ¥l Dl 2) Ldlall dasny miln JI @bl
Sl glesad Loy Slelpa ¥ 331 ik eliglaall @l qend 1asaay
PTGl e ol pms oy Galatl] 2,0 _x}iwu;,i\ Ll
SLLll peall Juuo sll Loasl s fin La J5o53 ,_qj 3] . Gaakail ya
Loy g o (e Al dapll ileail gan] bl (Byise SLas a0 4] : JLH




Olacdail) Adde 1 ALS) Juadll
135 -

STy Tules o SLLall 5l1 JEN o Lo Gadatd J301 Zade J3gisys
& g ziwyi‘ ideddl Gle =m0 o Al ol dﬁi Js=9i9,m S Lesicy
9y ales Jumten @bLdl Gl o 2 2als 485 pn usall ] Lebily e

Al | Lleadl 1 slasi

VT 2l (oo bl Bgige Mad Jail Lads JsSogisys yas ¥ Leie

¥l e (ysm 0B BLY! le ALl fuleall ) Al @bl Juss

ooy Letay Bl 4 o o211 sy ol Il cilisdatl] gl Yyuie

s 51 680 spaidlly Cipalles Bl dailugll il ool

2 bl 2 u3dll (aen mewd O o5 Al Bl gpgall/ s unll

D Cauils Jn ] BLl aEd g5 2B el saaail! dadligll elidss

e L L Jes ¥ ol sy — sosall/ gl edlumas Juids <L als

DAY Capdall e Lgislaied sie SBLl 55550

(Throughput) duerLoY 3Ll
Sl 2 — Al bl L LoVl Bl aggda Liand Jo¥| Juadll 20
Juo g Jame Jie — iZmill 2 s Jsb ole ofiles oo Jlail duds
il 2 alas a Y elaladl cals Uy Juid! dee JI bl
claladl @l oY iy sl 2 lall Job Lo (bandwidth) (gssy3l
3983 3 cdy e 5yl L LoVl Bl cglan O (S (caliy s
Gl JsSogigrm ayag o pSme @31 Gapb Laas J] ollasdUl sds
Laasdl oda Corgan ddme Juae daln] Blb jag gles ey W (Jal!
Oeiay Wade g ciil/co r Jala dali| Bl Gleos Gudatd! Cllay o S
B Jie of A/ e 7 e Tl J55 Y Lol B3l 55 Jaill Lads Jsagis
oo alinbidl e waaall 39,5 — Lgaine L] Blb yos5 F = Leasd
OB/ cagliss 32 Juae agwll coymn¥l Gile Gl sess 1) JEL S



CO YN g bt | OISl
136

Jezadl Galatll J] @bladl wulady 25l J) @bl JlaY glisg 4l
LY Blhll Gl b Jadl Jssosiom el @ 13y . Jaall 1ha juin
Blb Sle Jyandly) S8 Jures oliladl assss JI Lol Gaubsll ylaings
(Lol gl of (s aasill sugeaill Jome Ll dlableell Lales i)
50l @ae of Juld yal 9o dygllal] Lol Bl wd (als o Cos
BUIL Gls cldbie LY Gl alanball Gle Glay 10w cpny) cala G
ol dasdy (bandwidth sensitive) a5l jumll duslios clapdas Lol
o Of @) (sl 1as o oo sauaill dadlasld Ll clagdatll (e souall
Gllyy aatll ausEatll Codlad Jexiad a3 saaxill daSlegll claobs
Al Lle Wil 550000 Lo LY DU (6l Jotes Biladl syt

O sadmma aaldlaie LY 0L (g33,0! el Ll elaedasdl 3o e
oo paad! e — (elastic applications) L,d1 wlaodaidl pla (Lo oY Ll
of iy J3 da bl Loyl Blhall e 503 oF (e audid Of (e — el
sl 3Ly Jasg colalll Javg « Agneatl wydl ple (i) Jlwssy i
il L Y DBUAl el Lelss adally oyl g oitliim oo calials Lolss
Lo yial Lk (95m3 o oomer ¥ 1 Jill Jsi Lasmg wLwﬁ'ew}” ol Ll
Y D) Al (e isal Lol 23l 13 Yy a3l ire y3Eai Lipss Yy ca3000
W LeaW oda yo o LaEMT und] s as g

(Timing ) Cudell|
ui R a_u_%}u” bl u\ﬁ M.o.LuY‘ B ebless e dl}J\ Y-S Le&vj
L) d& u‘ uLmo L) d.su.u.v 43 M_mﬁv )}‘a_”j dl&.‘.u‘ﬁ\ Y .AJ..\.:J\ RES &
e Lule Ll w}‘m clagball MH\_,.J\_\LJM@M Ly A_ubuﬂ_mloo
‘U.'}'.':'m‘ s 2 e L_'LSJY‘j .,\.i_} u.c. ‘—"J-‘-‘j‘“j %ua‘).d}“ Q_)L(:.t..t.”j g_u).u:)”



Olacdail) Adde 1 ALS) Juadll
137 -

Gl e Jgamll sbladl o)) @uled i Gle do)lo 13523 =25 Lgaen g
JEL! Jeees e ([Ramice 199415 [Gauthier 19995 « molaadl Juadll g ly) Jad
anaile it LBy gt J) B CGala by J5 2 Aghll alya bl o
Tlelss B of crue DUl saamie ual 2 Jshll ,a Bl of Less cZalall 2
oY rn SN s o) Tl (om0 Bl ity s Jub O T
Uls 2 by BT gt el Jams (oylo J1 oyl (ro iln 5 Bl 2,31
ey el Ll e Lty JBY1 Tl findh ciuysdll ud oliadasll

b 1 Gyl e s L1 e Taglin 3548 b 3ot

(Security) jo¥!

o Sl gl pnlss Lo Linlss Jaill Jysosion 3o of ofmer Ludl
Jsosisys i Ol JL‘-“))?‘ Capzna 2 JEL J e ¥l cilons
Gume leg BN 25 alu,ll bl e 5yball @bl Jes o)
I Lo J3 il ¥l @liladl playioaly Jaill JsSosisy asi JLaid
S G coilendl o Jolaill Dpes Lol os o 5055 ALELll duleall
Jeiaadly Jull e oidend! o Lo Lplay Lgiidl s (650 bl cils
Dpeadl J BLSYL (T el wleas Ja11 Jsagigpm 00 O oS LS
2 il oole g skl o0a Jolins Cagens (2 all 3giily clbilodl fadlonss
el Juad!
O FOW ! ke 3 yagell JAid CiLadkd 4-1-2

sl A Laya55 o (e Gl Jaill elesis 0TI i Lo pat
oo Al qel pll amdy Tayasd gl geesd o1 Lies dele dacay
(TCP/IP clenrss el asensy) iyl Has oliglall ciuyl s
e,da'iwi‘ Sblg sas g Jososigpm tleay colagladll alusnly (a) sss g9 0
(7=l p sslaess) asai Lesie (TCP) Jluy¥| 2 qsanill J3=539,09 (UDP)



CO YN g bt | OISl
138

clale oy Il @Al Sl (e O35 cca B dpas il Gadat < LASL
e (e Js ,350 TCP 51 UDP Js&ogigy adieiain ciss 13 Lo Ladlsl
4-2 =il s gy i Gl ailagdaill calizes daus z3ged ol 9o g9 !

5Ll laabaall jaed Leasdl calilaie

CENTFI T (§33 581 ot bl aza Gaedait|
ool yud O 4 T yeun il clallf Jas
oubeas Ore gy p | P9rs Yl oyl
ool e | (Gl cnsliss dain) (e T oann il sl

ALl o alie gns) ulaan fan gl Jalois ERCEN PIY
(1456 Y sl sl yaizag
LB/ calzga
LB/ cqsls= 10 : paall
il/enlzge 5 —
(155 o) oo faiay gl Jalois Erguntl olale
/ I —igb/caslis B35l saagally
L
LB/ caslis= 10 spuall
b/ calew 5 —
ALl e lia i) Gl |10 — Li05/carsliss dainy Jaluie | duelatt QLY
(2t S/ e glis
Leany ysmn wad aliss O © oen y dypall Al
e Y Gandly Gulis
olaa

ismal @l e ollie 4-2 Jes i

i Sl ane (ol e JleaaaVL Ledl 5)Ladl Liss 5 100 (JLesah Gl ¥l obisstl 2 " Jylaadl o JI Ly :
(s 35T ) Lo V1 Glsall g g 1 S Lo Jglasdly JLEai¥ @5 Judlesy




Olacdail) Adde 1 ALS) Juadll
139 -

TCP JoSs39 0 Olons
:“993% J& daas g Lo 55 J23 s TCP J9so559 0 dads ziged ey
(2 (on i 4515 TCP Jaill Jyzasisys Lo uubad ecion Laoie Bl
Cea S cnila e
21y 030301 (e S Jolis TCP Jssosisys 2 +iluus 58l Jaill dons o
o ola oo 3ol Gudadll Pilay Tad of 3 oSl ailoglas
tre o 4l (el ¢ (handshaking) imslally b yes 201 ¢l,a Y]
JUs msliall s pe (e bladl by 3500 slawied sty s
oy (asladly ol gud) onideall Guwlde g 418 TCP dus g (ol
orlenll M e) Les (full-duplex) sla3¥1 7533 ¢ 5ill (e ilsun 301
len 531 ki e Bl i B andl Leguinas 1 J5hasyl! JLisyf (e
Aol BMEL e com Lyl Jlul oo Gl el Leaic
LT ¥ "Bl 55 deas el el le Ll LT (e @ 2L 45T das My
Blilen ge Opiabaadl o o "M gill e Luie Eas 315 2 i
Jemzitls CIE sl 2 Syl bl Lolics iyl Leginas
Lol Ludasn s haao 530 e duiel] Lo
Lo Lo ALontll ulilaall aatad o oymes :enlilall 3sioll Jaill Zaas
Sl bl J& bl (TCP) Jlup¥l 2 qsamill Jyngioy Lo
2 b aal Juy Leie s mumiall coiyillyy HEa3 5T Uas goun i
Slo v ol pfme (Jhail puide 1 S el Gl
e 1 S ALl (i ool Syl 2 el Jssosis
g 1y T 035 (g Sl
2 (congestion) al>=33¥1 2 esszmnull 47 L;A:H TCP JsEo4i9 ) (yaunn
Jemse iymyl el alall allall HLac¥l g 250 ally i sl
2 ] AT 35 da (pciial) cocialeald Zs 3l 5, 5L Al s



CO YN g bt | OISl
140

(> 5T 0523 o) Jhay ¥t ddee (e BLA Jlay] Juas (o asIly alssyYl
Jemdll 2 6 yin Loy . Juieally Jouyll oy Lo e A2l (555 Loie
ssll 3udad TCP Jysmgigy 2 alasy¥l 2 qmmill L7 Jolod Lol
Oy Sl ¥ Jase 35 O j& TCP eMpn 55 on Ll (g2l el Sl
il byl liabd) dysall clidaill e las HLs L85 41 gy o
o Al [ b lly « guugally iguall Sl )l ((real-time applications)
A 2 e liiie T ysall lialatll s (6ynT Al ra oty (saayill il
ol a0y el D50 Ja dans J| Daloy o] ad @ 0oy o))
UDP Jysogigp Osetieinn Lo ssle Lsall wlaudaill ¢yilas glo iacizs

TCP JsEosigps e Yoy

UDP JsS553g o Glods

562 cheus zihged L dapen J3) JsSo5igr UDP Jssogion e
imblias ] ey ¥ CEo> (connectionless) Auogi¥  JsSo4ig 0
Jss=siordl 1o Hae Gubill Julee o Jlad¥l T 3 (handshaking)
(UDP ude J| Dl be Ldae Joyd Lostad (lilodl Jau d365g0 o dans
sdke Jeiieal| Bulee ) Wiyl Juss 0 plass @i lass ¥ JsSmgisedl 2
cabime iyt Sl Glee J] S5l Jus 13 alld e
0y (Al 2 alas3¥) 2 adomtl] LT 4 UDP JySosis o crosinis ¥
SE19) 0yl Juss L UDP Gt JI blad) o Jlas¥l idead (e,
O5Eml 4B Cayle ] Cayle e Lulad Zaaaill e oY) 23lall o das e cong
oo Laluimieall 2 ] 3hm gl 3ol (533,21 3ol ey Jorall 138 (e 31
ren Lo WILE ypall cvliadatll 0¥ 10ad (alm3y¥1 coreus 57 il Juuyll
55553 s ¥1 Jutad 537 o pless Ly Leigaly ibladl 2 a3all paey
(a9 (UDP e wgilipbss Juads Glenl fy5all culadanll g53las lisy (dllad
oo aal LaEe )5 2 g als iV 2 @anill TCP 2 dals Yl bVl galas @




Olacdail ad s 1 AL Jadl
141 -

Salsml ol il olaad) Bbesdl galys e awaadl 0¥ Tylaly )30 Lals
Ll (UDP wlily joye oy plail sl ot danca (firewalls) (Lagill
Zygally sauaill dadlugll @lindat Jidad 1yape wlyie g oo Ogecall

.[Sripanidkulchai 2004] TCP _le

(Focus on Security) ;¥ cye 324

TCP cpals

of &l «(encryption) wliLal | 5 UDP 4f TCP oplgssgigrd! oya 6‘ 2o Y
IO Jan ol cbibudl lewds oo Guall g Jlas¥! ddee Lbuys o301 @bl
el e Ll JlepW ilee el 13] B Jures e dils SUIAT 1ga ol dulend 4 i)
2 ol Jo DU (5idin it (D) Sl s S il Bl DU 5,00
o 6‘ e Lgalianssly Leblanll @i oF Jeisdl (e b Jezieadly Joupdl o 38
oo dpall Blle el Gl compol Lussiadlly ol 0¥ Al edloll el
ASSL) 1aa¥ urlall 23l owes TCP U psaginyd ireumd ciymi¥l paioms il culidas
JsEosis s daids o J€o (SSL) Le¥l Gulal] &iubay (umdl TCP Jg&ngigys oty
Sl jadnss Lleae J] dulee oo ol @lads 4255 J) d8lsYL gaulsll TCP
Wl ol ;LY Liga e 3a=uly (data integrity) cliled! 4adeuy «(data encryption)
Lails UDP of TCP s (&3 J9Sog39, (ud SSL ol Jgall uss359 .(authentication)
ST 1) sty kil 220 3 Gilas fpet] (ag (TCP Yoo sigrd crusdss
olisse axgh) SSL aledad ansin of ade oo SSL cleass avsiin of Gl
Gadaill asladly 9030l il 2 (1o (e Ldle iy Gle (classes) Jilady (libraries)
Aol fpudEl GualBll dome pr dgalyd iglie ds il APT dxa s dgaly SSENgL
e bl Jayd Jlay¥) ddee ol SSL L Baubad avstiw Lesie TCP Jy<ssigrn
25 TCP Guiza JI L))y SBLadl uadiy 0y9u0 asay gl SSL (uida JI 5 padis
Iz flee ol TCP Gudie ] Jua i eyl il S5 58] @bl
etia D Loy paly Lubia ¥ il gl yiuals 052 5y SSL J) TCP st Lglunyia
il Juadll 2 SSL Jualis (s lakd Cagen . JLiiad Lulee J] SSL




CO YN g bt | OISl
142

S5 AN (ke ST Y5459 ) Ly ¥ ) Cilankit

Bssdl Jadl : jolma Loyl e sl Jaill Jsso 5395 wleas L) aal
Layogs cilaasdl i oo T . 0a¥lg coagilly cialad) BBlally cabilal
TCP Jyogiyy Of Likea¥ SUDP Jysagiyye Loyt Lets &y TCP Jysogis
alastinl Usgun (5 41 Liss ()l JI )b (e clibnld lﬁy}aﬁ-‘uc—;—g
@leas g clldg malydl Laids jslaie oya TCP Js&ngigy «lal (il SSL
UDP Jsogig,s TCP Jssogigrd cumiall Lidwy 2. 47 jue .liladl (oY
G gl ol Lo Y| Bl Gl @leasd ;o) ¢ mly Jomiy ole
coyi¥l Lol Jall ¥ ssagisy e ¢l 2 5050 el ol o
(ilggs sl dulml Glaaldll Glemaly ad 41 clld iy Ja sl
G coyi¥ls oY Qlgadl of mly Sasall coyml le Joad of coymyl
Y (s aliaball ol Jesd cds supae lsial codsill dulas oligls
S s gl uw\zum\wwiw LY ol cdai 2 4 b
\M%MM\ ﬁmd\d:ouﬁafuuj\wsud}.ﬂ.u&u»u@m
Ao yall 53l e ogas 4b palll ueailld Iy rag . aobaadl Jundll 2 Ll
OF 2 Jsall Lods g Telall iyl 2 ssle Jladl o Leso Tl o) 2
bl laadaill Gl (e T 20 Lo 5o Leas 203 o (S agadl ciyw)
9T @il el Glan Led aliles ¢l mad adaias ¥ Lpssd cudgll
B gl

wlaghd Gae JB e deaiwll Jall a¥sssgioyn 52 Jl o
Slealol JI Jsaoslly Siapneat¥l apdl coliada o das S LaSLadl cdpiy|
b )l wa) TCP Jsoginn paiiud @l Ja5 coslly s oe
JEn Jgims e blall Bgige S5 dess a9 0¥ Lula] TCP olalayll
Joms ¥ Caila o Lol das Sy pe¥ fles 2 asleil! Lgigay | bl
Cod coynl¥l ile Gulad (e ol J= zlisy (UDP Jsssgig 0 Sle dole



uf] - WIS i 0 S| bk | P91

143

demel g ) JLay¥l Jual oy853 comy 3T dm Sl e UL
ro din oyl UDP pe clll 3aod Jlaimly (42 JEmadl 2 (55581 3guall
5 rag (ULl pans a3 2 dmeliie e, Ciila claglas ol Less TCP
55530 La gy Gl LAl Bsioll Jall L 1 Zarbe fnlo o]

.TCP
Jadl b S99 olaglall G J9o559 Gaelal!

3 (RFC 2821) SMTP eIyl aydl

Tce (RFC 854) Telnet | ua) pye calacalodl ] Jim sl

Tce (RFC 2616) HTTP NORY

TCP (RFC 959) FTP bl g

UDP ,i TCP RTP «(YouTube <) HTTP o] daSliugll eladas

UDP sslall2 | Skype £ iusls iugale il of (RTP (SIP oyl Cla

(Addressing processes ) &ldeal| dgis
O e oo UL 83 cileas Sl oY i Liddlie oyss,
JLai¥1 )3 Gall 6,5 1 Tlaall spomy Le ylee 0335 Cim (5 Logier Legd
Lo 2 Gaune Lle Joad fdae 2ol s Saleasd! Gl dblgy Lgase
JLlai¥l )3 Ll dussn ¥ sl bWl 2 g diganle LY gy Coygal
! Tulaall Grraatd Sl Iyl Lnte 2 Carine e Jond dune dules co
Cyaa @d) (2) ccavall Hlgie of @ul (1) :oniagles S gliss cabilad! @latio

A sll Canine e Lafieall Lbeall sam




CO YN g bt | OISl
144

Jeniidl e suyas TP glic Gadlinn TP olgiay ciyi¥l 2 Caroall jia)
ally @3y 5o [P Olgic O 5o aidyal zlisn Lo oo oV Lel .l ) Jundll 2
A= il ade (e oyl e capnll jaed 4G osliel (Emany <1332
e yie alainl ad byl Fenill 2 gy Leoy i3 pag) 1yd el
¥ 1532 e al3l TP lyie mel «paly 3lad Lle (NATS) dgaiddl cpslic
(Gagyd dayylay Capnll Dgial Lleall L Ll (o ousy o
Juasll Gpall Gle (ALl dgmsll e Olpie Tayee JI LAY
claglall oia dgasll Grma Lo Joa il Lediadl Zleadl 5heh of Liai
Slanda (o spuall dgasll Capine Jids of pfe Lale iay 43 dyllas
Ayl counlal Wby cdgasll date @By (o ) s Gogs Bl Gudl 2 s all
(80 2aill @3y gl sl il JUL Juree e Sl clagdaill Liuee dalis
25 2l @3, (SMTP Jsngigy animiad Gills) appdl asls delee el Lo
CayYl Y ssagign JEal 5 ysedd] dalll aldyh il le LY clicaa
Gudat @laaday yslas &_‘;..é Lesie .http://www.iana.org 34l le &)Ll
2oLl ald)l Jolid gy i iie @By df paliaky o com i ISl

B Sl 2 Jeaanlly

Oliudalt Add S¥eSggp 5-1-2

S Bl Jlasls Lein L oo dsm il cilidee o7 Juld 13 Lin e

g Sleud Labisell Joamdl las Lag ¢ Jilew ) ola flat Cass (&t qulall
elagdaill dads oY eSogigy @lle JI Logas ALYl ol Seildead Lol )3
Joad Glly — Gl wldee Juu s s wlaglaill il Jyso5i9 0 du
Ol musitly paadl Lgoaas I Sl — dabiell Loyl iV e
b Lo byal culapdall daids J5So 5390

3 Plesyg clladl S5l pes e Aalall Jila i 1937

g Jeol5adly Dlea Il 3392 sl1 Jgamdles cLabiell Sl pll pus o



Olacdail) Adde 1 ALS) Juadll
145 .

Ayl Jsin iy Jim S0 2 Zashall ine s ¢ Jpamdl ilas o
Lo 3559 Loyl Lo Llee Juuyd Ciussg i paml Ul aclsall o
oldb) RFCs 336y 2 wlaglaill dad o¥ysasigy pan caross @b
Sl b JsSogisn das JE Joo Gle o pseanll dabis (Slads
RFC ciladatl lbs 2 (ciyn¥l sale J& JsSosioy) HTTP Casll olll
55550 HTTP uelsd ciymidll spas il Jylae ol Lo 3ls itk 2616
o sl Slmdis il (e (Eaaian dyandl mawill ol (Ladll el 2
dosall of das S dG S 1 AT 25,95 M HTTP e lsd Gudh adis cag asls &
elem il sl gals @l e oliabil Ladal @ a1 aY el e
dodadl anseiion UL S Glad  aiaB e jggesll ialia ju2 9 «(proprictary)
alaadaill dadat Lo el ¢S4, colalell Bl i ) Lie iadail (e

colaglaill dads e¥ssgig g Asmddl clagdad o Suaeddl el (e
Lo @) issidl Gudal sljal aal dads fro cliedadl il JySsgtgya
e Loyt Lies (el Y Lol 1oy
S0 e Jpimmdly aniiedsll s asls/cysy Gt 58 sl 11531 @
Sl @bissall o wpnall e pesminy ccdlall wie codl alasls e
sl clmaatiey «(HTML i) casll 238y 22loal s seos
CdgwgrEala é&.mlnj (Netscape Navigator) wlesiwid 6:3“’:“5)
¢Apache (Jia) cogdl «laslay  ((Microsoft Internet Explorer)
olaghdll Gdb Jysgigny (lsmwid aloalby cdgwysmile
Jealiy G HTTP gl uliadail dads JgSogisr sum (HTTP)
e3> Jies HTTP olo 135as casl asliy piuate oo Asball J5lall
FOPRIIERA ALV O VG
caliEall e uall G Lol (9t Shgyieat¥l ! Gaudat : LI o
lally 2l e Golie g U wpdl alals s
(e ) 2Ll g 3ol p i aimioall o OI1 syl 5LBy el



CO YN g bt | OISl
146

e 55539509 9iEal¥l appdl Pl Loy JEmia spamil sy
colosldl o Syl Jals G susd iy olilall dadb
Dedlt BgaiEs g caapdl 32153 el jg ilaaladl oo Jile Il Jols s
f gyl Hslaws JELL Jw o) appdl Ul (o digas el @bygios
dordd eIl eladaill dads J9So439 5 of ((Cheader lines) Ul U
[RFC 2821] (dagewd! appdl J35 JsSos39 ) SMTP 5o 3gueaiyl
Gorsal¥l wpdt b wlaghull b Jssgign ol lasaay
Sulad clial e (Lels leja disss @) aaly ch> spme 98 SMTP

NERTYEp JRREy)

LIS 100 (B LAY gLt () A Clidal) 6-1-2
ool Lgang ale Lpiany vag J coyid sugas cilandas skt @
Colel caym¥l laghd e s sue Lhil (o Yooy A ol Al
Laly Ll claadaidl e sgams dae Lle 3590 of Lyusl uEs ¢ oga
Toio colalell S s, Liag ccdyi ol Laadeg « h9ynestVl wuydly
O¥ Ll pEnty cpaly Blad le ydiie Gaudad i dadd Gud cCogll La3liey
FTP d}éﬁzﬂﬁ djLZLL_u A S ("G""” d.@a.uj Ja_»&.u.l (HTTP) M}&ﬂjﬁ
PopiEm IVl syl (3L @5 HTTP e dadal dguls &)lae Lidaay 40Y by
Y Gl o sl n Tagiad ST say — ey Dl ikl Jyf —
2\.3.}.!4 2 «;"273&_94“3)4 IS (‘:Jalu.g LAJ!j (Jado 4‘_&9-‘5 &5&533)4 f:_x&lu.e
1 e 5 pilie TV et plaas Jolay ¥ Bl clend @509 s
oY @lacdatll WS e ydles yé JEs i DNS I G gadieion Lily «DNS
Sl JE=ds DNS Il sy (Gigpsal¥l apdly cnlalll Jaiy oglls)
e el (e eyl dsmiall (Al il allagll el of causs



Olacdail) Adde 1 ALS) Juadll
147 .

e eliubill Ll 2 @ of pfe (iEuall Ll olie’ J1 il
DY Ll Ji ally cobalall iUl dsslie Jslite iy .coymyl
290 45 pulidss ) Slaldll Gas cows asdl coyil alagdas (ra L

(gl e abilull

HTTP JsSgig p9 ouod| dSudi 2-2

Ll 23 e Lulal asiind cdymll el alieaall Bl i
oo wlalll J5iy caay e alaulall Jom ol claaladl Cdllby cnaslesy
Jlisls JLiiea¥y «usmalls Ludmally sugaddl cilicall ) idadl claall
side (aiwg) colss alapball sda O @é)y .Hensat¥l oyl HLaY
il Glal ks Usgme Laalil ¥l o3y 2 cales eiymyl of ¥ (lus
(sl Elladl Togasmiall ZEmiall cipgls Gl sy imdly enslesYl
alay s subies eliead! JBlgl 2 35l 3us J| [Berners-Lee 1994]
Jomin Casll 5ie aa) oYl JI oalil jseen oLl wd A1y e
Guadatll 12 J5 a5l cglee @lin zlag J5ls el Jelss Liass Ll
S sl bl clead gua] 3w s oo puolad Jsmdn cd)ymY!
i yillg s lall bl 15 L sss

w6 (] s Jans D55 58 casll s Y o Le Jul

Oarimd S Osa>alilly deldVI My cdiguy Lesie digy Lo Gslifioy
golrl el Eog ssimll 55000 a5k Loaie galpd! JLEiLY cgipenl oy e
Coslls (lall Conn gsimdl 355 JI GBLEYLy jseenll Lalsime ialily
Tan Jauadl (rad Lgigyadag Gulidl Lauomy G0l 6y 31 251,01l e aoiall
porsts iipaaiall Al b e alia Loy Slasles B3La] 355 ¥
Ladill odoglle LLL saga) Lilesy, 14l pra O peRd U5
IMS =i ol Gle Laelas (search engines) doedl eules y=a ¢ (hyperlinks)
Ll malyy Jls=a¥ly Liwlss wlyod clagaplly casll pdlse o dayme




CO YN g bt | OISl
148

(3llly cilmainall as Jelaill (po Lisadd 63V @il gVl e aaaadly dde Lo
feyecall Sloll oo Jila @& (menu interface) «3lsd dgaly casll Yoy Less
sadad! dailigdl Ly coyi¥l e &5%1) (audio and video) 4d,lig

cdbll s Ll o ol 50y 1y (multimedia)

HTTP JsSs9 ok dale 5,023 1-2-2

olaglill iads Josogigpm — HTTP coynll sale Jas Jssogtigp poia
JsSogiord! s s gy () Lisisaiall A5l (e Cdall Dl — sl
sl malipng (ysa3l galiys sonmaliyn 2. 2akg «RFC 26165 RFC 1945 2
(opalizes oyl prallsd le OMeny G131 aalily (o3l Lmaliy ol
Jsmd! wusd HTTP Jsso5igp paany HTTP Bluy Jolon Legin Led
Jed malaly Ol Gmaling O Lals sy ¢ Ple Il Al (Gedl) Al
sl lellins i g |3 OF Gk Jpadidl HTTP g 53
oo — (document) iigdy L:.agi el Gdly T sl dmde (s
URL plgie 4t cale ga bl oileally (objects) oliblss Lgde §lay polic
loie Cale o7 Lals aliys cale o7 JPEG 5550 cale 5i HTML Cales < uusy
g1y Gulad HTML Cale cagll wilzdw @lhas Joid (video clip) goad
0 el cug dmae ciles 13 JEL Jeos e . olBles saat (Guglic)
sV HTML cale s nliSles L (o (09553 Leil2 JPEG 9us ues g HTML
SUELESIL Gwlw¥l HTML Gals dadip pueddl Homll elile J] 28LsYL
e URL glgie cally .olBlesl URL I faglie Gk e dmanll 2 6,5 Y
OSEly ol ! waly oSlEmtl (g5l Al msliell Caiall a2y 550
1ol siadl sai UL Jae e (ol Lle oun s olems 1)

http://www.someSchool.edu/someDepartment/picture.gif

b=l el el e Ml www.someSchooledu (e
Jie) gl eolmdaie oY ‘).]a.t Dbl @il Jies /someDepartment/picture.gify



uf] - WIS i 0 S| bk | P91

149

Sl 2) ausiiiiii (HTTP Jg&sgi9pd (9031 ol Gudas (Firefox, Explorer
o ll udh Gle UYALL JaLalls ¢330y (browsen) pamill allins (Cayl!
HTTP Js5ag9pd asladl Cola Gula illg — (Web servers) cagll clesls Lol
sl @losls e URL Glyic Loie Jal dags oo cosll cilisles (g5l —
.Microsoft Internet Information Server (TIIS), « Apache : i25L&J|

Slosls (e ol Gilmio cusll b cdb Lass HTTP Jysogigm sum
pEad (LY Jumilly walaly o5l on Jelitll (Bl Gasas casl]
imdio eyl Al by Leaiad 6-2 JSoidl 2 i ga Lalall 5 p50all
Jua o (Chyperlink) (danly) Loads oy Sle daratly JEL S o) cag
2 33pmll LSl Lle Jyamll HTTP il Jilay asldl ] paail
HTTP 5y J5hoa s o s esliladl IS 559000 a3l Juiiews Agpllall dmienll
Dsllall uUSLES) pents

Apache cug aslx

Jess Internet Explorer tma:u =br Jea Firefox ca.&a.m
(PC) aied conl> Slea e Hoaing Juids allad Lle oussid Judds allsy Lle

HTTP Jssogigpd 3,00s culladl 5Ly 6-2 Jem il



CO YN g bt | OISl
150

B30 ALad o Vo) ulal J5 Js&asiguss TCP Lo HTTP s
559 Gl (e paladl Jlaiil Y51 HTTP (525 T (UDP JsZm53s 59
oo TCP oo palily masaill sl ols JLai¥ Gasmdy Losie g TCP
Slo pudll dealy il (12 syl 2 Ly Leoy uidll cilealy
Pl il Gle g (TCP i gy (il b O J5odl Lliey 503! ol
Filay Gl ey TCP i iy bl ddee oy J5 ol Gl dgaly el
galell udd UM e HTTP 5, Jilay Lalig dewda igaly S HTTP b
by Jyg desmie gty pe cdlo Bloy HTTP pols Jufieg 28, lall Gudies
oo decis dgaly JI Bl ospll G O 3pmesy Liml LIS o )
e32l (oo yE003 TCP J3En 535 5 plares comd (5535 0 751 e Ul
laay HTTP Jss=g59pd biledl 35350 J‘u Lo S50 TCP Jysagigy o1 1-2
2l Juatiw (ygu ! mlu.u.m._d.u)lHTTP‘_d.IadL_UJ&ul mum
ALl Leliuys HTTP 5, Ul J&5 olo iyl udig skl ] dlel!
iadall Ll Laldl LG gus s maat Dledl 20 ded Gao3l) Juatiew
a3 Ul ebilall &oyiesy of HTTP J;&Hﬁ SYRIERE FIEX RER JE Y0
s @BLall sys alels Yy LI TCP salaionl iinss Juolany ¥y (o
oladll 2 aanl oo a¥ssgigdly TCP Jssogisym iege cllia (s il
.(protocol stack) ¥ g&o47 9, Lo I Lo

G235 g AL JI Dsllall lalll Juss asladl o das e wgll (ye

Moz (Ol aldiay 3l Leid (state information) ULl e calaglas LY
AL @bl 3,0 018 (I8 i (ad 2 o e AL (s Le 050y dbs 13]
3 e LSl Ll Jpa s e Jud® B (90301 ) ALl Iy JayTy B 0B
Y HTTP asls ¥ [y @olaadl 2 alews ald Lo Lald st a3 43 (3]
U Goy JsSogigp b cavyn 10 QLN g alagles LL dadioy
Less asla/(ygey Ay acdiian cagll OF S LY L jasy Less (stateless)



Olacdard) 48 do : AL Juadd!
151 -

(i TP olie aly Ladls Jon casll sl o s 122 syl 2 disy 205
L5l Labinll culaiatll (e Aleimd| LAl (b oo e asiig

(Non-Persistent and Persistent delud! pd &gl |9 dadlud | O )heagild 1 2-2-2
Connections)
g oyl g_u).u‘zﬂ oligdt e wuall 2 asldly el ol
oin Aoy Lgte JEm) 3L Bilaady LU e Alali g3l Jlusl
back-) ¥ 45 \»\3 e yd wd bl il Lo dalaiw) sy Gudail
Sigus wiey pladie Joiy 91 cielaiie ol Lle (g)90 J=do 1 «(to-back
Geeoill (g shan e gy TCP Js5a559 0 e sailly palsdl on Jelad! (s
sylly Qllall oy cre g9y Jo Jlal iak Ja say VT ala 13 3L
w&_} Sle Laagayy cldhll J= Jlasl of iladie TCP dlus g alasiuly
L5yl Mo g3 andian el of Jlay S Lyl 2 STCP ilusss
Mo 55 auzlien & Jlay Lol day sl 2 9 «(non-persistent connections)
Slyue oo paicd Lies «Gony Lunall ola cgaly .(persistent connections) Lails
pasiw O e @Ml HTTP Gubad Glew 20 451 eVl Gigues
HTTP JySsgigm of @eye Jlaidd (Sl jeg daSludl) cnudydall Lilss
e @ld (default mode) (golae¥! daoitl 2. LSl s gl adseioy

R Y.Ju LSl ye @Ms gl ‘t‘...\&u.uy Ogardlg {:J\_,J‘ g puns el
RELR)

Aaila & O3huagiy HTTP JgSgg
Uls 2 mawill 1 wslsdl ey dmdo 18 alshis o Les
osbl HIML als (o (15523 dmduall o ,..3.1 ASI e s g

u.u.a_' u.\.:. o.sp}nj.u:. da Y elElest! el Y M& U‘ﬂ JPEG YY) J\.A.ur.j
t 98 k¥ HTML Call URL gyl gie of Lis 4o os casall

http://www.someSchool.edu/someDepartment/home.index
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AL @B wlshadl ole
www.someSchool.edu a3l ga TCP dlus 3 HTTP () Luae i 1
s muaiw Gl L fissy (Lal | HTTP Jaie) 80 @3, daill g0 e
2l Jlal uidag g0l (socket) Jladl juda
JLai¥ uda Goybo (e asl1 JIHTTP Clbs Dby HTTP (535 Juupo 2
oan Joliiw) /someDepartment/home.index calll jlae (yeuas duod
(LY HTTP Jilay Juo it
Sle Juamyy ol Guall Gyl e cdbll Dley HTTP asls Jidiw 3
5,513) wnd Gyl sasy e /someDepartment/home.index call
Sl Lelaygy (HTTP 35 Wy 2 diein) @& c(duntl o,31l 5T RAM
d JLas¥ Guiae oyl e O3]
Eal9) TCP ilungs 3ME| TCP Jssosioy oo HTTP asls by 4
G5l OF (e a5l i ¥ 23l 2 Al gl 313y ¥ TCP Jssa599 2
(il 30 Uy @l
JLat¥l TCP Jysogigyp i Loy 301 Alley HTTP o5y Juiiew 5
Ol psadd (HTML cals (e 35lie (Slsadl o I a0 Dl pdsy
JPEG s (glic amd olgime amdy @3 3,00 Dl e calll 71 2mul
.5 yLuall
JPEG Hsw craglic e olgie JSat J ¥l ¥l cilghasdl ) eaw 6
O mang adidal] Lous yay asiy sl imieo pamil] Jufiay Lotic
Lalis pa OF yEmer D) 5amly g dmdual cndlizes Crmaunie Loy Caliss
Lo ,S dpdusny 130e LT HTTP J Gudd (el ey 2iline 5ylay a il
RFC , RFC 1945 2_ 5 ysiill HTTP clawslgad «(yguidl Jid cre cagll dmdes
aals maliysy HTTP (ya0y malip o JLai¥l Jyogisy dadd (oyad 2616
HTTP
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(non— Sl ):Lé. QM-J.&A}:L” ‘Q‘Ji.u.u‘ AM.C.T 3)55.:\.1.‘ «L‘j.‘a_';..” @453
paltl e o of aas 315 TCP sy J= ol s (persistent connections)
TCP iliws g3 J<= of dasY .o Y1 eliblest! Jai ilus gl paied Yy o5les]
‘:/.\_'i.u.u.l‘ u_Ua:' Laia® ‘J&.Aj .3.)..&‘3 ) Ul.u)j 34.&‘3 u_Ua ULA.H) Jdadd d.:u:v
TCP s 455 ydue gun] cLid| @i dild Gld! JEL 2 Cagll s

Ol OlEs 1] Le muss ade Lalaad coMlel 5y55aill cilshasdl 2
e Jiammy T cllilidis TCP cdlus 53 e alustinly jao jdall le Juasy
Osaniied !t OF ey ool 2. 51550 TCP 3o 53 ol Lgie panal
s saliall aluia ¥ daledl 29 o35l s 2 @Emamill Byl calniail]
I asty ()15l Gle TCP el s rdie S| uns oo ilmasatl] slans
saall daws pEman paiaal ST 13y cdude 3,005 aaly cllo e Jalailly Lie
o il L] @ Ul 008 29 ¢ usly S L3leill TCP Mo 538 1adY|
Jlasical Jimzh aslall Jumdll 2 g Lidoy Julidie Joiy il
Al 55 (00 sl Sl sl
Sin iy G Bl oy JEad Hudh Lies il 251l 13
iy alall Jeleally b of u“ug\ HTML Cale 005301 by 0
cdgll 441 Lle (Round-Trip-Time (RTT)) L.L;\j bLm Uyl 2y ‘2731 «_o.).u.u
Sl s aa Lgase @ aala 1 Gga3dl (e 3pbie wlibe da), Jad i
! e3lly «(propagation delay) da)dl JLEbl ope) cdgll faa Jody (3l
c¥emlly cilgagll e (queuing delay) HUsuN| Chgaws 2 da),dl decass
G 489 ((processing delay) 4ea),J! dix>tlas ya39 «(routers and switches)
Aoy le anteiaall ah Lotic S Lo il 41 <jandl 2 ey ells 223l
sl oy din TCP lunss maeatll fidh 7-2 Jendll pig Leds dpads
TCP wbily dalad ool Jouy Go (LIS dmblias’ el aiabg ccogl!
o TCP @il Lalady 3yag ¢ lloayll 3l o3l 5358 L)l 5puio

Lmalwall cpo ooy Jof B aiw ‘:_\Le-.l\u.n&a.fa.al\ Ay (yg ) yay ‘)-‘3“3
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cydl gn dmacis HTTP Gl Dy G530l huups @5 nlg RTT (e 455N
Ulay Jyuoy 550 TCP dlun 53 yue (aDL¥I HLei)) LM mbliall e EILEIN
Byt G (TCP dlunss I HTML Gale astadl Juuys castdl 1 el
Lupds RTT Cans Jslay Gleall pajll olo 13&may 5T RTT e cll

3Ll wie HTML cale Jlay! (e 1 a0l YL

Lo gien _

i /

Sl ol _::\‘

RTTH
FdE e
Ul il
e el el
Q})j.” ‘aé&ﬂ

4edla Gluagls HTTP JgSgog

s Lo s oLi] comg 1 Vsl guall Gany a3l i elasgill of

pamais chas sl Gl e e Gl sllae oSl Jent Lde laYlg
i)l e s 2 TCP Sl L5 <31 (25350 3,20l o o Lusa
asdy 3 ally (Al sl e ks Liue Gl JEm8) o aes aslidls
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J anls Lol ol pud 2 pralill (L1 oilis (e ol Lo e
anlg) RTT Cans Jolay Juogill 5n D5 ey — LT Limisy et — oilss
(SRl adaly Cllad asl gy TCP dles 5 sLSY
sy D gide TCP ilia s aslndl )i ¢ Lailull edlum sill s 2 L
sty Gsnpll G o LasdI 39)0ly LN Jlupy cllyg syl Jla)]
HTML cale @bl JULl 2) ilales ay imim Jlu] ofme amilly
Gy Gle sgdley dasly LeSls TCP dlusgs Gle Gyaadl Hsally ol
Sl el e aslBl i Gle aga sl oy ilmdo e due Jla] 5
by 2oLl LA ] pEmasy ity 2eSls TCP ilis g3 e cyonidl Lo
Gl @ldall e 5,18 HUASHE oy 31 50 aslgll Las e clslenl|
il g3l HTTP asls 3Ly Le Sale (pipelining) canbi¥! das aiybay Lalis
(Layed masy skl 5,50 cliadil 5u) cyas gl ilarioes yub Lgila sie
Bl Lial Juy) 4ls Lawodie SLSE) alil asladl ebiay Laicy
i3y @Meo g sale HTTP Jssogignm adkian 3 ¥ 5B aslgll dawmdlie
e s silly LSl e il sl oyl Chay bl das iy
Sle dlizdi Less Il S Juadll Gl 2 et Jmiy Laslull
.[Heidemann 1997, Nielse;l 1997] dax| ya

HTTP ik A 3-2-2

CHTTP J5Lasy jreal lagiss (RFC 2616 2) HTTP cilawslpe pesa®d
(o Lt Lagiddlio @iy ¢y Pluyy cdb Pl iine i Gle a9
HTTP ol Jilus

HTTP (s D)) Llass Ladged 1 L s
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GET /somedir/page.html HTTP/1.1
Host: www.someschool.edu
Connection: close

User-agent: Mozilla/4.0
Accept-language: fr

el a el Al Dy e dasls 5ydal il yisall ola Ligaa
il G asdll iy £ ASCIT Lisay Ligigme Aluyll of damd ¥y
e sl Lasd e (e Ul T dasd LAl g3 el 2l
Lo .(line feed) was yloww L0659 (carriage return) yac los japm Lgia fj&
g sl DAy Hlan Llad HAT e eid Ulapdl e Yl
Ulay olo Gland dues (o 035 ol dgall cdball Ul OF e @200
ity sl st s JBT 5T 355l sl feas® O (pSme Losee el
Lew «(request line) cdbatl yhais HTTP cdbs dlay 20 Jo¥I hdl awn
O dlall s yesa (header lines) dcwgydl yolas 42D jalaiudl e
Slasl @@y Jasg «(URL) glgiadl Jasg (method) ye¥l Jas :Jsa> &5
«HEAD (POST ¢GET : fis alire @ sue pea¥) Jan 050 of (y&aay HTTP
GET ,af HTTP Cdbs Jluy oo elaad! £o8la)l Jesies .DELETE (PUT
SR Hlae min Gum ilEs Qb maatll wy Lesie admion 3l
Sileall mawull Gl JBU 1 2 JURL glyiadl Jas 20 sllall
o9 HTTP Hluas] o3 Lol (cuy dmdws (e 5yle ga9) /somedir/page.html

HTTP/1.1 e 55le 67 JEL a2

gyt plare . Goleadl QUL 2 Leasgyall jalaen ) baih Lies oY1

Host: www.someschool.edu
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e plandl s of g 13 Gl ade da g M Cawiall jlaiadl 1as susy
2 Gyt Lot 2 ¢ awall e Zilos TCP Alin s i 5] Sam (G395
sl 5,501 Ggllas Caveall Gpe dungyidl ylac 2 claglall Lo 5-2-2 ¢ jaull
(Web. Carsll unmg o 5T (5ol wslnlly LisaT C8yad ey — cagll Jums 2
! (nsiany g proxy)
Connection: close
(persistent  La3ldl cdlumsill sy ¥ 4h aolnl i mawill ol
Lol .ogllall oilestl Jlasl aay s gl Glay o oany Ledls <connections)
JUWRT
User-agent: Mozilla/4.0
Lagall 2T Golead JEL a3 caslndl ) cdlall Jau T @01 peaasill § 53 sumgd
OY aae yhaldl faay ((Netscape iss,d (ye elmiatll usi) Mozilla/4.0
o AL 1581 J] OSSR ki (n Al By Juys oF or5ma el
el s |y Ty (URL ol giadl udin ¢y gins Lgia J€m) csloniuntl|
Accept-language: fr
ol Gy 130) IRl (e s pal) BUL L adbial Jinds aodeiad) o
sl cra slacdl 1oy (dund saliall Daadll sl Jupens Vg aslal
HTTP 2_ 5,841l (negotiations) culus glall cpe cooall Jlie dyme 98 diwgyddl
Symll o gias
by DL ) Laladl Eiceadl (Y1 e Lies olead| JEL Ui pariaal o1 s
LI cre T L) Lolall Tapall ) (g piany <82 JEmdlly Lt o Lo
(LAl Slacalls) Bewngyill yolans sy 457 cdany cllals i3 pay 3ol
aisaly (GET aluziul aic §5lo Jas say (entity body) ‘olsall gyime’
Mas Leaie POST UL.}Y\ e 2 HTTP u}u paicw POST ze ‘a_.\_‘zu.u.s
Ll alkds ‘m:«-_u.ui\ Jru Leaie e cabily §)lai! ‘m:_u.u.l\
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Liagl aniiadl by POST &y Dl 2 .tomdl yme I (keywords)
sl e Glo aiad codll dmdat dnall abigist] 5t asldl e cag dxdws
Ay @ s ey Sl 5yLeid] 2 ULl Jodm 2 aniial

\

Al ;e ——— method |sp URL sp| Version | cr| If

@u\gﬁﬂdﬁ}ﬁu‘ sp :\-&._52-” cr| If

Lon gyl Jas @ul  |sp| degall |cr|If

&)lﬂ)_'a.‘.u —er | If

Ul gur 71 J

HTTP by {0l 0 aladl dapall 822 Jem il

soleic¥l pe I Gl Clball ALy o JE205 @ 13] (o junde (9saisg
iyl anmiad ol ¥l el 2 Laily (POST anzind of 3yg,ally cnay ¥
URL polic o er=S sH)leayl Jas 20 dsod) obldd) Joyby GET
O solyidliy «GET daybs eliln 5 )laicl cdaaiial 13 JEL Jew e Zogliatl
Ja> ole (bananas; monkeys LeJ @Sl colemg oMas LI 5HlaiY!
ey Wleuyd1 2 URL gl gial!
www.somesite.com/animalsearch?monkeys&bananas
Of Jaimll (rad dlysls URL (paglie cosll Lesdl clmdiat U5 culan ¥ cllaly
Ll asls Laby Leiad (GET ,o¥1 HEAD ,e¥ dudy g5l 12a (pe (553

Lo L g asllall oSlendl omn o&ads HTTP iy 3,0 HEAD le (£gim
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LT clad ¥l mumeaty cdad aie HEAD day,ls clagbaill gyslas ansiog
il @lgal e Unsiye pln¥ G2l 2 PUT pa¥l i . Gualasll sl
Sle (alxe) cnae sline JI GSLS Juemt anieiodell o 562 ccasll Glo
LSl Jremtd zlisd Gl clapdatll dlanl g sl Less (oras oy asls
s (32 Gualad 5 asiiviea] e DELETE ¥ Lol call ailosls e

all asls Gle 39 9e

HTTP 3y Jibu)

Ul e sy Ay 05553 o ey Tubas HTTP 3 Al b Lesd 355
Ll oLt gl (2000 JLT 2 L)

HTTP/1.1 200 OK

Connection: close

Date: Thu, 07 Jul 2007 12:00:15 GMT

Server: Apache/1.3.0 (Unix)

Last-Modified: Sun, 6 May 2007 09:23:24 GMT
Content-Length: 6821

Content-Type: text/html

(data data data data data ...)

o el ya T BMS e Ula Il osamn i 500 Dlewy 2 Lliay jad Lics
@ S say o5 c(header lines) dungyd jslaww &y «(status line) Uls
Sl e Sy Bl Clio sa oLl e o -(entity body) oless!
oo A b ye<=w (data data data data data ... o Mia) doudh wgllatl
«(status code) Ul=tl jay9 (HTTP JySogigp ioewd o) Ja> :Jed> &
adian a0 T J1 U plac pesd JUEL e 20 5,00 D) Ul
poing bl Ll b g sl 0T D) aln Lo le i < 0Ty HTTP/LI
odacadl Al adseinn oyl Hehao pamdd O Lies (Wlaybs
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Connection: close
Aoy l! L] s TCP Alaas 55 Slices 451 (5031 el
Date: Thu, 07 Jul 2007 12:00:15 GMT
Cdy a1 o s L asll g Lo lls Dbyl e Lad) joyly cdy J) s
allad gre ALl asladl Clo g Ladly cad Jaaad )3T of Al o LaS] & ylig
Lty e, Ulasy ras dlyaly cdpad calalll
Server: Apache/1.3.0 (Unix)
Olyiall ylaid dliles Loy «Apache oy asla (e c2iil Bl o J1 i
User-agent:
ol Lo HTTP Clls £y 2 sl § 53 s 3l
Last-Modified: Sun, 6 May 2007 09:23:24 GMT
Losd gl Cageuy cal s ,3T gl paleall oLas) Eoby cdy JI eils
G 3Ll 5ol 2 Aleal) cBsll Gopl) dipeal b ies] Juain
sl Leldssall Gle sTsll 5 ,slill wblasla g Gl o3 (e J5
Content-Length: 6821
bty (L) Sl oSlentl qmn J uils
Content-Type: text/html
of Las¥) (HTML (ol (olesall @eun) Dl 2 il oSleatl of J) i
(Al 31t pudy ol gy Liasuy 3o 05L&l ¢33
Less 3,01 Wi, Laladl Gapeall amas o¥1 Lies Ylie Lics paical of s
i ol Lies Golad! JUL pe @ollas ally (9-2 J=ldl 2 dmsse
iy 3,518 (phrases) LgilyLie g (status code) Ulstl jgay e ddlis] cilales
Al Dsay pan Gl Legd bl dein JI 4 dslall 5)ladly ALl 5a)
L i Lall ol yladly
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e 2000K
Ayl 2 Egllall alaglall Jlaayls Tabeal Lo i3
e 301 Moved Permanently
Location jlacdl 2. sasll aBgell Le3ls dauay aldh @ ogllall (Sl o] s
(o LS glasials Da3d) galing psBams -3l Uiy 2 Zusagyil) slass (oo
LALEG gastl 2Bl
e 400 Bad Request
odlall @gay @f asladl Q?g;.a_“» Lale Uas Ul
e 404 Not Found
! Gl 3ga g e cogllall (Sl o il
e 505 HTTP Version Not Supported

AT i3 (e Lage i yue danstiad | HTTP Lo o s

ol
Cllall ylas ——— las¥l [sp| ALl jay m 5yl or If|
Laggyull Ja> @l |SD{ Logall fer| o
Loyl Holace
Mﬂ‘%ﬁu‘ sp Ll | or | i
i)\‘ﬁ.)la.u — \f‘
Ul @ —— J
1 T

HTTP 35 il Lolall Gl 9-2 Jem il

LeSs o o o g oY 1 Siaas HTTP o) dlay 6,3 of wayd Jo
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LJ:".""" u.‘.c. “:_)L;J‘ u.‘.c. La L):\&J ...\:Jj )Ja.‘.u Y OJAL\T‘ L.:‘L‘\ MLI.H‘) L.,’]L“
rcass) (command prompt) yalg¥l igaly Gaylo cpe JELI

telnet cis.poly.edu 80
GET /~ross/ HTTP/1.1
Host: cis.poly.edu

TCP ilposi i @i ¥l jlacdl day oy Jao¥l ) Lle dadsl &
HTTP b il Juyd Uy aag ccispoly.edu carcall Lle 80 Jais )
il ) dmdiall el HTML cale (raa 3y by gy U dpfiss
gyl Helac dagd (6,5 o @yl 13] Lol clicss gy daslow Ross dldU
GET (ya You HEAD autiiaals aaudi 5leadl Lle Jsuamdl 93 HTTP byl
A2 Uas ULy gy /~banana/ o /~ross/ Jacic! L.J;L.Tj

Jilisy i pnimios Ul dewgyil solass e laae LBl syl lia 2
Gy Tyl Hslac G piall HTTP cliwlse Cbyady HTTP 355 b
3Ll 5,S511 cilesln g casll @lesln g eabramill LIk agi of &
clangydl jelaw foeme (o dadd sgama due Lihdd 8 aal Al Al Lle
plaziol (i3l Lede Ha7 SLtB Tae g as L 6,31 shas ainy adi By
allaid 52,501 dlgany Alald 2a3lie a3 .5-2-2 ol 20 5Ll 5,000l ol
Liasl a1y ¢[Krishnamurty 2001] 2= Lo gyl jslacsg Uldl 550, (penas HTTP
aala g dall é)}lﬁﬁ)&j ig>9 e f oo ol ol yaiu¥ [Luotonen 1998]

Sbal Uy 2 Leiesnd Gl deagyidl Hslace Le pauaie 5ydy s
@i 3,1 uu)'zugi@ium i gyl el casll Ll Lo ol oy s
HTTP/1.0 pauate alss ¥ JELI s 1) 0)lol 0355 il gl Ll ally
i Ty b cliigsy (HTTP/L1 piuaies duo Ll duw gyl s (e Li
Oles Lo 1] Liagly «(lmall Gl JEL Jurer le) paeaial] il sloe
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g 033 1B Lgigaly sliell a3,y 2 Ojlgdt e e Wil auad
Ll (e aaall @l 2y lall udis ol ibasls b puats cliings oLl
Bapyill sl e Lgapen 55 Gally (Gl ailslacdly @lylusly
apdl il 2 el

(Cookies) mSsSd1 : palitly pddiiaad (p Jolit! 4-2-2

docun Los c(stateless) dlell 5,515 Db HTTP anls o Lyl o G
Bl o 5 ¥ idle oy wlols jshaty orwaigell ey degaal
OF 2 sl p3ga iy La Ldlis Gl ey .cdyll Gl 2 TCP s 53 (YT
b 2 iy sl OV Ll comeniiall Sud Gle 5,0l au gsess
Dger Sl e dany 2 il Y 5 gy Oreiias Gle 4l Jgun sl
2 i85 3) 5yEagSal HTTR Jposisy puiiun (2,23 dly ot
el dalie casll 231l mawd lly (RFC 2965 oladaill b
SNVRPRUSUESYESN [ S 3% P EL A RPN [P PP ES P EL W

relisEan dayyl jusogeall 1055 aa®s 102 JEaill 2 minse 98 L
ool gy pla (2) (HTTP oy Ol 2 jusoesnll Lingyi b (1)
asiicall 25001 allaill e 53k juosss ala (3) (HTTP b il 2
ol g Lle L@l 20 @lble saeld (4) anmiwll maaie Hlaby
Ol 2,2l s esall Joe LaiSs po g ‘zILmt._‘.u Lie s 10-2 J==du dlainYUh
il gl 3l (oo ysledol ey il Lasl padied Gl o)
OF L Giew 03 07 (42545 Licsg « J9¥1 5 el Amazon.com pdse oiyly ¢ Lgin 2
sLanly asladl agay Amazon cog asls JI cdladl " Leaic .eBay adg0 o))
4\4\.4\..14 saeld JI Lu_x:- )b-_u Catiasg {ahx:_u.u.l\ Lga Canyail Wyd @B
&a.«a.m Gle Amazon g asla Gy day Gay il @301 iy duygall
@Al e gy gly Set-cookie duwgyill o sy 2 Weale Ol g
Set-cookie: 1678 : JELI Juw e ¢ a paidl
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g3l e L e
2
= N
e = .
ebay: 8734 ~Jicep Tequeg, msg

—— Server creates & Joss ol

xefP 095
gual \11‘—"’"9 1678 ID 1678 for user obldlsuels
\;et'coo .
Usudl
SOokie ﬁqa.e
amazon: 1678 . est ms
ebay: 8734 =Y
—— Cookie-specific ¢+——»

action

(ouad nee
gl day _I:
u

1 he
: t
8/ So0kie, 1?7:equest s Jewg
g

amazon: 1678

ebay: 8734 — Cookie-specific

wsd N
respones action

:ﬁ;g)J‘LLQJ

Ej oy cale
o sEall Byl e astieianl| Al LoLiis Y1 10-2 J&mill

Careny Mode. paddl GUS (g0 o Al Ol g C_a.m:m Loty Leic s

ool il 4l 4 iy (o1 el Susmpenll ale I Tybans pasal
Ao Linl (gsimy jusogeall Cale o) dan¥ . dypanll 3,01 Gllsg asladl Caiane
u‘)}u d"“ﬁ" Lc.x.uj u—‘au‘ib"'}i‘ <l U‘)ﬁ""" c_a)b u‘ 2 eBay g}l d}..\.n
LQJ.ALGM.MJ.LM (g dmaws cdhibye déuaﬁ4Amazon@y&M4
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Al ] L—*‘:‘ﬁ):'})-!a“ ey el GUA ay il @@)0) Galkiing uso sl
Pl il Lol (s et dgamitlyy an il @801 (reualy cdlall
tdww gyl yda s Amazon
Cookie: 1678
Amazon pdge 2. Oligw blid caad Amazon asls adaiin (&1 Hagy
Gy Lells (Olhge @l 39 malls Coyay ¥ Amazon cag edse O (re 01l
Nedy 6 2y )3 by <1678 @by aniiall Layly cilmieall (57 davnlly
— (shopping cart) 3yl &y ye dans @il jus yeall AMazon sdse ol
et Laelyd Olype G5 Gall 3yl Jmy Lailey Llia ¥l 4 (S Eoun
t25e Gl Olhsw cole bl deadadl doles 2. 3ualy &y @id g5 o (52T
el e asg L@.‘r_:!_m:m Jo | g (Olie § gl day) L= Amazon
Set-cookie: 1678

@leidl jasy Amazon aldge zyibs o Lm:ﬂ oo ks bl Pl 2
Lo Ol il 13] Lol L1 20 115 (a1 sl ilomdn v ¢33
(el Lany Olyies «Jalenlly Lganl sllacly Amazon gdges Lin
bEmes Amazon gBye ols — LoLsYl Lelay clasbeny «gunyd! Lelsics
i ol daiiye clling Ll suels ] cleoslell el Gt o 2Suic
oiay (sl 2 gdsll Ll Ll Gall cilrauall J€m9) L Lanpetll w3yl
Leax Y Logmeat¥l byl t2loay Amazon pdge dgl L o
A TR R R i b R P U AR\ S PUPRCEL A DNEA- B WES S JU-HYY YO |}
Léilyic 57 L HLasy! Bllay <3, 51 Leal JLssl 33kl JI
erd d.u_u.u of u&m.» cookies ).&95_?\ of 6)—' LaBLdl sia (ya
9l dawl Sia) L‘.a.»*).u ‘).A) u.!a.a_v La Lm}g ‘:.,\_‘Lu.ui‘ 3900 spe Jolo ‘m:_u.u.U
casll ) uEmssnl plan paeatll Joyd U1 aladadl sUTs (Lpows!
uEssal Jlexial pEaer gy auiiall judd asll pulaion iy
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(Dl 500 Y W) HTTP Jysogiyp Bsd anieicel] Ladadl dads cLa0Y
Sle Giaaes¥l wpdl Gudss J) animadl Jauy Leaie JBU o e
Les asldl I 5usmseadl claslen mamill (ouyd lis hotmail £5) ciywy!
Gt Sl Ll Jlsbo avivinl | ey asbell oy

D> o Fpedll Lilee by Lo WE jussssall of oo gyl e
(privacy) dus il s of Linyl (e o el s Jon lligh cynyl
Sloglas a emssall alasialy — cosll (35l pfme Ll LasY Lesss
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TCP ilusgs 5Ll sl 5,503 muad (oSleall Lppad sy @ 13) Wi 3
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sl ety JI TCP ilpo 55 e (SR HTTP (b 5Ll sl 3,551
3y Ulasy e ALEIl Byl ellall 138 LoV asladl adlil dayy .
aleell cogll s <1 JIHTTP
2 die B oy asdt LSS sl cogl) 8,0 @luis Lewie 4
SIHTTP 5yl e Lrad Juuydy Laaad Gl upaill susg
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Lol i) diloednio doring

Nl o B 2 sl Cogll 5,Eald alustal LA

Bymla Yl il b Gle oyl By slzll ol 3,51 JUa o (e
3Ly sl o bl Gie e @1 gasl Sl ples 13 Zols
Dol om imladll Bie Jie @) anill il e digmy (BT LYl
Less) 5Lasell 5,200y (o030l r dumyow e g1 il (3] 5Luill 5,01
Mimd cogllall GSLERIl gomi 3Ll 3,0l cileny (LI 2 JLadl 5o
Less 1Ll 00l I ey AL el 5Ll 5,0l gy (9
Sl 1y (s J) 5Ll 3,501 55 0 pfmer Jlies Laoy® s s
Erpsx JEmi iYL Olis dasls 5f 155,8) dawie JLail iy e
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Sl @ag Len i yewr 5,30V Lgabo 1 63y yosmdl (upgrade) (Aalugs) 3,
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laglatll J 15T ) Los bgmle Jomiy Jomsm cyu¥l 2 Cagll @lily
2 Jemidl hen fas Ylie 230 Lies Gan sl 35551001 L5l5s agals

sl (aladl coyuyl issid Ly dulpl) A5a0d) (sl o g1y 12
Jwaly ((High-Speed LAN) {fle de puy dd=e VLAl imd o Lol
Lo 5l e 15 Lgie yan o gy 5,331 g0 Al 5 le 51l

Of poyial dus V15 ,all slotl pues 2 dedge a9 OV Huuall ailesls
e Jsaamdl Ll dagill Jtall o« | 3 (S0l dacusill @l
OB B I 15 ga S @bl J] fusll ledcie ge clSle]
o ALy (L lea] iEma ) Tt 5 HTTP s il T (inpial s
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(15 requests/sec) x (1 Mbits/request) / (100 Mbps) = 0.15

P sl] d g ] Oy A ge (e Ao g1l e gl s 1S Lad
(15 requests/sec) x (1 Mbits/request) / (15 Mbps) =1
o) Jalw Ha B JI Al e¥Lai¥l il Lle 015 59 ll Baliss (6o
isd Gl sl Jles| lisser by (06 SUL ol yie (Gl Y
Do) B QB ae (244-1 3l 2. Jid g L) (5l ddd] WLyl
Ole (12-2 J==all 20 mg> ol on o gll Lle Jadl oo Less) usly (e
Sorll Olo 13Emay s s seiy lan Luss ey Lol Sleys Ll
laay ((EssT sn o 0D GBI sgas 2 muarn bl Guaayt dav gl

Jots o sl @imd Les cBudiasll ainiond Jpuda il

S oy BVl Jo adl dlo g de yow 50k dissall J}Lﬂ\ Al s B
oasa>d JI ey easuw il coleis 15 (e Y.u e Loli/ col=re 100
O dasy 550 I g5 Ally 015 JLdaagall oy e 5l Dl
LML_M Lgl ‘Lu_duu ol Al .>J_H Chy 9o Ul sl 2 gl
Lo gl ‘_,3)_' Ol o il o Lm.ﬂ G JIl 1 =l RCATAY | IVE v
Jo 585 Lil/caolae 100 J] 266/ calase 15 o cimll Loy il

V) Ealy eyl Al sl £33 bty ¥ Jos Jod 5lae ¥l opa Hlasid
so e clilusll A5l Gle sliee oy 5,500 oSS ety (Gl (e
! LA L) (hit rate) Chog ) alis] Juee zlgyi . 13-2 J€m il 22l g
ALyl da s Lilee 0.7 1 0.2 0o Le (Leials (ye sLuiell 3£l 201 (p5mes
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Tl | YLt Al udin (yslinie sLaiedl 5,20l 550301 0¥ L iasl
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o id) GET i 6-2-2

Ll cldyl (min) of oS shime 5,00y alaxiul of o)
OALES! L aslam 138) supas Alss e 3B LT Y« aiiadel] g
e Ll o 1B pssmn ey 5T Glasyy (GLEL 3,10l Gle agasll
2 ALESIl Glid e B g da LoVl casll aslx Gl aga gl il
e AdTHTTP J35sgt9m (redaty dasdl st 903 g 3Ll 5 yss1 )
ol o2 AV o0 Uam Ul s By SlELE o (e Gamilly 3Ll 5 il
cdestial (1) 13 &b Y20 GET &la s HTTP cdbs Dlay ot .ol y2d) GET
ticn | plac Ul Il cieind ) «GET yof cdball Il
If-Modified-Since:
Gy 35T BT 13a (o yats Ly oyl GET yal Joe dubuson g 533
sl sl 1l Wby paentll e b sLiell 3 yS5 101 asls

GET /fruit/kiwi.gif HTTP/1.1
Host: www.exotiquecuisine.com

3Ll 5yl 1 pllall G3LEml 3y Doy casll asls Juuyd s Lols

HTTP/1.1 200 OK
Date: Thu, 7 Jul 2007 15:39:29

Server: Apache/1.3.0 (Unix)
Last-Modified: Mon, 4 Jul 2007 09:23:24
Content-Type: image/gif

(data data data data data ...)

e Lonl ol Ul pamill ) oSlesdl sliedl sysall )l
Jaotsd 5T sl sl 5,20l 301 ()30 Les . Lioma (5Ll (ya imaiy LoLiin Y|

w
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1okas slell 5,20101 2 U1y Le oilendly csliedl 5,011 Gopbs e oilesll
Ao cpora¥l Gy P Cogll aslx B Juk ud Sleall las o5 Jlany
Ads a3l GET dlay Hlaw! Guyb e eIy e sl sleell 5,51

slell 5 et Jyd uasillg
GET /fruit/kiwi.gif HTTP/1.1

Host: www.exotiquecuisine.com
If-Modified-Since: Wed, 4 Jul 2007 09:23:24

Last-Modified ic. davally gsbus If-Modified-Since ylacdl e o das¥
OF @l e oyl ¥l 1 (il ine gl Jid wsll Lol
OSLEa ) T Gyl sasd | sl die Jie a3 oles 1] dds (e oSlEatl Ja )
Sl 3y Uiy Cagll asla Juyh Aius 09:23:24 2007 5943/ gudsn 4 e Jiah o

SAPES R JESINL|
HTTP/1.1 304 Not Modified

Date: Thu, 14 Jul 2007 15:39:29
Server: Apache/1.3.0 (Unix)

(empty entity body)
5y Wy Jowyg sl aala J15 Lo il 2301 GET Dby e 3,01 20 650 u&v
]| Saal H a5 Cslall Slest) cnaatas (Cgllall oSlent e Y
ol 13] Lo gens) priiaiell Guseuml] Dlmia¥l el skys Ll (ga0,3]
e st ol 53V, Al of das Y (s Csllall il @
344 Not Modified
(s syl die «_'9.\141\ wt&m Joad Giamy @ D) Dldl s 2
el Bead Jlasl 2 Leid ‘_,44.1‘ Lelemals oL sl 5 ,asliUl o 1y
RIS C_Mm Sl Lele 53455l

u‘j‘ g.u).uY\ Y gEngig 0 dj‘) HTTP Jss=gigpd Liddlia g 10g
O L/.LA).Q_u.u‘ Jalg («_'La__.c_n.b_d‘ Z_EJQ «_fgj&yj}; d EY-Y) ‘Jzua.a_d\_n Lg.‘_u)...\i
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wla g 0595 0o 5o Les s G| Jlae 915 HTTP J5law foas 223U s JMUS
Gt el Bl el pany Lo oy Lgadbieals JSlaopdl Jlaoy| i gyl
il a3l Sbladl selshy jusmssally slonll 5,2l Glly 2 Ley sl

HTTP Js55 53950, 9T Jsods Leasenr a3

FTP JgSga9 s plebiiusls OLALY J20 3-2

saag (Gl il il alal ainioall Gulom 3305l FTP Ly 2
evaloell S 1l cyn ﬁ.p_ui\u&wusqj ally damy Chae (o ilile U3
o) Lelsn) ol dalesy ‘A...\Lu.u.l‘ Caspad J50 o “231 ade oy ol
alls e ulile Ja) difmay ola ausaill cilesles sllac] dayy .4y Gl
2 ringe 5o Leny usmally ussally duadl SU Al J) ad] ealalld
0393 gelin I oe FTP Jsoginyy o ‘QM\ Jeleiy 142 Jem
sl Slemll Crnll ol JBb Yl el asii s siapdl ansill
idac 20 TCP i i cLisly Gl capaall 2 FTP (505 Llee asas Il
Sl il y auiieall Ciyad apteieadl (b e . awedl Gl 2 asladl
2! Ddee JI FTP jalgl oo e TCP Ao 53 jue Jouyid cdy ool
O aidall pEme aniiaadl po Jalall Ladls (ra aslsdl A0 3 ymas
SLalll allss J) lod) @l allsd 2 G550 @lalll e 3l of Lile gy
NORUE==0N () IRWP |

pasbasdl e wsaall Lets @lalll Jad e¥sssigy FTP; HTTP ,ay
852 Jon ciladaill el Josogigp Leads JUI Juw Gle Assnidl
Y o] Legin degdl LMY (aay s gl cld aey TCP JsSsg39 0
Bl Le cale Jail ¢nidlsia TCP il 53 auieiow FTP o 5 Lo gy il
@bld) dus 65 45BN e o (control connection) psmsidl ilus 45 Sl Sl
o o=l Gloglas Jluy¥ el syl ‘{..\':_L.ﬁ .(data connection)
el Ll e i alsly ¢yl el ¢aniiond] Cayaicn — cpiueall
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Lo gs Ll clalll "3 ol "Jasd' o sl ,alg¥lg «(remote directory)
oo oo g3 FTP alusical Conay oadadl Gl Jluy¥ ansiais @bl
&y -(out-of-band) Gladl 7l eso=ill ciloglan Jospn FTP of Jlas e
i 2 sl aliaiad Mly) RTSP Jssssign of pbadl Jadll 2
Lot @il clagles Juuys (oonally cguall @b aiss sl daslus]!

Bladl 7l

I

=
k
=

FTP alssioals sgasdly ol clall) allad g calile 125 14-2 J<m il

Jileuyd (header lines) Zwsgyill ysbace Juupsd (HEois Legs) HTTP Lai

DL ol 1335« J5aill Galll Jamd Gl TCP Elm 3 i e 3,315

Coga AL 231 2 (in-band) GLill Jiu1s @Eamill cilaglan Juuys HTTP o

Jeirs (33Eat¥) ] alad| Js2asinyd) SMTP Jssosism ol iy

esmmill Al 152 Jemddl pigy Glaill Jals Loni esomill cilasles
FTP Jyagipad bl dan 3

D] (21 22l @3)) @Eaxill TCP dlus 55 F
-l -

.
(0 :ill ) cLLUTCP Loy

A &

FTP 0303 FTP asls

FTP s 5igpd eliludly emmill lilun g3 15-2 Jemil
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FTP (50) cols Obd ey capnae po FTP il ‘:u\Lu.u.U oo Leaie
e (ol Gl asldl JI TCP qmms Ao 55 cLisly T (aotieiaad)
e sl il Al Cayad FTP (305 ol () 21 @3y aslidl iie
2alsl el Ups s e Lingl FTP (533 il Juuyd Lo cilaumgtll ulls
J5i el Ao 53 e | yal aolindl Cils @i Latie s .| Il il
FITCP @il i3 palal il Ty (o 51 aadl Capeall ] 2l ale
en s 3l Laday (ULl ilungs Lle fasly Lile FTP Jyh .0suyl!
FTP midy « a0 cale Ja0 dealadl yudd LA ‘1/4_7_1‘.‘41 AT 1aly ey bl
3ia Jlsbs i gide penmill s gs G0 FTP olo 10&my .y cibls ds 5
(LT Als @y cale Jout B cbily dlungt i dgad aiiall Lals
.(non-persistent) iails jue FTP 2 blad) eidlus o5 (5T 1) dwalad!

Jemig ! o8] ﬁ,\,_uu Ul e olaglaes aslndl daiiomg o camg
(user account) ‘su\:-_w Clus pa @il dlis 5 asldl ()3 O G ool
Iy £ LST r‘:,&&u_u.a.u Al clalll Jds asladl aom O cou s ((naa
Gl dulie of dasdly agedl Cawall e (Gupedl) Jodudl s IS
S saall e Lgmle JEmdy a5 et Lals JE5T Luanyll cilaglall
2 e el i 2 FTP Jssosisyn Ler asis of oy il bl
Ul LT i ¥ 407 iaes «(stateless) Ut @aae HTTP Jyss459,0 oof Jolall

2

FTP JgSgag ) 39359 palg1 1-3-2

SESY FTP 59859 yalsl pasd syuad Lidlicy oyl las e Lies

O350 I sl (00) 39,015 (ol J| g3l (00) yals¥1 Joys Lo s
— FTP jalyl olo 1asmay .l 7 Jolay ASCI daus 2 @il ilps g3 jue
LaLall el gV Juadly bl 18 (e Lgiel 8 (penay — HTTP Jie iy 2 4lia
(line feed) o o LGS yayg (carriage return) oo Lloy ja) ‘ﬁ:.\_‘;iu.u;
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L3 elo¥l pan o Less s ASCIL Cagya danyi (o ol 5= 5o
e gud eI el gV Grad Grung S Leudg dylasl cdlelas
e USER username
sl I il Cayad JlaY aieid
e PASS password
sl Il astmiead b s L)l el LY aiieiod
e LIST
o Al el LIl 2 5a9a ol lalll Jemy 2a318 Jlay| cllal alintied)
e Yo (RS1s iy Bagas) @bly o ol @lalll 2l Jud skl
pEmmill Lo Ll TCP ilus 53
e RETR filename
1as Al e awedl Canall Gle T Jull o cale =Y alitiog
Leale Cosllall Gkl g bl Al 55 aaddl ol gy oY
e STOR filename
el Capnall sl a2 cals (s g) cpapeid aliniony
FTP yaly antieioall oyoms o1 ;a3 s (amlsd s ly) 05 53le s
3y @I L s v Jausd el JEo pig el Lo 55 pue Juuys 52U
o bl O e allin @3 g 301 1 55 09l L aalsdl e Ju s
by Ul jay o casoyill 18 2 auill ang das ouay dylas ) il
o gVl Gaed el b Led HTTP o) Dl e Ul plan 2 Dl
sileimdl Lglileuy
e 331 Username OK, password required
! Ll Cgllany pimin astieianll el

e 125 Data connection already open; transfer starting
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sl el e Jailly Sab ix gide cbiladl dlis s
e 425 Can't open data connection
Ll s 5 = ol
e 452 Error writing file
walll (o) Ll e Uhs &us

RFC 959 lc ¢ MM 6,5 Y1 FTP 393,59 pal ol @lais onaighl ¢ 5a10 o0l

(E-mail) g A3 dd il 4-2

JEERY M! Olssy eVl Ll e Sigyusst¥l iyl jels ual
C_uai Ol | ).A Sle «[Segaller 1998] Lauga 2 u_g).u}?\ colss Lanie el
wl coyi¥l lauda sl sl agdl Laug 3edy L.La_.\ Be=y] d—uja.d‘ KV
N[ PSPPIV EN aupdl s, cgalall updl es JI! ga Less JoLal s
Gureaill Ean Lol (ot I o e e eyl Tya3g Jeu)S Gulidle ¢ el 35
olall il Byl g, BtV ! Slies sy 1 Gulill else Jolan s
oo dadall Couadl ignsat¥l wyydly il (e g dan)sl Ugguy e ju
osma Lga b o 1y (aliad)) ALl Ul @313 alusmiales 5uanll oyl
s 2 oaeiedl YT ) Glead! Jilayy NRTYCEN ) USROS
el 2 laelll Basdl Sigasat¥l apdl Pl el s byl
gally (HTML i yday il o senilly « andad! dasl g 00y ¢ ol Y

sy o3 2 Il alydl Lide ¥ yEngisy syl lis 2 bttt

(¥ 53yl i) e L3Lie J) 345 O i3 5] gasalyl es,my)
rom eyl dilissaey chBYl wy allsd Gle ddacas syl Gl Lies
ey S5 B AT 52015 Y o U Lol 162 Jsial!
Ja5 JyS=sis ol Sleslig el Mmy 1 JEn il e ol Lo
el Glice es @lsEnll Gl e Mes o¥1 Cand SMTP dasead! syl
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s (Bob) gy Juiteadl 1 yiEs] sy ey Juuys il (Alice) i
Leiay>ig Legr st solely Leule o,y Blupdl selyby @f cnessiadl sy
9tV syl reasidl sy le Glal Ll D) sagas Bl cadls

(obadl (a2 Lagec uatll 120 alusial galitio Wl ol ¢yl (33

S ALy Lo aimieall Jums Juyt Leitlany slae] Gl o Loic
253 gy e Letic g ALl JSlaydl jplle 2 pss3 G oyl sl
ol wols 2oty ot cre Wbyl apad asiidl oy oy « Dl
rans Les «GUI iagauyll antieieall cilgals Jlowia pla elisal! 4211 2
maly i Wl aadatll daslagll Jla, Cadily saalies creiiulll
alg>ly o> Mozilla Thunderbird (Apple Mail «Microsoft Outlook
o danall Lol o Leso Gia stV syl £aSLadl duegen)ll pasidl
ixlew 2 3,84ully (elm (pine (mail Jie) Shoyisat¥l aopdl Lunill cilga (sl
el s s e cccagll e Zill clgm gl ) LWL alall ol

e lide JEa . ig etV sl Lamtll Ll o ! lesls Jemsd
Csd oy Bgaiuo sag i syl cilesla aa Gle S ge oy Bauio iy
Jesos 2 Lgtley Ulayll Ta ale g daimyy 4] eyl Gl il
il syl asls S @S ¢ uydl syl asls G ysludy Juupd) aoiidd
2 Bl Jsmsll g dope Loies - Jidiedl sy Boakio 2 g0 o
Qo duaid e Gyl 108 (o M ] asls Ga=ly codp Gyl
ol o wols Jalat o LT o -l il g aiivianl| Bae Gupls (50)
P35 ) il Jesm 3 ol ol gl @ 13] cage sy il Jlasd ¥l e
Dokl slad . Lany Letsio 5 J3lonas 239l 2 Tlaoylly Gl ol daiong ¢

‘_,JA.AM;UA&J“).U‘:A\:-C_‘:«-_‘JFJDU **”“";30d&oj.a.u4>u.a
Uy oyl e i Lele Jouydl ooy Alauydl Colims bl asds calif sc
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W‘ 3 yakall Bl yl sl i.' FECTRITUN PREAS
otV aydl Al dlaieie 3,105 16-2 J<= )

RN Y s Syl el Lide J5€mssys SMTP yia,

a1l TCP Jysmgigys Layasy (all cblall 3sisll Jail) dens SMTP auiiy
olas s JIndl 5 Loy Juitead syl asls 1 Jaopdl sl asla cpa oyl
dore D Ol ol 1 plsls SMTP Jssogigyd el pdl dads ¥ 555459 50
(il syl sl Sle dews 63019) asbdl Cilay (! ! aslss e
Cagp la JEs Gle SMTP Jsasignd ossplly aalill Gile oo I Jens
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Loas Jobay aile (3 Y1 wypdl eilasls JI Bl wopd! aols Juuyn Leie
il 3 Yyt elesls e Uiy woypd! asls @liws Lasic s «SMTP (5055
SMTP aslrss Lgas Jolay

(SMTP) bl 1 JG5 JgSgig50 1-4-2

duss 3 REC 2821 culidaill (s 2 (3yally SMTP Jgmgisp JEm il
cilesls e Jiluyll SMTP Jan Lil Uyesd Lesmy igasatyl iyl
HTTP (o oy a3l SMTP ydiany bl auydl cslesls J1 aluydl sy
5Ly I3 (13 352 5o SMTP ()lsy 1982 ale JI SMTP J LLa¥I RFC 35a)
Sl sl ally (SMTP S5 gy 23,1 i3l uaadl e 0,0 (ilsls
ssdll G a L B3 AE e G cehmY Gle Glall oyLa
Aapedl ASCIT Giwo aliiianl JsSo sl ey JUL Jurw le dasual
Ias ol eyl selase dazd Luds Lol Wla,dl Lbiesd by 7 Jeb
o @ls i Jluy¥l 550 cilss Ladie lasladl J5lsT 2 Lakate sl
g S ol (3 s 5l Cilimle G335V oyl e Juuyg o]
ASCIL aluzial Jomid sausill dadlagll yune 2 agall Lol g cilile i
2L 3ol daSleashl bl sussad bty G e Bkl iams il 7 Jshas
salaial pa¥ Cllay Less $SMTP e Juuyd of Jud ASCII Laceas (binary)
Ly SMTP ilacilgy Lelis sm ilolgll ASCIT Dllauy (pe auSLEl! syl
daslengll @bily wusssd il ¥ HTTP of 2-2 syadl e ,0l5 . pusslas
Llah i3 ASCIT daais 350

ooyl L gyl i Lies deal¥) SMTP Jee iauyk w53l
25 oas coss I Ay ASCIL DLy b 51 a5 Ll 0
Olyie sy Lol gl sl aasiadl Juoy el et 1
Ll @ (bob@someschool.edu JUL! Juw o) s Shonsat¥l ugydl
Al Yy Sl Lot oty L)
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2 o e capdl pale ) Ula | Gudl ol paiieall Jesmg Juuyd -
/ eyl gl
2 Uyl (Gl sy asls Gle Jdeas ) SMTP (30 il 0 -
asl e Jows g1 SMTP asla JI TCP dles 55 midss « Jilaydl ysolls
g
oedl Dlisy SMTP (533 Jowys gVl dmalall cilghad e lgi¥l oy
TCP iles 55
2 lgain @ (Aluydl G sy aols le SMTP asls Cils el
D Gyiuo
32y Lot Uy el ,30 4] apieienl| Jug g et

®
% ol Jus=

M)J‘ J:JA

Dy e

@

“lql oull Sy sl

®

SMTP

(a_x"z_"ul‘ 0 Bedis

s I ol (8 392 s Wy Pl 17-2

ascugll ! lesls ole asiion ¥ SMTP o Lasdle ol (e

182

skl 13 Liazela 17-2 Jemall ms s

135 . dLadl cpe cnbiliie cndyls 2yl Lasls s Lasie i oyl JLauy¥
TCP o5 0l sl @3l 2 sy palng s isa 2 ol pols 0l
g ey oyl cile ololsy miss s On riles ilpog Jemid
SUBBL T sy pols 2 ALyl L35 Gy dup asls Jlasd 13] o guasall

Alaresll iyl slesla G 2 Ul ) s 55 Vg sopas Jla! Uglea
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e Uluyd SMTP J5 Guiss e L yieal 5yl all o Lies
O eadl ! dasdl Gogar Juiiead] syl wols 1 Jeaydd sl asls
dnsl lmy ALyl Jelinll Jarnid Sull e¥sngipdly SMTP Jssmsis
TCP (e (JLay¥! sy polis Carpine e Joss 20019) SMTP 50 by ¥
s Crime Gle Joas 1) SMTP asla 2025 o3, 2aill J dia s <L
Uglond! 03031 35kas « Jons ¥ Cosllall aMa¥l asls les 131 .(JLaial oy
clpladg 0saplls Al asdy duosill Gl oLS| symes (LBaY )30 3ye
il Jady Legs Leled .oliabaid! Lads 2 igllall (handshaking) isluall
Sy aliy AT J) asly e oleslall Jols b egudil @ud e L
iy by dmaliall dls s ST cilaglall Jols S cguid] SMTP ilaslsg
(D) LEST 21 pam ) Jowysll gtV syl olgie S SMTP (53
Loguadd] SMTP sl g (1505 @il 3 yzasg -Juiewsl] SH9,iat¥ syl olgic s
Ja Laas le SMTP sty o pSmey Aliny ) (50301 Jeayd paad] Legunay )
@ elail g msldl J1 Alaydl Jum gl TCP Jssgiayd Gsisll bl
330 63T il 4 ol 13] TCP luun 55 sl e Aylead] ls (5301 5 5
o 5101 GHEL TCP yaly s ¥l tsLl JI Lo

(S) SMTP aslsg (C) SMTP (555 crer Aaliall J5kauyll Ylie ol Lics
-hamburger.edu g aslsIl cane @uly crepes.dr 3o Gpil aune @l
TCP uiia J1 523! Lelou sy Il slanadl dowiilly o € o T il laal
TCP i ) w3l Lghnyy il pshacadl dawilly oo S s Gl sl
tTCP o 53 o Lad] 3 poman LN Hlatl Tun



CO YN g bt | OISl

184

: How about pickles?

: 250 Message accepted for delivery
: QUIT
: 221 hamburger.edu closing connection

S: 220 hamburger.edu

C: HELO crepes.fr

S: 250 Hello crepes.fr, pleased to meet you
C: MAIL FROM: <alice@crepes.fr>

S: 250 alice@crepes.fr ... Sender ok

C: RCPT TO: <bob@hamburger.edu>

S: 250 bob@hamburger.edu ... Recipient ok
C: DATA

S: 354 Enter mail, end with "." on a line by itself
C: Do you like ketchup?

C

C:

S

C

S

Do you like ketchup? How about " {liuy oyl Juuys JELI T 2
s y=S9 hamburger.edu syl asls JI crepes.fr aoydl asls e "Spickles
MAIL ¢ «(HELLO ,Leaisl) HELO : yalgl Lecad Gg03d] suaas Hlgadl cya
S 0533l Juyy iall imsly jalsl 4y «QUITy «RCPT TOy (FROM
Elayie 2) Aluydl Lled SIS samly Aadh e ysEay ylaws Linsl astaul
(Carriage Return) ylaiudl JoT CR a3 &> «CRLF o Uiy J5 g5 ASCIT
J oy yal Jad 1y bl yais) (Line Feed) syl 00233 LF Liady
SMTP i Lia i (5Ll Ljudod¥l UL sewdill Gansg 3y ey o)
IV S5y 3t Sy d) syl asls o) ol 1300 1 2a313 )i 53 ankintion
o gs il Gle Ll Llay| difmey aile (Sl sl sl i J
= dleadl (50330 T Dby J ey TCP
MAIL FROM: crepes.fr

day aas QUIT J.AT ey (Jawe o e ddaan Al Llgd sasag
il 1| Jm o cya sLgmYl
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‘:_SB- e ).&Lm )‘P ;‘):f? Telnet ‘:‘J_‘Llu‘ dL.u.a_u L_U._‘»S uT loenth
).a“zl\ JaoT ey Jaaty SMTP
telnet serverName 25

ibliwg clils Uiy clald wicy Aot apdl asls @l serverName oy Eo

L aw dlissd e st oy dl r“\-”“ﬁ davne (o TCP ilusgs ¢ e
Sl chigme @l s asladl g 220 3,01 1yss L3S G com ol fiaa

s M| a3 oW1 2 LIS SMTP sl o
HELO, MAIL FROM, RCPT TO, DATA, CRLF.CRLF, QUIT
Jumill 10 Tlgh 2 g ol ST Lamayall e S L] (551800 m 53
Jsosiop oo Oprl il Gy dagn andiuds Jusoy el @i didy
oliiel Jaiide J) Gisigall sy Ul Jl 4ok o Zaey <SMTP
oAl spdl asls Goyls (e



SO Y g el | OIS

186

(Case History) Jl> 5,5

(Hotmail) Jaig 1 iy

Cuan lag (Sabeer Bhatia) Lib ylo ald 1995 ale Jo¥1 9ilea/ panns 2
(Draper Fisher Jurveston) (s, g ulys isy,i 5L (Jack Smith)
b cra ilma gyEm ¥l oyl g ol et L Taly B Jlome 2 5Lenasll
Jaxg callay o s Y Gilxe Sigasst] wup clas sllac| o 5,5l colss sl
b clastl Tas M5 ed ool Gyl e Led! J}-@}-“ Joen S bl
Filesy Jeayag 1 OF (paind | 350 00 T Ayl Liisae (0 M) sl Jio sl il
Ll cosll P e Ponsat¥l wpdl e dIs Gle 3oy gynsatdl wyd
Ll agats s 51f oo 715 Julie B dusoyitia | Leulhe isoym
e Gy Lk y=ma3 g (Hotmail) Jualg ) Leude [5allaT suan 455 58 urlid Eoonng
2 e o19) G5 plad Ostens Labge 14 1 12 lmy oy (el (dlage B3
ALY s yodi $545- 1996 UG/ 50508 Laiil 3Dy yushad (o (Rl gl
ie pun goill 2 onEoyiall sae petalglilyidle ol 100 cpgoyisll sue puol Lousdl
OPLES yracus 2 (g BEatYl oyl 3,8 cLST glas 0 Gyleodl wlidle] (ogye o
Sy dde ol T deasl @b (e ‘J.G.u.;lgu.ﬂdﬂ‘ an gl — 1997 ale Je¥I
400 Jolie ciggysasle icm,l Lginsl Lo (0l 12 cpe jiel Judis !
Y93 Ogule

viral ) " eugyd Gasas’ g Toysels Lanle” JI Ol I CL2TE gl plow Cluty
spd| Laus w8y Al Leess e oY) Jusly ) i ,d colss 1as . fialia (marketing
Jb oSl Jusisll 5,502 @31 Slid culd gl ol DB oo gy
ilols @qmu@w\cwdﬂwﬂ\ ety ol gty B (00 1 )
Fhpri] 2l flegng 1 Zass Bl gl N dyll Lel a5 dy gy de . Lajaslaly
oy il Laud L peadles Ve 3g€n ¥ oyl y el el il Bea 13] reugyad
JE= s @ 9 ol (o 35T ol anly ) Bley Jeopld Jeuys S gy
S 253 o ey oty ll pptia Gaod 5l Jualsgdl craps Lol ale le cplano
Jlea ¥ Jlay om0 olissl 13 O9lpEs Gaidl oUall (asy (ssaiw Leyyg gl Gaudad
onde y il el 380 oy aileas (g yekang slisey il susd
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HTTP JgSs5 s po &iylie 2-4-2

Mo alxiag HTTP; SMTP (y dagye E5lae aded ¥ Lies
Linl e ) @lalll HTTP 3k a7 ) Caas (e Slalll J530 ond s g9yl
Sl SMTP b Leig «(rawil casll 0555 1 casll asls o (oilbles
Gl I35 ey 3T sy pals S dop sl G (Gignest¥l el Jile, 6D
IaEsay deils @lusgs SMTP, &lull HTTP e J€o aniian olalll
Legis el clsdlun | Liai clligs wlls gy ifnyiiie pallas rlyZasisplls
Eo — (pull protocol) s J9Emgig 0 sl J&.u.» HTTP i) : ‘231
Comead HTTP gantieiand| Jasiwrs casll asls e claglall Lo paseds Lo
Lajlin) @ TCP i si Ol ols Jmdng @it ) o skl (o cilaglall
£33 JsEasisys SMTP jih BUELL 2. Al a3kl sy s1 Slead! ilaclsy
Jemtad ! aydl sl J1 Gl oyl syl asls gy Eos < (push protocol)
ALl Jlins] oy S0 3ol Alanalss Lo 3LES! i TCP il s ol S
Al i

s SMTP () 55 «rbos g 2 ] Limli 0 s o5 Ca3ks) 2
7 sty ASCI iy — Uyl sy lld 2 Loy = Ayl Y5 0553 o
lagp JBLI e o) i3t Tagyn ooty ooyl il I3fo iy
ey 4lp ((Hge aless) LSS wlile Lle o T (@ledle @iy L yo
HTTP Jyso sy iopds ¥ 0n 2 by 7 Jslay ASCI sy DLyl 53
bl le sl ois Jie

Iy s Lo (o dighy Wglie dududoy 3la ala Sl (oM | s
pod 2-2 3l 2 Ll) Less (o)a V1 saaaill dallagll slge pans ae Layyg)
i i Lo 4 Lol HTTP 5y dllay 2 piles J&s cailiny HTTP
Gl Jemdt i Legs sty Dla) 2 Uludl albls o coymy!
LasY
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MIME 31ui6¥19 49 w1 iy fesia 3-4-2

ialos] Claglas Lgiacad ud (g ] dosle dys ey i Ca€a Lotie
ouding by e ) sl LadT Glgiey g Olsiass (Alupdl Llel 2
i G ged AV Gakd e GgEal] dp Bl Jla| wiad LGyl
b gyim) LoVl cleglall Lle yimd Hslaw degame Lgaas ALyl
b o Junds (LalsY) lesledl @l Causss Lle RFC 822 @ladall
HTTP s JIadl 58 L (CRLF D) $505 sl Uyl gy stacad]
Olazill Lo Lulds Lalss (o (9Siy |sg ke \-«A-'ww-uhwd&»d}w
duygys JE20 . gHlin ] Lgang Lsllae Ld Sl llsall (e iayd Legads (2)
Sl @lsYh Subject Lle (ggimi By (To o From ylaw feia o o
O dalina jelaiddl ola o dasde @ell e 33 Y1 LY i gyull sl
Ryl Ll Gy 233 02 ) 142 ¢l 2 Lol Il SMTP ali
djéj_gﬁ e 1o Jéu.u s 3t @l L).Ab‘z!\ ciles (‘To’y ‘From’ Jis
o Te3a Lis Laliynd Sl dewgyil] yslacs J€a i n 2 (SMTP J ixslial
Lgads apydd! Ul

:gﬂ]ﬂ& JJL_u)J Z\_A.u_u_)l” )}Ya.‘_u PR dl:m&vj

From: alice@crepes.fr
To: bob@hamburger.edu
Subject: Searching for the meaning of life.

> 0¥ (ASCI Gipay) Dluyll @ @3 folo plais Lol Holae b
)AS“ ‘:.J._'L'L_u‘ U d.a.:.‘j ‘Subject U % LA_!

telnet serverName 25
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ASCII 4 pis Skl MIME Gif3fulaf
sladal cdbs 2. Lgaross @ GUI Jlapdl dangys Holan wad Laiw
Bl L juy Lie cawd Lls (gole ASCIT (o JluwyY ilss RFC 822
g Ohmady by peiD Ul Jlaylles) saaall daslusil Jilu,!
e Y bl Bgymes) ASCIL e il jus Jad o1 (soasdy
paiiedl Jsoy le camg ASCIL agani i cligiod! JlayY (igrala!
sl Gl Grangs @ Wiyl 2 Lola] dug)s s alaiiul Jull
coyi¥l wpm alslaiel’ lgde 3lays (RFC 20465 RFC 2045 2 ialoY|
sLata YL 489,21l Multipurpose Internet Mail Extensions 'yl ,2¥1 530ata

RFC 822 wladentl et sluial a9 MIME

sadad! dadlgll Sl e sl ielsYl MIME jslaw o s
1ol da el

Content-Type:
Content-Transfer-Encoding:

T Y= QUi 1§ B PN Y B B J:‘I:L.ui\ {a,.x.éﬁ.uh Jus=¢! Content-Type o
JPEG 3y50 e @sim Dlaydl guen of psmiy JEL Jures Sle AL 0)
gl gabiy I Uyl cur s Jediadl apmiadl Jusos) (e
Content- AUl yhaudl JI dalsdl wgaly JPEG daiylay dbgacall Hsuall
Loray 34550 o s ASCI jué o gunidd] Jila QTJ&QS Transfer-Encoding
o G Jeiieadl apiiadl Jugmy ol lin £ (SMTP Lyegin ,<ad ASCII
wpEsill Lanyle I g 3335sk ASCIL digs (e O9Sai Alupll @
oo pent Uluy anxiadl oy elias Leiss lagoay deieiall
2_ Content-Transfer-Encoding ,lacull 4o iﬁﬁ pdieiia Al (oplia A gyl
piian clId sasg (L3 ASCIHL 2 Gl Jesiadl ) Ulapl e Jaga

Al eeus e Lg alatl Gglball @lef ) ¥ ouzid Content-Type jlacul!



CO YN g bt | OISl

190

S IPEG 3550 Jla)l aoys Gudi QT ooyial sama e Sle b gL
lppd gt aydl g‘**-"“-‘-“i‘ Sy el Geaiad Iy Jealy g
ygall 5y (ALl g s g0 sumiy cisd stV wpdl Olgie susds
OF e T oo G il Jumy v e g) Al )l o ]
iy slae] o Gl g Laskie s (32 e il Dyl J] 3 y3all S35
ol T 6 aniiaadl Loy asdy Laaics «Cdusl” oD "Send’ e ,a3
IS 55 o pEmey MIME il

From: alice@crepes.fr

To: bob@hamburger.edu

Subject: Picture of yummy crepe.
MIME-Version: 1.0
Content-Transfer-Encoding: base64
Content-Type: image/jpeg

JPEG )90 dups=i ald i sy of s MIME DOlay e dasd
[RFC 2045] MIME 2. {84031l sosssill Codll usi a9 cbase64 Layla
s . SMTPUgSogigpm ot Ugually culy 7 Joloy ASCII das I Logmull
pideia gy ‘quoted printable ga Jleain¥l 5L 5T augssd gl
B CERWER RS \ﬁj)} Ol 13) sl 8 Jolay ASCII davny Al JLig=d
sl 7 Jelay ASCIH

G s p ol =Ry ﬁ,\i’u.ui\ Jsog Jleainns oy g0 [JE-TRPREIS

Content-Transfer-Encoding: base64
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e Lol U0lydl e Lo Uyl @ psll il 2 6 5y @5 oy
O]

Content-Type: image/jpeg
D13) e IPEG {55 0 o Ayl oo oF J) poimiad | Jusm g £ g2
el Dl I yaunis 1ya Ty . (decompression) eublod| dases ilae

MIME-Version: 1.0

e Lesd DBlayll o7 danY el MIME o] @35 1 plalls it 2l
Uyl Lwrgys ysbase das sgamilly Lyl Zipeal RFC 822 [lias p wlld
Ay e I iy da §5la e

ekl il 1

i U gl slan a3 T gsd HE0b LAET 1] G juade OySaie

e i Uiy askadl el aMiad 553 . Ll SMTP asls (13 oy LS|

2 Received ol 3latby aslsdl agiy MIME; RFC 822 (e diwg)s Hslaw

((from) Dlauyll Juuyi 2001 SMTP asls eaal ylacadl 128 sy ALyl ol

Jediead] asll w3l c3gs (by) DLyl @bl 301 SMTP asls wuly

AT L5l dgmsll wie aimioll Lalaty Ul Alaydl ol 1aaay Al
Al Jem il

Received: from crepes.fr by hamburger.edu; 12 Oct 98 15:27:39 GMT
From: alice@crepes.fr

To: bob@hamburger.edu

Subject: Picture of yummy crepe.

MIME-Version: 1.0

Content-Transfer-Encoding: base64

Content-Type: image/jpeg
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Received olsiall ylan 6Ty 43 Luyds igmnent¥ aupdl Josial oo J<o
Ol T 2 ey ylaiadl 1ag) (6, Y1 gyl sl o) Dlas Il G
Uy of cdasy Lasyg (laslb 1 Dlaydt Jou)d Leaie of 2alad! Jle 5,800
I Ly 43 WLyl O¥ llyg (Received sglaw sae Llinl oyenad 43 sl
Gl 130 JEL s e diaadly oy dl s Laadl 20 SMTP asls e i
esushijp J} 4l J< 4> 5 hamburger.edu gyt oy pols e g
r e o Tas 1B gy g a,-xi?-“u-u-}l‘ Jesmg Loy yay ) ALl ple

Received: from hamburger.edu by sushi.jp; 3 Jul 01 15:30.01 GMT
Received: from crepes.fr by hamburger.edu; 3 Jul 01 15:17:39 GMT

SMTP cibesls piitd 1y51 (huieal | potieieadl kgl Gl Ty gyl yslacs 33
A s e el el ) BLaYL ceasll Leayb 2 Dlayl Lyl Sl
RERRR

e 1 i gl YS9 d-4-2

&433 g ﬁAB ‘;1 u.u:nﬁ oy ‘:JB- O Al )3 SMTP Jos g Laie

i g O Lies Lisymsl Laaldl sda M .G oy Botiw 2 Ul !

o cawaall dlUhy e oy dl fole ey Vd ‘a_s\:’-d\ carne S Jexdl oo 0

s ﬁﬁn Gol cclts M ialat! z_a_.JJa_n o el il ol Jj\ji

g.c.am.u g.aﬁj deliwa 51 4dLm ;.u.u\:. 3\ ¢g.5.1é~m g.c.am.u A._u.u\:ﬁv o]

L2 Layoms Opanieianl| ity lodl anie | colonll le sl (i) Ssbitng
o] daflu gl elimlag Bl sualie e 5,081 Lgia caulydl (4o

(raimidl drls Gl assiadl Juss s Jaad (i) g of ooyl

Ol 310l o2gng . Limal cacalondl i le sl sl 35 g 5Ll anaall e
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ooils SRy sl Gaslio ooy dupdl asls o 2035 Ll ois caniess
Al Gle B g i pals Ol 1B SMTP Jsso559 50 (e Og2)s pol>
YL Saaiey il sy 2 Lels conlondl Gl Gl o comy «uaid
es it 1oy By 1 2 oy 0T S @) ! sl @iy <]
Jismg iale apmioall Jiad @iy e Yooy BTV ekl e sl
P Gl sain Bpalio iy dSal (el dule (le daid IIEEWA{
ARV qf@l! Nepw| ‘AJ\A)‘AJj Jerdd g2 Laq\.sua_ug._xj\j g_b.u.ul‘ Nepw|
Glead H3ge B e iale (09T Gpeniiall allesiol 2 Glahy g3l
(A5 )& ol daals Sliie) fxw cayny

ol auy Ul asslas @l Hladl Hlae¥l 20 25T oY) Les
e skl Jsbs Gle L 3y 20 41 sll Lisye s G ol oa Juyd Lasie
Of oS 138 g o aala 2 SioynestVI wopdl Al glal (gh9 !
s @3l I 8 iibie Ulia )l Jayt sl il Jumg Jams ALy Eaoiomy
Ll SMTP Wio il 2) SMTP aluieicaly clld sy of (Saasy g
iy ey ¥ 5lall 2 il i3 ey (AT ) e (e giEatYl
52 ey Gl e Yo alical sl ool s Iilen Dylsm Jouyll aniial
SMTP Jss=si9m ol eM‘ J=y i 18-2 J2 &l 2. b ge
oy s auEiin @ dlpad wpdl asls I Gensat¥l aydl Al 2o
I i t¥l ! Uiy Sy (SMTP (130552) SMTP Jymgigy couali
M5 e Jum il ga 5Y J ¥ oyl Somishas spa] I gy oy aals
w1 S bl LilEmal (6Tl ol aniiiaall umgd ] (| i ol
Sz -l cgll 2 ] Sy sl 221 oo Gl 3] ZSlell! dgasll e
AjLu ul u&m_\ (ool Lag o Al 20 ‘le oty oyl &Ay o]
Mie) 1yl &g |l pa 2 e 3l I ULyl Jlaos] Dgloma Gl o ol
ol el Cllbs susy N g i ml meay of ot (525 30 U
sae e Ulay Jumyid SMTP jalsl aluasinl Luiiss SMTP Js&ogigyn palil!
SMTP cilesls
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Pepees B e ]
l@’ y s I Envv I | TS
SMTP l l l SMTP . . l ||\E|_§T;3p‘or ﬁ

ALl Lol y Ligneat¥l aupdl oY g gigp 18-2 Jem il

Jiica Joamy Caien V3al0 e 5353d0 saslg dalad ellia el Le st

2 sasmsll il e randll dpuls ol paiidl Jisoy Jish o Jis
Yo g ansidl issg of s Sad e8!l Leus ya5e die auydl anls
Sl Gl Jgramdl 0¥« Jila Il @l Lle Jgeamll SMTP alazi adatiew
ool allas yagn el Jaismy a8y JsSo559p SMTP Len o ddac
Ll 1 s ddl dals Jl g aap aols e Pl ot agpdd Jso5U
SIEN Gl Jedd aluznw¥l Wild syl Jew ) o¥essgispn e due
«(Post Office Protocol--Version 3 (POP3)) ., dl casma JeSogigyd
« (Internet Mail Access Protocol (IMAP)) co,¥! wuyd Jsw sl Js5o4i9 509

HTTP J9= 59,19

f:x_-’;@ q,;m NEUPPRPNES WA mgsﬁsj,m 18-2 Jenidl jazly
‘:MJ ¢ Jaiead] ! Pl JI Lp,i\ ol asls (e aapdl Jait SMTP
el sl sl 1 eyl il Jums oo dupdl Jai) Lt SMTP
adl @als e wapdl Ja1 POP3 (e syl Jgumsll JsSosigy aibeias
el apimiadl Juss s ) Jadied

POP3 JsSg29

b 2 (Bhale gay ol Jpogll Tan sy Yssmgig,s POP3 i)
dacen J9So559yd! Yo . Gel )all Jgug yund aiiees 4a9) RFC 1939 culadadl
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aoiiedl gy mids Lesie Jasdl POP3 Tuy s3pime Lini diduliss fun
e I3 e 110 @3 ke e (aslal) aupdl sl I TCP a5 ((50300)
«(transaction) ddesd! JuaGg ¢ (authorization) Fa=dl :>!,a &My POP3
ool aniiall Loy doyd (33D ¥ Alsydl 2 (update) Eousll
oyt p el Ll (e GamI (59,50 JEm i) Sl Talmg ol
ey £ Il el s e (alend] 30aB) 251 Al L1 e LSy .l
il 5T ciall il Sle Y5 of Lt Aoyl ol oL87 apiiaal) Jusogd
(Gt BB Ao Ll oy e clilaan] Gle Jam i (ol ailedle
pols (Bl Lgiay (POP3 dals gid QUIT ;o1 (ysu3dl jomy 0 day &ausdy
/ ol ey G S5yl oyl

3pa9 ol o9 il | Juo sy Soiuad (iulead] 20ass) Z0GI1 Ayl 2L8T 2
e obly Bl Lea) +OK 1lileime olila] llin . yal J&o Lle astal
L ole alaadl ;o¥1 Ladla ] 55La0 asladl Lgaaieians (opu3ll H1 astaull
Y aan aie Uhas Ggas S AW sl Lgeasians “ERR'y taly
RERORI

Oty o] G2l Tl s (e
user <username>
pass <password>
(110 @3, dais e POP3 asls ao 5 ydilie JLaidU Telnet adsetios of Ty
tdapd! sl el ga mailServer of ayial le AL 1ol (6 pa0 O

telnet mailServer 110
+OK POP3 server ready
user bob

+OK
pass hungry
+OK user successfully logged on

FERR” Una llis ;3 POP3 asls Commead pof Lliss 2 oilasf 13)
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b S ol ¥ ClaT 2 el Abn Wl e Sle syday sl oY
download and ) "Caimy S5 sEa) POP3 Jasiuw sl asiiadl Jusoy
Sl gVl il aqias .(download and keep) "dadimag J5in of (delete
G208 O e aaiiall Jadddl dadd Sle POP3 apsids Jusoy Jid (ra yuacs
Pl ¥ il | Jussy jun) (g "download and delete” dacill 2. cydasil!
list, retr, dele
gl éﬂb 000 0 ot 2 by aand ‘am‘ Ol ooyial Jlhessy
(Al sapdl aslad S5 (05D aadieall Juso el C 58 Eo (AW

: list
: 1498
22912

sretr 1
: (blah blah ...

s dele 1
:retr 2
: (blah blah ...

: dele 2
: quit
: +OK POP3 server signing off

PO O (e (e (2 (O (1 9P I8 R (O 1281 22 2

¢ z 5
J&pﬂu@jﬂ Soydl ﬁ_xblo.n Yﬁiﬁ,\.’i’m&‘ Jusog cdlay Hlgtl (a2
g 5T danY L e Wby JE ol e @ ¢ Bpll 5Lyl (pe

list, retr, dele, quit
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quit ,e¥! 2B as RFC 1939 cladedt! by 2 Zayas yalo¥l sia dius
J.J).J‘ B9dis (30 2_9 1 s«éj Jf»b.u)i‘ d.;\:ud gf,:‘u\.‘i"d‘ 3.\:.).4 POP3 e;b’. d}...\e
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D DB Japen le 53gnl 3ae m oy iy ) sl s Ye
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olb diigas ol e Dlany wgr 13 13 sl W 5)ea Yl oia Lle
2 Lal 3oy s 2 ol 2 JGEI dunls e Lgiel,d sale) Ll |yald &y
day oyl anls Lo Jile 1 ‘:,Ai'u.ui‘ Juss g ey "download-and-keep” dacs
alizl] 33ea ¥ e JSlaydl 51,3 Cigr duas O pfmas Dol oiia 2 . Lgliass
Do oY cdy 2 Tl Le patn & 4dfme 2 Ul goyaie Of (S
el

o Ladadl udd <L8T A e oloslall pasy POP3 asls dadio
R ‘:,\.im.q.u Bl ¢l i Lol iy .Hu*).,.ﬂ paly ‘:}.X."u.u.ni‘ =
6>3Y Lads e ALl e Slasless POP3 sl daiiog ¥ (ynd Colmll e ya]
L el s st Tulae |yiss daceyy Los

IMAP JgSga9

adl lalza G i O S sl Jyosll POP3 Jyssgigp 2
Iy s disoa Less L Leud il 33y uase all duul> e (mail folders)
T ol oanld) Loias By e ol 5T ol o Lgla 5T il ydl Chiam
(Al a2 S5l il 3ga g 1) skl 10a (5al (g5t
sle Jluylly claladl sliyf Jnd) @l JAnl aasiudll deaie Jends
e ¥ s AT il 6 e Ladl Jguo sl (e St auadd! aslsl
Slalal) sLaSY animialell Aoy LT 5250 Y 543 POP3 JySogigp pa (yEmea
gz 5Lyl (a3 Sogad|
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IMAP JsEog39,0 &lamial @3 ¢ Jolall oo Layd s Ussall oda Jad
ey 7 pue «POP3 Jia gyl Jwﬁﬂ JsS=5390 529 «RFC 3501 2 (el
Ulay Jo IMAP asls oy logded Hiea] Liai aigaly sagae oljue dic
Il By wlxay das)S 5 e dﬂ Pl JI Ay Juad beiey calzmay
cra 03l @ i alme ) DLyl U3 aasiaiell (Eagy Wuie (INBOX)
e algl IMAP Jg556i9 0 yogn Jasang clgplo of cidls i 5s1)3 of (b2
2alg¥1 500 e 53 Y il e Syl Jay el Ll el
SUE T - P SV R [ o ol ymed all
sl Al e loslasy IMAP sl dading POP3 oMoy il dan¥ dizas
ete Jem Jiluydls il alad | slosicn IMAP cilads e

e Gl yal g¥1 ey 41 IMAP (555395 (5331 Zall l3ll o
OF e JB s e il )l @iliymns Gle Jpammdly aiial] Jussy)
sty o5 e of Uiyl e dadd Tgsill b le auiadl Jusoy Juamy
Loy 5950 Lesie sugde 53l oda wolya¥l s50ae MIME Dl (e daza
s le) gl ol Al Juo sy cns iumddeia Jlu] daws @l JLasyl
J&» oy gau\.zu.u.l\ e ¥ B Ul olda 2 (Ge yudl Lday ange oy JELI
Mie g5t ad Sl L g Ayglatl J5lowpll 63Lad ooy Baetian 2 S5l
oo IMAP (e e JSo 158 O (5 - soagd lbadl ol L0se @Ml Gle
[IMAP 2007] cssll e a3 axdys e

(Web-Based E-mail) cuad! I3 (o o9 A | |

oSt syl S5y l e S Crantieinl| cpe kel Juys sl
s Zeax (Hotmail) JM:}PJ\ a3 ._ujn Glmdaie D e ayz,gwj
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oy beaie g HTTP 5yl e s dl onny Godiay “&J.‘th.ui‘ Jaug c,__g_ch_
‘:JB O UL.uJJ‘ J.«.u); Codd dﬁ-’*’-‘" & AJLMJJ J}u:j.” =g d.m ‘am
4252 Loie .IMAP 51 POP3 o Y. HTTP uauiy 5 phale d‘ w52 o
dtﬁ Y el auy pals ola U zes SMTP s Y. HTTP UJL oyl ‘a_sb.
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e OF Gy JEL Js e 3y By — el oo — jd o (p5ay
0B Gl et Jeatad o ey ola Cay paill Jlen sl J<o o 0l 9 500l
JEL S e onae Bliw s 31 e daedle L3501 Gydall usl oesm
S 2 550l CSlpunll Juans Alsay) IRS Ulsay 2 sl Jinds
alaled slowd e Y Jolall Bl Lelatin ¥l plecall ald;i alasiol (Gaxill

e ,ol0 Uggead LA @lalgd cland alasin) uld! Jad) i~ 2 M
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CoyBY clipins juad o Ligoay 3yl sy yadl el Lisoay Leliag
cenn.com : fie (hostname) capinll @ul ¢ Cayyaidl Gyl asl Gyb sua
[y il dlg 23 .gala.cs.umass.edu «cis.poly.edu «www.yahoo.com
tlae oo s cileglas Shaad clinall slewl gl Gl pay oulid! Leling
o sl www.eurecom.fr capiall el )L*m oyl isd Lle ailawnll
Y osmt (Luiys 2 Gl e of Jeimdl e Gl Upany ot aldl ey
alaceall clawd (9 C,Toéwamulc s9)e g .clID e sl Jgall Lucaay
Gl ot alga gl Lgimdlae caay Lo (p 2,19 ‘_0»9):-) Lalizes Jlbls
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oo o=yl Jeadll 20 Juaddl pann TP aglie (13L5 (5w
g bl il oo IP Glgie Gssmm OV 5 puad lelss pan Llsla auall
(121.7.106.83 11 JEISs Semd TP Glyie 3ol coll goys oy
255 10 o dydie dylay casmyg dasi AV e coly (5 Jad S
Joms <oraall J) sleaad! (o O indl 555 Lakie 459 aya a3 33 TP olpic
il s 1) B 2 Canall Gl oo yiEals ,360T Lias cilaslen e
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Jeuyll Ol Sy il Jiea] Lime wiloglas Gle Juamd el I S oo
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DN B (0358428 Oladid | 1-5-2

Jundy IP (lgiey capanll @l scapiall jupait onia s llia of sall Lo,

Tl TP cpslic ilgn sl 3hent Jind Laiy oy Upgad Caniall waal il
Zlims Aalill eMLundill oda o 3955 5 eyl oyl @ilyg Jolall
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Cuiy3 <13 DNS silesls 2 5255 dedpe wbly 3ueld (1) 54 DNS allais
S db wilipnell mawn M1y cligbull GEids @¥gsogigpm anl (2) (aya
iz 33ex] le DNS Gilasls Jaxt Lo LLE olls de el culibedl soel 2
DNS 955459, aniung .(Berkeley Internet Name Domain (BIND)) allsi

53 Jiie Lle UDP JgSsgigpm
Lo 63 Y alpdl dads ¥ gsngig s @apbs (e DNS alieion Il 2

Jliass TP fusbic I @lacal! clawi Zex,d FTPy (SMTP, (HTTP g
Gl Lo Capine le Jon oo ashy Losic Giomy Lo jLae¥l 20 25l

www.someschool.edu/index.html
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sl aals G HTTP b il Jla)yl oo capall s <l
Iy @iy aslsdl 12 TP Glgie Lo iz’ﬁ Jas 1 e www.someschool.edu
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o o JEL Jurr oo abodl sLewdl poa 3801 of lasly cons
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relayl.west-coast.enterprise.com
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£558 cnsliall DNS )3 salel ols ciegemd] 2 Vsl zoudl TP olsic
DNS 555 Ll auiiion 35yssll alabal oo ablyll i,
oy obolbs alusiul Gy oS Gl wopdl 2 fogliall
S5l syt Oln i il 1y3 gy o] @l udil 3o
g% aliall sy et 3,bay DNS Jy<539,0 ([Akamai 2007] Jie)
(bl Jemill 1230 gl (6 gims
sac 2. Jaby RFC 10355 RFC 1034 2 DNS Jsosisy Comsi o
cdlee Loy ,dat dasa £l bl slaia b L Jobona . g a1 wladas oulidls
S Sl Gl Ganss LeLaY! alall sad well G Jis
.[Mockapetris 1988; Mockapetris 2005] ésl=u¥19 [Abitz 1993] wlies

(Principles in Practice) _leall alg!1 2 falull

Pl 050y Gy Gapdo e Aol da s il #1519 DNS (Jsag3g 5

HTTP Jie olly 2 dbie coliobtll Lauds oY s2hgigys doi DNS Jscogioy yins
Lot Leud Juaws L0, Laladl o audeiioy 07 (1) 1410 LU clidy «SMTP, FTP,
Filesy Jobad Lol Jaill ¥ g5y Gle aalay 41 (2)y cpala/ 50y slal alazials
e Lalas DNS g5 Calisny g1 Hbad dgmg oo o Endy .aluaill 1,0l Lelsi¥l o DNS
pamedl das Jolay Laads Gad 565 ity apydl lipdsy (a5 (sl
Slipnll slowl Lo ;3 Lasd oy VT — O L) Laud H20 DNS 55ty 6,4l
Syt 2 Ll e, 2 65 el a i) cslidant 3 1oLl TP cplim |
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Olsie | e @l Loyl zlisg capias Gle alddS gy (ap G518 o
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L Launa
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Lty Ylie DNS jiay g3lsll 25 Aaidll e 2 yusall pasill pe il

g_u).uY‘ulc.A.c.)}n‘_abLqu..c.lﬁ Guasd Laen]

909 dua b OLILY BAs LD

poseion b cch0¥l 2 syl awgill b ae DNS &ALLU =
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ole @laall Jeat alilall J& Lo asy DNS sl gpim ¥ eenatll
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com DN|S servers org DNS servers edu DNL servers
| B
yahot|:|.c0m amazc||n‘com pbs.org poly.edu umass.edu
DNS servers DNS servers DNS servers DNS servers DNS servers

DN cilasbid oyl sl cra sy 19-2 Jeml

0‘9):‘3" ¢ L@.;.a.u s Slanladd Y by i || YN PN J.AL.’J PEPIT=" {q.g.cﬂ_g
Jsl & www.amazon.com cauall @u¥ IP Glgie wasd dup DNS gg)y o
C_&Ju Lr"”ﬁ ¢Y51 )..\_an..” olaals ..\}l_n U}-')-” d.xa_u A_JLJ‘ &_)‘J.AY‘ (“-"' Ja_u.u_u

wa b Ogl Juayy @3 com Sle¥! gl 3Ual TLD eilaslsd TP (yolic

b.q:-l -amazon.com e Jgjwun aslad IP loie a5 il s TLD aulasls

IP (lgie poy0 21y amazon.com (e Ugsadl alosladl usl Gl Jas

Cd oda Exdl Ldae LY pammdl Aguw .WWW.Amazon.com carcall @

A e 3ol 3yl LAl Vi Lies aly « isai Jumis (DNS lookup) DNS
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el 20-2 Jssddl s g Adledd! Lssapal 2 Lede T (M LA e
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Ol o s Lgie J& Sl LAl BT e @ by [Root-servers 2007]

o (cluster) de gama e 3)lie Baatl 2 "asls’ Y ols ‘.J_c}j Losls

(security) ;a¥14 (reliability) Lalaie ¥l 5aby Jo i cpa 5 sl calaslsd



Olacda™d) dads 1 AL Juaall
207 -

a. Verisign, Dulles, VA

c. Cogent, Herndon, VA (also Los Angeles)
d. U Maryland College Park, MD

g. US DoD Vienna, VA

h. ARL Aberdeen, MD

e. NASA Mt View, CA i. Verisign, (21 locations)

f. Internet Software C.
Palo Alto, CA ——i. Autonomica, Stockholm
(and 36 other locations) ~_ (plus 28 other locations)

k. RIPE London
(also 16 other locations)

b. USC-ISI Marina del Rey, CA m. WIDE Tokyo
I. ICANN Los Angeles, CA (also Seoul, Paris,
San Franciso)

2007 ale 2 &3m0 DNS cileslnd 2.1yl a5l 20-2 Jm il
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Soiwdl Bl TLD olaesls e ddg3we (Network Solutions)
Soiwdl GUadd TLD @lesls e Educause iss,dy com leV|
edu eV
Ll wlawas LY Lhie 5 Lle cnany ddgswdl DNS clasls o
2055 (apdl @lesla g cagll @lesls fia) coyi¥l Lle aladl Jos sl
S @linill Gl lowd Jigmil ale J€m 8 Jpimsll dgws DNS @5l
Mz Lol el (ol Jjj_u:u DNS asls dadisyg [P aglic
Ja3ll DNS asla Lgwity ya55 o delaill Hlixd of (S .lli DNS
Lelaill paul o S G Liussg el nd| Gl dasst gy (ol
oS (blsa (service providers) dausdl é)éjﬁ o Lj.«.u)
ol dlly alaslad! clhas Lt J95we DNS asls Lle cMeeddl
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Ml Jg5wll DNS ‘a_sb- Bya TLD asls o Lis el glud! LWle 2
ole Iy ‘zb.» Ll \."UM 09 o I sty ol @l ey
DNS asls 05905 Coyay @lly darewy DNS asls dad yay a3 TLD fu\_-;
daala O LoU oyl JEU o Gle ol el ety M1 Jgsadl
@ ud Js ol Lm:ﬂ o=yidly dns.umass.edu e DNS asla LY (uiiigdiguls
JE= e Jagee palsdl Gl oy 4 (ols DNS asls b dasladl aledi (e
dorwugll DNS asls el Lesie Uladl ol 2 il 2 clawall
g2 Bgwd cs.umass.edu o dewl gl Capan (e ;“)L.u.é:u.u‘ dns.umass.edu
J= oe Jojun 9o gl dns.cs.umass.edu I IP (lgie dns.poly.edu ()
o>l DNS asls Jeys @3 cs.umass.edu oo Gl wlapnll slewd
Sl csllall Gl giall c_s); ¢! Jg3d! DNS asls JI Lewsien¥| dns.poly.edu
Dl s2a 2 Ul Canall JI olgiall o900 apd sl =l DNS sl
IDNS Jilasy yiie Jouyd
il S Ladiosd o S 212 Jemadl 2 mapll JELl auiien
oA J.‘.Ui g Hlean ¥ (iterative) Lyl <=3l cl)lean¥ly (recursive)
cdlay dagag 4&,4_)\.4_. olewdinl dns.poly.edu asadl I cis.poly.edu oyl
ablaai (et e Ll olsadl Gle b Juass o asldl e Capnll
.dns.poly.edu | o).inLLA 2903 Lgde sgnydl Jss oY Ll yass Ll B
JEL e e (6515523 T ks DNS Lol 6 ¢55m 0 (e Loyl
w5 Le sale Lilee .l Lolss DNS el ybeniiinl dlules 22-2 il mis gy
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oy 3 (5555 iy Lndtea 1 By Lo ¢ Luaals lndl DNS sl I Ll
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Gl DNS (lusy sie (aasly palill ey Julin o) amy 5] auls
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e Uyie JBULTP lyie s ol el e gl abiladl 255 any 13]
sy 0f oo ¢Caurall el (il asladl s shediol Jis 55 DNS asls
il ol e Jaeall Al 58 s @ 31 i castlall P (lpias asll
ple Tl caed L1 AL IP (aslic s Leilew] o dailally culagoall ¥y
333 DNS alasls ls (LJ&-_.LALZ:’.S Ouobiadl aazd ‘)J'a.v) ALY
(oyases LILE 3053) fiwns 5,58 das 5Luell e slal

dns.poly.edu Jlew o au,m apricot.poly.edu carina o oyl Jlassy
Ut eile b say 7 (oyisl clId e 59Me .ocnn.com caadll TP Glgic e
e sl VL kiwi.poly.edu Sie clics’ Llss dasls (e, Ciuine ash
OS5 3Ll 3l aludinl pe dwdd capnll @l e dns.poly.edu
Sl el ‘J}ﬂ cnn.com J IP lgic glo)) e b;\_o. AL DNS asls
Sy (5> Y| DNS clasls e ST oo oladiead daladl o yudill
A3l zess Lea TLD @laslad IP (pglic (5o oof d! DNS aslind L
Gaomy Lo 138 9) jLeuiinl Alialis 2 &y0ll DNS @ilesls lasiy Lkl DNS
(Ola¥ leie

DNS il yg & Sl 3-5-2

(ic35ll DNS wlily sucls Lo L2 0553 Allg) DNS cilasls o33
M=l U 2 Loy (Resource Records (RRs)) s,lall M= oyt
3y Ulay J= Jasd HLLLANIP Hlgic g cawnll @.u\uul.a Gyl lly il
dale 3ydn auly g1 ety eyl s 2 il 5SS o \4;.\3 )l%,.uDNS
oo AT Juold Gle Jpaxdl (5mayy (DNS fil)s cdlmw e Aoy
[RFC 1034; RFC 1035] DNS J¢> oladaill olills oya of [Abitz 1993]

Pl g dany ¥ e ysll Jomw (95
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Jm.ul‘dmuiwu.m_sm}mj 4_0}1‘@)441‘ TTLJ.a_‘»J‘J.m_v
deliag TTL Jas Lilead o L Lgoad S Wl 2 Ll 5,510 e

tob s Type Jax iaid Jle Value Jaxtlg Name Jaxt| s

@l Name Ja>Il Lo S A5uiad « A = Type iad colss |3
¥ LLLL TP Glgie Value Jastl dad fidd Lein ol
Olsie s Cpall wanl (o Leasliall aallall A 55 oo Sl lany 1200y
reem el (e g9l 10 Jlessy .y LLI TP
(relayl.bar.foo.com, 145.37.93.126, A)
Jia) By @ul Jiad Name JasIl de@ ol NS = Type dai® cilss 3]
las e Jgsedl DNS asls el Jisd Value Jaxtl i3y (foo.com
iy 2 alapndl [P fpslie Gle Juasy oy (om0l BUaI
il 2 DNS alyladiul 4o s sale¥ Jowd! 12a alitiw) Gladl
ol 1 Jlassy . Lleain)
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! Jisd Name JasI ied ol CNAME = Type i cilss 13|
oS Value Jas 2,500 illy capasl] d_u_‘ ¥ Sioilall capaall
Lo e @ Sgilall @l e Sl \3) J=dl 10 ey ol
el 1yt Sy
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¥l Jied Name Ja> iad ola MX = Type Ja> iad cilss (3]
Value Jax 2. seaoll capnddl Jiadl @b agydl aslsd igilall
sl 1y Jlhessy
(foo.com, mail.bar.foo.com, MX)
Slicne clewd ave oy 5yl slond slhacl MX ez mawd
PRE S Of oS MX el Jleainls a0T das¥ ooy dl calesls
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aalx i) o>V Lglasls us Yy oy dl aal Ladl ¥ udh im0, 4

A aslell Gglal @udl e Jgaxlly (MX Jomw e DNS (5)
\A‘ ( L‘xl‘ 4_')&‘) iA &9_1.” O M&u L«‘u‘ u.sua.u .J..aﬁ Jj}.«.ui‘ fa)\:..”
NS &}J\ R )La-_u Ol d3lo causll ‘Q.u‘ O yﬁ}-‘-“-“u—"‘:‘-‘ ‘:_S\:-J‘ R
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IP ylgie s A 530l (e Sbmes Linai edu Glaiy (oLl TLD asls fyeiieuns
JEL Jeew Lo dns.umass.edu clBlhail clowt asls @l Lt
(dns.umass.edu, 128.119.40.111, A)

DNS Jitwy

(3,0s sleaiie¥l iwladl DNS Jilay J1 eyadl s 2 Lla U,
By e s o Less DNS Jilsy 1537 i Oloums!l olesill Lea oolinas
232 JE il 2 s pe 58 Less Dirall (udd Legd 3,005 st

: ol Lo DNS iy 2 Labiel! Jgamll ilas Gails

0330 (s Gy Ryl slane el 2yadl by 12 J5f e

S (identifier) i yyat @3y sa Jo¥I Ja ol Jsdadl e lauc
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Gy Gle 3yl Wlay 2 Cayall 1is s L 16 ope 9y sludion¥l
Al L Lalaky 3l 353,00 oy (505l e Lee «yLoaizea
ANVl sy aMe ¥ Jas 2 (flags) aMe ¥l (o sue ua g - Lebul
ST g (5 Doy e 1y ladind Dlay i 0) Byl g55 I
Gl ol @il e Joseall asladl g askadl of JI ol Dl 2
Leaie 1 (recursion) alidl el @le i o9t die Hludin
Coxdly DNS sl agdy of 2 (DNS asls o1 cawne) gl oy
oo asBl Ol 1305 il Cosliall Jmadl 3gmg anie Dla 2 asll
o L ay0 Ay 2 @il iy 21 el iy 45l kil ol
LB (e @uid Jm ol 1 Loie eyl Join DT Ll Zeusgyall

A3 @) (flags) adhei ‘
elylewsin¥ sue LVl 3 yell ey sue L ;\:‘:’l-."‘2

Ug5eall calaslsll 3yell Mo w S0 Lol 5ysll ez e

(ayall e in (pa il Sue)

Ll e syl (e 2 5500l el
(2ysk! oMo iu o yudtia due)
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(ayell e iu (pa il Sie)
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(28l Mo is (ya pidiia due)
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sladiadl e @lagles Sle (question section) "Jlgadl @ad’ (ggim
@Y Gle Ggimg Name' Jas (1) :ewdll 1da feaby coslall
e cssllall Lk g5 1 ey "Type’ i () cie yeiical
SBLL syl asls 5T (A gl o HBLL Gl olsie JEU e
AMX g 5dl) @
e (answer section) ") @u®’ ggimy (DNS asls e 5y ULy 20 o
JEo 2 o gy 5T 52005 Jo ¥ 2 die yadiialdl @ud 5505l edla
((MX (CNAME (NS (A JUl e lo) gsill Ja> 3yp0 Joas
o dadadl Iy a )3 O (5o TTL jeall 5550y ciagall Jas
4 H9Eay of oSy cauall euwl O¥ (Glsadl 20 (RR) 5)sll el
Lidl Legs 5y,enll cusll cilesls Ula 2 Legs) IP ouglic suc
(ool s 2 Ll
alaslsl edew e (authority section) "idgiidl @l goimy o
&> (authoritative servers) dJgzcal!
> ez Sle (additional section) "2LYl @udll Gyimy
MX jlewiin¥ 301 Alay 2 3y s gsim JEU Jurow e e Lie
$5im Lo oyl sl il Gl el s 3550 o e
Gl @u¥ P lsic sl A gill ga Joma ole 2L2Y1 el
sl sl Sigilall
I dele Jaxs Gl Cainll (a3 piils DNS leaiioa] sy Juuss i
cnslookup Emdl malip alusbinly Uggun U alall i Sae SDNS anls
gl ol Hgadg Caran (se Mis . uminng 9y 5pen] class Gle ol
Ll dbluwn <l @iy «nslookup zebi gl g (command prompt) yalg¥
asls f JI DNS Hlawdinl Jouy3 of y5sas gelipd! sle il aay .nslookup
DNS asls oo 3l Allay adiad sy (Jsjens 57 «TLD 5i «,an) DNS
pidl Gle Jean J52iy) 0,01 2 el el ol 31T (o s
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O e (ol cliins (ya nslookup e d) 3107 Juadad Jiousss (d5:1,3
e ol ahal alazialy G mews U1 agaadl sl aBlge usi 5933
Gl il cogll A5m0d Lle G Wyme 5T 2 "nslookup’ Cass| dada)

(2l el s

DNS Obily 5Aeld o &Y JI53f

abilo sueld o eMrw gl il Lo Lle Ll a8 oy,
Al 2 @bl sueld 20 el el cdssi caussy Jslud a3y «DNS
LT el aytal e Il Slos 2 Gl 33 fudas JI i Lics §053)
Ol s Ul ouyy3 si Jof ole (Utopia il ewd Sgun iS4
d;-_u.lb .(registrars) u:\_\ml! a1 gt networkutopia.com FUaill @uul Joe o
JB e dalazinl aue D) GUaill @l 2,85 (e Gamill asdy Hlad Ol 5o
Less) DNS obly sueld JI cllad! clowl Bls] cBissy (a0 ig>
Ol 1999 ale J3 ailens blaa dagews pof ydad clidg (aay Legd bl
e sle=isl Lpd olesy (Network Solutions dss i ga uus gl Sl
‘;»3_\;“1‘ e uaadl Gllia ¥ ==ty corg net ccom el Je s
Tl slae¥ly eleadl cimYl i5myd asdly 5L Gle oyl
w1 (Internet Corporation for Assigned Names and Numbers (ICANN))
sl Gle cpaaiall olmidly dbles 8B aas gpastall oaled
.http://www.internic.net

L;::'T gl L Joeca = networkutopia.com Blaill @ul Jomud Lasic
sl Lgililly Ll DNS laslad IP pslic s elaadl ol g3y
i P aglic g sLe¥1 (T ()38

dnsl.networkutopia.com
dns2.networkutopia.com
212.212.212.1
212.212.212.2
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e il 0B A g5 e 53T NS g5 (e Smas 0 (e Sl Sl s
¢

Odgsedl sl pda e J&d clUdy ccom Sl TED  aslasls

pogaz DNS alld I odlill cnleaddl JBoly Jmedl asiy «ogamillg

:networkutopia.com ZUaill Ll Jg5eull PRIENY

(networkutopia.com, dnsl.networkutopia.com, NS)
(dnsl.networkutopia.com, 212.212.212.1, A)

Cosll @l A gl e Jmn LBlal e assll Liai e
aodl a5 MX gl e b2y wWww.networkutopia.com
cols coyd eyl Ugswd! DNS wlesls  J! mail.networkutopia.com
Gala oye JEL U le) &0l5 &30y daviad DNS closls e L J€s aligine
DNS allss JI UPDATE L Cauin i 1ys s (alaill e oslaels asis g
iGiylay DNS Bl Bayb e @lbild! sueld o il i dalsVl Flewl
RFC 2136 2 DNS allail ,nrelindl hosill Cansss amsss dusmgabios

.RFC 3007,

t050 55k Hsged! g Oy (sl Ul 5 e o Lgi Y b yman
DNS oo Liidlie @i Lies Ledlipe ] Gigent¥ dpydl Jlals 260,
DN (e olialsd Lo 2533 2 Linsl ulsY1 e deliey ilasl o4a domas L0

casll Emio el bl Wil 2 el ol ap

iz!ﬂ lgsona Juuprws ola cdy 2 LE3L ks .www.networkutopia.com
asliny Lokl DNS asls Jesiees cll3 say .l DNS asls JI DNS Litl
a3l Ll DNS sl Jusiy oof Lisaf cam) com Gllaill e Jgpuadl TLD
d9>ge pe com Blaidl e Josud! TLD asls plgie glss 13] ()21 DNS
£330l cra T3 NS gsill e Jomaw e 108 TLD aslas ggimy Gl 3,510
Jeo I edbaadl @i Js) e Sl 05l Gon Ll Lo ye Legs A
AdI DNS @31 T35 com 3Uaill TLD asl Juuya . com GUaill TLD cilesl
I DNS Luuiiaal okl DNS a3l Jouys @ onlmaall e (s5im Gl s
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-www.networkutopia.com J ;LI A g4l tre Jomew e JLew 212.212.212.1
(212212714 431 (a3 csllall cosll aslad IP olyie ol 138 lasy
ol giaia To O Eas udl Capine J] Lkl DNS asls aluy 21
iluogill Lle HTTP b Juuyg 212.212.71.4 Caiall J) TCP ilungs oY1
Gl o3 Lee yigmy el eyl ullstn Gla gym Le 0ld 63 Lasg

Yl s’ e

(Focus on Security) ;¥ ;e 300

(DNS 2 0¥l ol ,i) DNS Caas dolis

of e ¥ G eyt L] Los 3l @lisesdl aal s DNS of Ly,
58 aslall Jlsely i amal dally cosll Jie Lalyll Sslosddl o agutall ity JosS
2 Levawaie Lasidl e o oof Iplasia DNS s 8 SDNS e agagdl o causo
Sy ¥l olandas (e pisall Jlass
Loadl comat 551l a)dl il Glingd agma s ol eyl Le Jy
ole .DNS @lasls s (6-1 <581 ,I84)) (Distributed Denial of Service (DDoS))
DNS @ilasls ga gl J= Jlad (e Jues Jles] @arles Jolom oF o5 JEL S
G Lol 2Lyl DNS @l loaitonl oo suiadl 1 3y pudaion ¥ oo Ly0ml
JoVI (o ypin/ 536l 21 2 4,3a0| DNS el ws pealy 3lad e agomdl 12a fia
e Jila 0= JLiyY (botnet) cigigyll ismrd aliieiuls pen Lol ala el (2002 e
Sy bl yfie B &yindl DNS losls g Jo | piell ICMP L,
(P @bl @las g (e Lol ¢ 1631 Ll c2 03 0T QY1 s St ol I Juadl| 2. TCMP
Gills sl e e Lo JBT ilus] 2 Sl palsll agm ! 138 Cons damdl oyium)
I 0331 i 53 2 el lons @ pid (iBYI aptiniuse (oo sl Ly S0
(packet filters) a3l cil=diyes dwma colss Lgie apaall oF ¥ L)yiadl cleslsd]
Sl Gle @l se b iadl clests gmi il gill ICMP luy J&o pil iglls
DNS cilosls gl dadiod ells le 353ke ande Jads Jasdl 2 Lpandl closls]
Sheaiid¥! fulend pase Les (TLD) Lle¥1 gsiaall Glad bostad TP gsbing dulanll
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oY T2 4 ,aad DNS clesls gl

Gyl BlaS eilasls wus DDOS agma (i g8 idlan JBasl (ssay 1B 5T ag=a

e Bils ass Jluples conlasladl el DNS ol jlewdinl oo Joow Jlasybs (TLD) eI

iy Osfare com Ll eVl goadl elesls J& JI DNS ol jlewdil

s jolod pEmas ¥ clliesy Lgas s DNS wlasls | igagll DNS @ Lo

O dmll e 5t Liad| DNS cilesls jolad Las @i Gl Uggend! iy cslaslind!
AL DNS cilasls 2 50me 3,503 alamianls age ! 10a Jie 50

man-in-the=) "dacugll 2 Ja )" agms 2 Sia )31 3 ylas DNS Lox Lga p5mell e
e agma 2 g ddje 41.33;) > wlawall e @bl @ ledl (o, (middle
2as3t) etomadl Gy #ny 2uily DNS asls ) idije cilila] ealell Jusys DNS
g padeocs gl JUU S e ailem ! el Janus of s slill 45,5505 )
Sl 5aall cdbad oo Gudatdl Lo clem ) 0060 D pay @aalgall cosll pB5e
.[Skoudis 2006] clestdl Gis of a3 31 ol el

Leily 513 u> 2 DNS dass ,le Logma (ud 415t ala 457 DNS aga lling
JE S o) ugions Caninn L DDOS ayms a8 DNS I dgmdll Ll Sl
I DNS eljluniianl @algll Juys agmdl 12s 2 (ulinalad ig3eat¥l syl asls
agiall Gruinell Jigdie souae Olsic ke J€mu Uasell DNS cilosls oo sl
of Bas¥) Gaugiadl Gaall JIsyalee D52 ¥ Jlaply DNS cilasls agiin M
lledia Juesis el 13 Gl L 2 Hlediil @ Juuyn @ Bugiea| cauall
Le 589) SLeadiu¥l cpe (@b} e 2 sy yil 30 Jihony e 19 S
O daial Ayl Budl ey o (S ULl ol as ((amplification) eueinills aw
I el e i¥l alen ) b Jio zlo oF Y] Aol bl jgpe 480y alane s
.[Mirkovic 2005] ;31 3> 13same J13 Le DNS (i

‘dotﬁ\‘_,:’o-.om Slez Gl fin do e 4503 codi ud DNS o Jeall Loy
Loulemanl Ol dl o wllis cilss i ~£9 «DNS Zaus d3,c 2 po=d =iy
DNS eslastad Cwlil) slae YW LY guaill fyeaal opsaly dea Ll
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(Peer-to-Peer Applications) yUadl Cldcdad 6-2

plaziol Gubill cual (5 ale Js=dn O 1-1-2 ¢t 2 Lyeod
e aiad Eyplans T aluiials T wala/ 03 asede e weisd fylans i
Juaall 10a 2 ¥ i Lalids Gl @lagdaill S ankins S UAT) A sgan
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Ty el Lobed @35 il liadad B9 el 108 2 Jolinh Chyeus
G ey sias e als G5 o 4 (LAl mads oo Jo¥I Gaudantl . Slia|
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Cals g5 59 ¥ (lun b Badad Al yuy AU Ly pe Ll Tuld
D3Emy 93 (SUaLD) clipall ge yuss sue J| aemy asls e mmadl uss



CO YN g bt | OISl
222

(patch) @uayd o7 «(Linux) pussi¥ Jadd allsd e supus el U e
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oo danl gl coddl ol dintia O dadadl as gy Lalia LeLe3 BitTorrent Jssogg
self-) awgill Sle 451001 5 y0at ‘251 samaiow syl 1o 2 HTTP JsSogig
oan amin Laaay calalll adel Gl 20 AU Lud dggun (scalability
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(mini-index) "1 yias"
i Y ceiadl s Llas 2 oliaalh o] 6)5“')1‘ u*’)-é-"-” Lyl
o> 2 dag Leosaley cgole b ga Lily (Lujne Lasls jluell pal
Obe Al e o3lily Slies sl J5 Jhe Lo By sl py> ol i
laa Zoat Logmle Jsmd yulas Y oyl gl LS e ampw Gl
il oyt TCP cdlo s Lein Legd 33kiadl AL dasys sedl!
Sl ) @lladiad! 33kl 50Tl Jays of oo 1igss . Leio il
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Sgazma Gl st Gleail V! gliaal dgline 5l sl 5 yeladl 53kl
33kl Sl o Lo Y1 dssgadl Ja s @i St

Jeye < (keywords) Ldds clelss alusinls oo sl pa] yudad woyn Lesie
IP pobiny Sliall pubaill 3,0d . iedl oy J1 colelestl Glls oyacnty |yloniicl
“lli ae (descriptors) Lgilamge 3olen clale @gud culdl LY o 5UAY
Sliell putaill Jewp a3 (Slalll Ll (identifiers) culayas pe) Zuld ol calel<s]
A 1] Epglntl 6531 33lell 3l a3 51l ) Lonai 5 Lewiiaa¥|
contdl s Lis¥ 1 05t TP cypglins Liml 3y aild ¢ jleaiica¥l 12a Jia yoloma pubas
2. wsmall Goplall ledl AUATN e g0l ol dilas olals @guud
AeloYl iea Al

Pl adall il ase Lalo Y elesill oyl el Jit
sEmtd 33lies LSlaiss gV @ludll @l STl e Juld sie s
2 =il 2 moge 9o e (dploV dss Al Ay ] (top tier) Llall dadall
Gnutella puea’ 2 L) Jladl sgame Hladin¥l plingd ae )Lk .29
sae pa Glladl Gamay LaloY) alssiall Laydl cueadll e (GloY!
laia¥l ygpa dmpa (e Aoy Lran alsi Ogd LUl (e lan yuss
.[Liang 2005]

P A il 2 laslall e omal] L8BL g o Jib
Distributed (DHT)) @yl\ Ol Jgadt ade 3lay (a7 Lq_n LQ-LA-AAJ)LLA.I)L'
[Stoica 2001; Rowstron 2001; Ratnasamy 2001; Zhao 2004, (Hash Table
@mgi\ I3 dawnedl dialdl ol .Maymounkov 2002; Garces-Erce 2003]
).m_l_‘_u).gsDHT S of La e luest .olient) ‘,\.mdlzn ol &
Al e (2) LgaBlsay Ll aliyds oo Lo day Leled g5350ya
iS5y (e o yae e aldsl o (Tadl Eo e) alll pBl5e S5 wpaiy
2 aniiie 58y «imdl dapmll 2 1yuss Leleial DHT (3Y 13y . comdlype
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eMule ALall olalll is)lin Gubs e LQW ‘GP Jiey 1y Overnet
.[Liang 2006]

(Skype) oulSu alddiluly S0 fOY 1 pe pLAL LaILAY| JLad¥ | : Al dulys 3-6-2

Com Huss Jdn alumidl Bla PUS Geds colsna e
ST 4 shnie paiids e 26LE I dasas (30 Olen 31 LT ity
Speal O hmYl e Lala JLal eak say 4l I DLeYly ik
Glll cenlol (ye Ll JLat¥! less auds 360 «(PC-10-PO) conlanl
«(Phone-to-PC)  ewal=ll il ! e aildl JLai¥ly  «(PC-to-Phone)
s ol gl al® (PC-10-PC) owulondl 33T s saonsdl] il paipa
2.6 Llia 2005 ale eBay «5)iil udy Kazaay FastTrack |gn ol A ESAY
o¥93 sl

by chela¥l Gyl e sae B AN @liE Colia auiiy
aos ol G wlagledl 20 SUaill alaiial pSse duss &) Jssd
JLai¥l pla cdyysall Al ll ae Jlndl g Lass Selalll dss )l 6}@.11
cda 2 Y ety Sl allsy Jo¥l 2 ga PC-to-PC iyl je ailtl
sl 2 piany o I HAT inesy) crsimiaall (oo 1551 Jumty Galal
o Otage ot sl Ul sl Loyt i colsa (2l auas|

NAT J1 5Ll g avieiod | pdye s

Jes Lo DYy canls Tytale i3 L ol Syl

o2l ey by e |yl 5,50 (pEmmilly cgunl 23 ALy 11 Calemy 3P
o Sluldll @lubs oo saes @ ool Cosll gge Pl e olld o
[Baset 2006; Guha 2006; Chen 2006; LA}A.C colsmw Jon s s Ll
Skype 2 Al @l (FastTrack pa JL! o Lassy .Suh 2006; Ren 2006]
sl o7 Slies yulaiss Huns pdad JSog Lplo ¥l issall caps iyt 2
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oy Lesde 33liell Sl le ghga upedll 10ay «(2BLLI aldyis) il
dpaeid 55kl upgall 2 Lepd Skype (50) G Bgud gy Doslma e
562 (proprietary) Lsls Lissls 93 calssn allad ¥y s NP Olsic
Lo Legs OF oo ol (53ln0l AUaill e (yupgdll olaty Capn sy ¥ Ll
Ja> ileizme DHT ciloddass e

Jas! (Skype Relays) calem edla yo 2 Lingl H3Uaill olias alinad
SLeiys o sl a5 BT elsmall 2 slaeall gy (ells) ol
lease O3 sale) "drge’ UM e com¥l Vil il olesad
oo colgrge Lesss e sl il 2 ol sl sl (st
Network Address (NAT)) is=dldl (aglic @ayie dile Gl Le ssle (o
gl L Js= ol Jedll 20 Junsdly NAT uyad 4wy (Translator
StV ety (o byl Asm il 75la e Lawins pies NAT () 4 Lis didyal
IM> e bl pras &l s s 1] Lyl A il (e caias pa
o1y o105 Gl Leaunt pubaion ¥ Co U iie Wlligh (NAT Legad colss
ool Jleaia¥l of ¥ Slimice JLai¥l po LIl 3T pamall
J=dn d=ddl sda > (relays) «;'Mi.)i\j (super peers) &3lied! SUal
éjk_.; el Sl ua ¥ Chwd Jlai¥l udl Jus Leie 4 ()il 451,
sl Olsie ey OF Oliadl Laydad pe Lads Tus o Gl aedaiess NAT
| e Ty (Lliie il s e Tas Gl cladadl (a8, NAT
S sl udh Sy il 03 e aEmsd Jilay Jalis liell Layudaily
Moy ily Gliell Laydad jland (g Balme Gadl wyd Lesic s 0¥ g
oo daslall sgenlly g Hlas by Iyt asdy M1y Gliadl gy sudad 0900
lies s ol3lekl ohudaidl Sl ¢ uadl Dbl sgeidl Cigs Jud 130 .l
529 ol O Ll U5 wiaglsg 055 (ol ade 3llay) NAT gl Bty
ol )3 o e JLat¥ e g Gl 013001 Olpudatll plases SSuie
cissl llg) Alice-to-relay iluo sl le Ja 11 JI @suall @lbile oy
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1) relay-to-Bob iluw sl e a5yl el oyl st @3 (o ¢ (LT Ji2
oS lall ol 2 T J igo e 01 3205 g ) (sn b (e i
Jyraxdl 2. Gudly g ey Aapylall odguy .onile Juo il iluo 93 (sl Sle
Jiaa OF Leaand (e ¥ il 02 )b Jl )b (e cllall Cos o5 e
o - doldl LAN fdsdl o¥lai¥l sl )l e Lajli] @ dads
SUATL (G355 G ¢ ,SUAMI ¥ Tum 53l eeeatll 3l sl
b pitas Leig (o yilly s ygill losings) )33 Luady llad cilens
Gilsy Ll Jeemiss) il apsiadl cles 4l cdgll 2 Lews

U AL (e 2Ll (Yl

Gl Gam lam LAY pulyy el dym] Gubd coldan e

ity el il o omeniiadl e ol @lpde Jedil aless
Slalell LA Afm)lie J] BLEYL ccalsand Guane e LG
ALl (6olanll muentl] agma ol Sala] (olly 13 duysall el s cuslly
sl eyl el w3 of 4 o @ @l el Glly cn
O osselal T GEM ool ke Ll Lajuslas @3 all penstll aesloly
il gl o 530U JEI1ED) Y] culindanl 1em adl Lo yass Sl culea
I (o) bl elas s Beisll s 520l Jailly «(UDP I3 ¢a) bl
dgiallyg «(socket programming interface) (ywlall dseyn dgalgg (TCP
23 (3 Y @leasdl e Loyl g «(DNS) wlalbill slewi Jdsg «(addressing)
W Js oY Ty aliadatll o YY1 gl plewll Loles Ll cadi
e¥gEngign Loy e bl Glaadl mp¥) clidall Bsd Jead @lagbal
sagia udaid sudad of "asla/ 05y el skl dadd Clla Lgils iyl
Louiy laclall el HLasl Gl acla Les iyl Zeai¥l lo aniied

AL o)
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TCP JgS559) puilin dx4 33 7-2
Les cieldl ismpadl olaghs e laae Libsyaiel o awy o
sl laa 2 30l 2 dsmadl clagd palp (A5S as adsal

i I 25l 2y (TCP Jsfmgign adiiad oliuls paly (ifain
UDP Jy55559 5 padies eslapdas mal o

e 79 (e (95 dssil) cilandal e daaall OF 1-2 & 31 uﬁ)&,\:
opalizea ond b grallas Gle (g T sl malipng O geliyn — el
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ookt e Late 3 Lyally (ulall I LBl Gob ge Legi Lo liskeal!
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SOy aalsd!

(k) Js5o559 0 Hline Gl o0 A il iy (e pless ua g
Of G Gualaddl 12079 (RFCs) eladed! ellbs 2 JBL Jow Lo Cayas
aladall clls Lgday U1 e lsall as Gga3dly palsdl Gmalipg (e Js 3al5
o5l ol Liasd 0sopll mebine 03Zms Of ofmer JBU Jew le
b 2 sty Jemdy Cyally 3-2 syandl 2 olilglis g21) FTP Jy<msigyd
Wit aslindl geliye (3Ema of Emes dauyball Gudiyy «(REC 959 claylall
(RFC 959 ciladatl] (lls 2 sy Jemdy Longl ially) FTP sl il
AT slae cassy (sl malipd Ajféﬂ il gysha sai cass by
g Lliny RFC elgd (sl Mes adly caslsdl maliyd spsatl Jaiius
ey idodl 25 Gl Leguinas o Jalail e cypald Glmalipdl ggsas
Caysla ally walinlls 05030l ety ot Yl gl Aol culidas (ye o
(s palng Firefox pamie Jualy JBL Jurw Gle onliis yslas Ji3 oo
Sl Like (Gaaid ol Slen le 352 50) FTP (505 galips Jomh 57 < Apache
Com (RFC 2 Lyas Yysogisy asls 5f (igs ulay Lactic (TP ussi¥ asls
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2 Lanl 2Ll Ayl b)) JsSeggndl el el 6B alasil
Gealatt 3 g ol (CIEN Jumill B ] Jeainy lasd By ¢ 1-2 53l
Golgn ¥ DIl sia 29 (proprietary) dwls isals o3 Gudat ga s il
o 529 0all 09939 aall el S (e puicd | ilagbaill dads Jss539 50
055 0323015 oLl el s 5kt i Ll 5352 50 il bl
Y sseall 0¥ Ll oaly gl 2 cagm L le dlals 5yba 3l
etkiey 1o (public-domain protocol) dale Lusmla 13 9504590 Gl
ey Gedanll Glls pe Jalaill dismes (AT 5550 jshat (9,31 (ysliis (yg)slas
T i Ty sl Sslall g of com ols Lssle (63 Guulad sk
ladall bl 2 255ally 5 sell 2L als)]

Gl usla 2 Tyl LU 5L g I ey eyondl 120 2
Jons o' 9o sulall Lalii oF cem G @al ol o ol “asla/ gy
JsEo3s5s Ol yE025 "SUDP Jseagisys e 51 TCP Jssogisy Lo Gudadl
(reliable byte- wbilodl wluld &4isll Gocll g yxe 3Ld 8419 luosss TCP
Jipng Slus i ;a8 UDP Jeogigp Lal .onad b (nallsy oy stream channel)
Sl Lep ables f osm a1 JI 25k allsi e Aliiae @bl a2
o 3L

29 (TCP JsSosigym cle Jary oy 523 Geabad sshaion el 1ia 2

Byy UDP JsSogigy Glo Jom dan ) galin skt AN o3
Of pEmell e Gles & @y lals Lmayd! Gl Aol galydl ol iagss
casnd olagtall (Y Lals 3 Uyusl Lasat (CHt 4o of C bl sgeatl cassy
2 o1 st dasd Bla 1l ped L el Joniny caal g le Lot
DS fgre o Sl papiell dmed 58 g Sl S5 el 255
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[Donahoo 2001; C &l asla/(yss) cilagdas Lma yo cnlaigll e 1580 su aal s
.Stevens 1997; Frost 1994; Kurose 1996]

TCP yuilia dope o 1-7-2

Lass Juat dalies clauls Lle 260 aldead! of 122 ojadl 2 Ly
Guidey codl LS Ldee (s of Lildy pulall JI Blepd! Jlusb e
Dliey gl i) 30-2 JEaill 2 minge 3o Lasog candl @b Hlliy duleal
J Gle Al slan malipdl jslaly TCP Jssasigpy uleall o Ll
ey b d Gad o5y el e olagdadll b Cols Gle
Lany dows e 5 uBll db g5y SRSV Llad) (udll e Jadl b Cils
@z=>lly (buffer) L3310 5,1l LundY| @xIles TCP Jysogignd ol sl
(TCP wlily iakast a3y

ﬁ.)L& j? auna
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TCP sl sk oo cslilead! Jluas! 30-2 J<m il
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Y ¥yl o bty ay ¢ Lrals sl sm o cam (As¥1 Os03l Ll



Olacdail) Adde 1 ALS) Juadll
247 .

of S Vs 0950 Of aulad ((dormant) Sels. Al mali o (550 Oy
S 55 3Ll el o 6l 9mn ooF oo Ll . JLai¥1 sty 003031 e Jlou
e 355 (593 Tulas (e IV JLaiT (s (i (o 3] 23y9) |
s uida ¢ b’y Tlee ¢ ey’ o LU alasiul Sblie | Caae
Ml oy e @b &1 e sV sl Jlail J1 Bl

Lo si ol lee Ta OF S (UGS sl igdee 95 Lotie
Lo O30y cobais Latie . Gude oLiily 0930l aliy 2 @i 122y aslsdl J] TCP
Olpie ey G19) 4o JLat¥ @iaes G walil dulee (ylgie oy ¢ Loaiie
palin 2 Ludll sLad| symary (oLl Gulee daie @By sl Capsl TP
(siuhrg (3-way handshaking) L85 dxalas s i (50)ll B TCP asdy ¢3!
e Jadl Ak 2 Easd Al AU dxdlall of sl J] TCP dlus g
053305 a2l el Lol 445 e

A bl ool G e g3l e 33 283 dlial) <L
(‘_x.m.u Lu.\.a.n $JL) \m_x.x hb G gyl aladl e’ Ledie
g5 e I 58 oyl Gl alglin A1 JBL 2 a3l A Guyesy
e e L Gay Byl Leaiey .welcomeSocket ade 3latg ServerSoeket
LL. ‘s dly cwelcomeSocket.accept() dadsgll maliyd! ediw ol
053 et (00 TCP o5 urcas Aaluall oo dulgh 20050300 s
gl bl Gandie ) ediies Taebas 01 cray gl asll Guide
JE=ddl 2 i 9o ulall oday (connection socket) asladl dlis 63 (uides
31-2

sl ouitie s Lyl Lyl TCP il s Jiad Gaabadll staie oo

Sl ibliel ool ospll Ldee Juyd OF oo @bl dluoss b

L ilee I dlall 2 JuyT cgls Jo Juso 53 TCP (o CBsany ¢ Lguwsin
$rzn oo TCP ,og) lasmag alla] a5 pualy (Juo g3 e JN5)



A SO g cewlmd| OIS
248

oLVl L5 dmblins

Ao gl iy ooyl Gudiag (Ogu3l Gl i pulae &5 31-2 Yl

GUd Lo 3dle psilly paladl e oo bl aliold 345l0 3auall
Jeerd ¥ 0505l Blee Bld (QLAT Gudd (oo )31y Jod ! (ulill (5 Lesg)
it ] b e Lol luld! el Lgigaly «Lounde 1 dags cibuldl
i)y Lgilanss e oo o S| e ¥ o3l Tlae ol 2Ll
2 Ly 1ysn el Lanlill ciles Wy il s pue Loay] oluld! Joays
(socket (yulall dmayu Byad yushall Lilee Gl asla/(es) @liudat sl

.programming)
JE=g idee s of U1y o gyl (e i e 5l 92 (stream)
(output ‘zl| gy=a of (input stream) "Jlas| g ma’ H9smy O Lal "6 pma’
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JBoY dus g Ldeall Jas] susgy JBoY! gyme daly . Ldeall stream)
oo oy bledl 3oun judess i ((keyboard) milall o) el
Yl s Bleall zlya] sumsy zA Y] Gyme dadip cum 2 ccymyl
¥l I oope esbled) 38008 judess ol ((monitor) (o pall Lild) Lwlall

Ly 24l LS/ Ged)y Gadald JLie2-7-2
¢
J=t pwlall dma p s gl A daad! anla/(00) Guadad @ ddeininw
:UDP4 TCP ;s
aliuyy (eolall ixsh) Linliall JLo¥l sumg oo Lplaw oou3ll a1
.(uppercase) 3, Cag,> JI ).!a.._‘dl B9y asladl dzm}
uj-')-” ‘_;‘ Mﬁ;&mcjb J.L’.I.‘Jja.ud\ ‘:J\aﬂ J.«.u)_\
el st C‘)}Y‘ o»ﬁ#wﬁdwuﬁddﬂ‘w‘ uyj_” |).a.v
Ol e JEo ot enally dalell Lo 0 il 3222 Jemadl o

nor LN

e «TCP Jss=5i9 0 Gle in palidly Ol malhdl 795 L Lawd )50

« TCPClient.java 31! C_Auﬁu,ud ol J&at Glac ylan) Fnde Juls
chlad I Llaaall Jle ..,\&)_v o=y TCPServerJava ‘u\_ﬂ! C-"L’J-' (e 9
Syspally e pud din] Goyall Larg BGL Lesly 1335 (e lasis
sacliuell Lala] ol dainy Gle bl "l 355l Gyim s
clo ! egilane e (namaliydl (compilation) Lo il dulae alall 5yzmen9
Ll LaB0 Lo asls Lulee (il aalal Caine 2 Yol asladl galipy 260
el 250 Laoie JULI 108 200503 Tulee Lg Juas 5] aolsdl dudee 503
D5 paladly oo Lbeadl ony copa3ll Cancne 2 Lilee oL @ o2l
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‘:\...\_',L"u_u‘ uy)_” Jae ‘:,,\_‘L"u.a:a_u O U uay das TCP il o Sl
2l (e Jhall placdl (e B Al Gl dang placs Jlay¥ Gdatd!

hostid 1o Jea aslsl

syl cullball yuidae o adl
X .u.m‘é)_'

welcomeSocket = ServerSocket()

g

SRR 0

connectionSocket =
welcomeSocket.accept()

rF A

TCP il ¢ £ LaS)|

Qs

h 4

v el Dl 1,31

connectionSocket

!

connectionSocket

Slef

connectionSocket

v

- Jualle (uide (AT
Hosted, port=x

clientSocket = Socket()

I

alotmioaly Cltath Dby Jusf

clientSocket

e 3l Wby 1,30

clientSocket

l

Slef

clientSocket

(TCP) i gall Jaid) Zauss aliiioals asla/ 503" Gaad 32-2 J<m il
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TCPClient.java jgd ! zols) p
el (e (5031 il (oLl 3sEall Ly Lo

import java.io.*;
import java.net.*;
class TCPClient {
public static void main(String argv[]) throws Exception {
String sentence;
String modifiedSentence;

BufferedReader inFromUser = new new BufferedReader(new
InputStreamReader(System.in));

Socket clientSocket = new Socket("hostname", 6789);

DataOutputStream outToServer = new DataOutputStream(
clientSocket.getOutputStream());

BufferedReader inFromServer = new BufferedReader(new
InputStreamReader(clientSocket.getInputStream()));

sentence = inFromUser.readLine();
outToServer.writeBytes(sentence+"\n');

modifiedSentence = inFromServer.readLine();
System.out.println("FROM SERVER: "+modifiedSentence);
clientSocket.close();

less (streams) jlea &M 7\..\;‘3 M TCPClient.java zali oy

RFesy galx_éﬂ...ui;‘clientSocket il ey 332 JEmidl B msge sa
Bgl) dwlall Yl tusg Ja.uﬁd C_AL.J.._H oMaul  inFromUser
e BgyIl 3805 milall dsgl Lle ls.jjg. ‘:m..‘.ul\ sy Lese. (malal
Ml JAT g e 449 inFromServer g y=l! Lsi .inFromUser (g =11 JM5
2 co¥l ismad e Juad Gl gyl cual il dadye meliydl )
zabin ol 2=l outToServer L;)_»..U {-\..LJLLUAJ b.o-i .nFromServer (¢,=s

u,9-’J-” L@.\.‘.u)_v U"'” dj):-..” RNVl L.A.yl oasally Ja.uj.n EY-Y) ﬁa\aﬂ U” u}.’)ﬂ
.outToServer ¢, >l 2 is= il J|
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= B

Slae iyl oe Lald

N
(input stream)

inFromUser |W&=

idec
(process)

—

J>a6=a
(input stream)

P> Go=s
(output stream)

outToServer
inFromServer

clientSocket
| t

Jall e S Sl Bail e

T TCPys) usda

Cog Il LIS a3 jlme 5 TCPCleint 0311 ey 33-2 i

Desall 2 dalizell jelaidl le 3,05 al oYl Lies

import java.io.*;
import java.net.*;
ole javaio dej> (goid Llbla A ajs> (e (ieys> javaunety java.io JidS
Oens ol J5mdng 7l ¥y JadU Syma gl Jois (classes) Jilan
zaliydl L@.AJ:LI«.A:! ! DataOutputStreamy java.io BufferedReader isjl
e @gi=id java.net Ly Lol . Lgmeuss 93 Guew G B "Gl gl s Lany
ayay ServerSockety Socket e gyimd ol JEmdng d5aill gend Jilad

radldl glaiudl Lal . Socket ¢ gl u.n clientSocket ¢ Alesil mali)dl
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class TCPClient{
public static void main(String argv[]) throws Exception{ ...... }
class’ Lol elestl Tus Lol al o olans Ladda 2 gy uilid 2y 42
(variables) olyaie le dpmall g3 TCPClient owd iluad Cayjyal
A ool 2L sl Canyat dliss Llgly Llus susd .(methods) (alllsgg
main() ewd dadd susly dadsy (paaiiy lyaie LY ud TCPClient iluasll
il s (C Ll gl alad 2 alipa bl 43 2 Gl ais
(Java lola @ayie 2a% Leaie .Chhy C olil 2 Lahulas main() Zidsll
Ton ((Gudadll 2 @il dlias 13 e dileninuly) LE:LLIaJ Interpreter)
S Al ol Layaay se i Gl ciluadll 2 main() Loyl cleninly
licmg (lals A3 20 Lwlall dxayd douall sda 2 Gudaidl Jand dgliall
Lol oldeatt Jlea)

public, static, void, main, throws Exceptions

(sl 2 Lghaunl 559 i 02 y)

String sentence;
String modifiedSentence;

OSEat) aiiny (String) gyl Alelin § 55 (e (pSlES ol paadl o o)
Sylly apsiedl 3 e casas Sl Cagystl dlale daasd sentence JgY!
Aaliy dnasd ;‘*m modifiedSentence AL! (Slesd La.asladl 1 LILL )
el 713 W B ol Jewy3 Gy @bl (e O Lgude Juamy ) 09 !

BufferedReader inFromUser = new BufferedReader(new
InputStreamReader(System.in());
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NEQE E\:'\_x_; 9 «BufferedReader § 34| (o inFromUser oSlss jlaiudl s u_a._é
Leo ciiwldll Ja¥l susg JBo¥! Gme’ dasyd Iy System.in ieuall
ot mSlall ds ol e paid! B2l 50 903 oy

Socket client Socket = new Socket ("hostname", 6789);
L@T oo s ¢Socket g4l o clientSocket (Slesdl il |aa i
"hostname” ag,>I| ilelis Jaieds O ey @by o530l oy TCP dlus g5
o of J@y .("apple.poly.edu’ JUd! Jew o) oadtl sl Caae el
et SBULIP plsie e Jguandls 053l asds <315l 2 TCP lun 55 Juid
Jletiul dlisnag caslsdl ddie @By 6789 saall fies .DNS Goyb e ol
2 el @B udd Jesind Gl e aSSlE G o (S] (caline Aale o8,
capndll IP plgie aneion (Golawdl 2 Lysod e Gudaill e aslsd) Cils
cealdl lee jued 2 Gaubanll die @B ase

DataOutputStream outToServer = new
DataOutputStream(clientSocket.getOutputStream());

BufferedReader inFromServer= new BufferedReader(new
inputStreamReader(clientSocket.getInputStream()));

outToServer alixic .cudlly dadys Gyme wlibles gl olia i
cro JLdiadU inFromServer aliei Lein bl I Ldeadl 50 Jlay¥
(3322 Jemadl 1) aslsl

Sentence = inFromUser.readLine();
sentence pSLEntl 2 malall dmgl Gle aniiadl anes Lol 13 pay
o OF Il paniadl ey il Cgpadl Jliial 2 Al 108 et
sy e gyl s i el Bl ey Gl daiaally lissdl ol
oilssdt JIinFromUser g Al M (malall dsgl) bl Joyl
.sentence

outToServer.writeBytes(sentence + "\n');
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S el Llay' 5y g sentence (Sl sgasll Gadll ol laa Juy
@ 09 TCP gl G gl pusdia JU 29yl 3205 outToServer gy
Caals I
modifiedSentence = inFromServer.readLine();
Jad Lesie as3l (e Dl S8 gnod g3l ddee U jlard) 108 oy
Pl 2 s giy inFromServer g Al UM 38035 casladl (e B ]
¢k > modifiedSentence 2. Byl arexi i .modifiedSentence
Dl Bl sl
System.out.println("FROM SERVER" + modifiedSentence);
AbLES Jle modifiedSentence (Sleat! g gima placudl 10a (1 pay
clientSocket.close();
(bl Ogaxdl o TCP dles g5 3lay ALy ¢ puall 3N el s Bl
Lo gl L@ asladl 20 TCP JITCP Dl Juwys 05033 22 TCP Jaz Les
A(5-3 ¢yl Iad)

TCPServer.java palalf zeld y

TCPServer.java aslsdl malip didn aslsdl malip e 3,0 oYl S

opbae e 5ytad AU G Lies (Cilga sue 2 TCPClientjava ¢yl el

51 Al jeladl Lle GLS o1 LT ilasdle me «TCPServer.java gabipdl
TCPClient.java 5301 geali j 2 ol o3 dgal il

2 opdny e Gpas> JE=do TCPServerjava 2 Jo¥l ylacll Calise
:TCPClient.java

ServerSocket welcomeSocket = new ServerSocket(6789);

2

Llies g29 «ServerSocket ¢g3 o welcomeSocket (Slesdl ol laa ol
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import java.io.*;
import java.net.*;
class TCPServer {

public static void main(String argv[]) throws Exception {
String clientSentence;
String capitalizedSentence;
ServerSocket welcomeSocket = new ServerSocket(6789);
while(true) {
Socket connectionSocket = welcomeSocket.accept();

BufferedReader inFromSocket = new BufferedReader(new
InputStreamReader(connectionSocket.getInputStream()));

DataOutputStream outToClient = new DataOutputStream(
connectionSocket.getOutputStream());

clientSentence = inFromClient.readLine();
capitalizedSentence = clientSentence.toUpperCase() + \n';
outToClient.writeBytes(capitalizedSentence);

Socket connectionSocket = welcomeSocket.accept();

Le 09y Bylas Lesie connectionSocket o \.x:».p. Lm st T :;a..é
2 g Bgy) Loasi 6789 @) diie yudll ansiay .welcomeSocket o
TCP iy el aay (Uil @B (udd cpeall Mt fasay U EIE Jadll
Duie .asladl 2 connectionSockety (51311 2 clientSocket ¢ \:uob:@‘ \.13.«.'!
138 e pandl mesan 1 Sl w1 Gs3ll e J5 Jure OF 55y
(L] g iyl ity 53T AL ) A1 bl S Jasy ccagidl
Guedaidl e (o lllall pleie¥l Juslgs o aslell (;&say connectionSocket
2 i ¥ galiydl (e Bl o2a T W] welcomeSocket Jleails RegeaY
threads alosinl maliyd! Juad 5w 5y Jlat¥l aldb (e w3l daysd]
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<l dilas "G £90 e @Bl ue malipdl i cUd aay el alal
.clientSocket 2. LajLis| o5 Sl albl=l!
capitalizedSentence = clientSentence.toUpperCase() + "\n';
oo eyl 1 (g yadt dlidis) Hhacdl 350 942 ¢ Gualatd! cdd oY s Sias
Lagbogll Jlewiwly 5ymss gy JI gt Jsmay ol (b
2 Y yalg¥ Ly yaes ) Blay ey caay @ ctoUpperCase()
3 gelydl 95 SLaY. Gs3ll e JLaid Lulial aliiod Lo Lgils alipd!
auns e TCPServer.java callly carns le TCPClientjava alll <Lisl
0330l maliy 2 aslell mumeall Gapnll @ul cped e AEsls aT
OBl pralll Sle biamtt (nmabydl M ey @3 @§ «TCPClient.java
zaliydl ¥ Awanll enbilal! TCPClient.classy TCPServer.class
Ly o OF JI el a8 asls idae (y<aiin sl e TCPServer.class
o gi o Lad] @b 050y lae (s<mid TCPClient.class zelipdl aah & be (90
Lol dlen 35l ol Jlesind Tyl 0sa3lls aslndl idee cny TCP
G5l e (oYl plids Gle daraall) "ylacdl Ll Ledle
oan JBob Tas u‘ clisoe ey il asla/gg) olagdsy ek
zobiy Jsm Of o ‘244 JEL Jew e onaledd! s Byl Sle adlasnd!

056l Sl dde sy O G5y s gy S Byl s sl
aall Gl g ) @ Ul 278" oyl
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TCP JsSogigp e olidee Juod Lesie 47 LyLJ\ syl 2 Lisye

\:'JLM gtV 12 Jgrda aug « Legro oululd) 454 \_.3.‘.»1 Lale 03 Liless
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e o Y oea¥l JI aluldl ol assl dblag Lols (g3 Y1 Ldea!
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a5 Slly rad LD Q¥ by ol e 3pdley LSled] Zgaslly Lilaie
S JLEY! Lbee Walas Ll bl Alade of ¢ — @bl Bgse S
51 I i Ll si Gl il Aleads puds daially o Juiead|

rdna Gle dlesi iEsl 5T oilen Lt UDP JsSosiny pace
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oy Lactind 109 cxubead] o Jladl gl elid] @iy Yo Lol 2 dxblias
"ol Tbee dagss of oy 6y Y1 Balaall ) bl cye da3s L) ibee
I3 @ O g Al Ll Laby E5Lll gl 2 535mill beall oolsie
SLe¥l can 2L Jlieny ol dies Lgbunys clildl e sy J<ad
Lile dgmy JI 5al Obli pues JEd Land Gorde (o degems
i) o o el Gl 3y Y1 Slyli (olea ¥l I3y Lay tigs)ide
5 ylees UDP Zaid 9 s asllall 2o glly 5t e 5y 5w 35as Jo
Maie @By dgagll cannal [P (lyic A8l dgagll Olyie Jody .l 5y Yl
Gl TP olyic s claslell bl Zads Gle 3lay cawall el Lle Lol
Syl le Live fess z3ged UDP g by "iady 2aill @3y dgas
Gle sualy Ldus Juys Sl alpldl ol o 12y «(message-oriented)
TCP i)k (e Calion 18y w3¥l il J) Lis Lglo 5 @y JLowp¥! ol
UDP o yiiad . 3ige oo 53 6 yme 2 Aladill bl (oo Scs Jou o g2
Slgldl L0 Juo 530 Oleds 6T pBl11 2 am g Mo Muga Judl" ¢ 95 (e dans
TCP Zass z3sed 0 (1 e 2) 5ude UDP Zeud Al [asmas UMY
bledl Bgise Mad Gamy ol wlnldl ¢yl

e Amnl) ] a3l ¥ es 25 (sl "Ea3y (35 e
uia o AT Gl Gle aagi 521 Bl Jlie o [lpeiuly uide
oladl 20 Muie da) ) sy ¥l oyliw Jasd el s by 5l Sl
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o Alad 9T 5ya ¥ 5l Jaal O (e S (LSl Leigay J] Dled!
e J&5 Leus UDP Jssogion yag jaT lasy dadgie pi 6,51 i
Jro g wbiles o 6T clgin Legd JLaidD danzias Gl ilileall B0
Abledl Lgnle J) de)
>l 2 Gadaill uds paglat salely Gulall doma py o pndl 10 2 gl
UDP Jssmgiord ss2all of 6y g .UDP Lle 3,00 oda emty ¢ Galell
dxy ey degll Clandl e puall 2 TCP Jsso5iord 355l e calises
oaail dnla 3B 1y cnideall o Gloudl 2 imblins aagi ¥ (1) @ oasd!
@line 535t (3) (puadlly dafiye “grme’ Wbl uagi ¥ (2) (cu )
@ olul Lads J5 xe daill @3y Loledl i sl Olsie dayy @30 JlayYl
Lol @1 4o}y JS= pad JLaindl fdee aedd o com (D) Ll
Ayl U3 0s 53sm ol cilaglall @bl le Joamll
VI IPIEN FOPEE
alinys (eolall ixsh) Lewlall Jso¥! sumg oo Lplaw cou3dl a1
FRSERIRRTPU-IPEY
Ao o el astadl 1,5,
.(uppercase) & yuss By JI padl cag s asladl Jsmn
03030l I easio gyl el ylasall asll ol
Lecalial 21,5 Y1 5y e sy diie (oo Joaadl Sl G301 152
(o pad! Lali)
Oty iUl asladly a3l o Eend )l dadi¥) 3422 Jen il p g
(UDP) {diwn g5 ye J&3 dausu
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hostid e Joay aalsdt gl
|l caldball yuiBa o &l Outda faol
serverSocket = DatagramSocket() clientSocket = DatagramSocket()
— '

Olgie py==5
o cadlatl Dl y 1,3 —1 (hosted, port = x)

bl Dy bl sus g Jawyf

SEER B! clientSocket alasiculy

v

serverSocket v
023!

clientSocket

!

Sled

clientSocket

(UDP) Lilis g 5ue Ja5 cslans aluzioly asls/ gy Gudad 34-2 J<m il

UDPClient.java (g 3| el

Goma Gl e el Calen ol UDPChentJava CHALD_J‘ ’ *'“

ouwall Lead 35-2 Jesadl B o 5o s L‘J}‘j L.mg l»\g
fu:u.u.» Ol 2 UDP (i das¥ .DatagramSocket ¢4 oo 989 clientSocket
Y Lu.u.a.A Oga ! ‘amu UDP po swyumidly TCP e Guwlall e Lalis L:.y
s>l .Socket ¢ 45 (ya Ln.u..t.a.n TCP 30y poseicw Leiwy «DatagramSocket ¢ g3
i gl) delidll JBoW sus o da g malipd! I Jeol (6 y=e g inFromUser
052l (Ealipd! (pe TCP it 2. polens "yme' Lyt ples) (molall
UDP pay (udlly dasiye (zoa] o7 Jal) grme axsn¥ TCP e &)Lally
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bl gaa Ol oo ‘2_:_' DatagramSocket ¢ 3l (o (Al NS ilindis L})
(TCP o Jd! oles Less) Socket &3.;” e aless b ya g pme S

import java.io.*;
import java.net.*;
class UDPClient {

public static void main(String argv[]) throws Exception {

BufferedReader inFromUser = new new BufferedReader(new
InputStreamReader(System.in));

DatagramSocket clientSocket = new DatagramSocket();
InetAddress IPAddress = InetAddress.getByName("hostname");
byte[] sendData = new byte[1024];

byte[] receiveData = new byte[1024];

String sentence = inFromUser.readLine();

sendData = sentence.getBytes();

DatagramPacket sendPacket = new DatagramPacket(sendData,
sendData.length, [PAddress, 9876);

clientSocket.send(sendPacket);

DatagramPacket receivePacket = new DatagramPacket(
receiveData, receiveData.length);

clientSocket.receive(receivePacket);

String modifiedSentence = new String(receivePacket.getData());
System.out.printin("FROM SERVER: "+modifiedSentence);
clientSocket.close();




CO YN g bt | OISl
262

v I
H .
w
E
o
H

NESIPICOR I idae
(input stream) — (process)

¥
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¥

clientSocket )

T— UDP (s pusda

| 1

Jadldads JI Jadl Zads e

Tleadl iy Loy sl @licas iny (6 pme UDPClientjava oyssil! s 35-2 Jem |
.LA)') L@qluig

oo Bymle Jsmdy alixs Al sl jslans e sydad a6 Y1 Lies
.TCPClient.java zsb

DatagramSocket clientSocket = new DatagramSocket();

e 4,Lally .DatagramSocket ¢ 3! (yo clientSocket Aleall jlawll aa &.«:..é
09yl Capina ole uamiily TCP il g3 ylawudl |2 oaih ¥ TCPClient.java
Ladsoll 2T Y ol 100y el 12 088 da asls Canes Jany Y
adsgll cdlelasss aslsdl Capne Jaie @2, i @wl DatagramSocket()
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Sl odel pladdl 2uas (a5 Cuda o ol LAl alazmiul (arguments)
Ofabeadl o Jlail gl fiin Y aissls 003l dulead "0l <L

InetAddress IPAddress = InetAddress.getByName("hostname") ;
Olsie Jies uleall olsie J zlims 5Ll Lgasll dulee ] lill Sl
oMel ol G Olsiadl Taa e i L0l dga sl capal TP
Jjjdﬁ JB e JUELT T 2 5g5109) caall s ‘c_&).u I DNS Jys=g%9 50
‘L‘mi DNS ‘m:_u.u‘ Ol malip e TCP i 2 P glgie JI (malipd!
el getByName() daglosll 380 . yo Jssidn udy Lies @© s ol e
Olgiall 1as asgn9 cawdd asladl 13 TP lgie ao )39 Julanss asladl canins
InetAddress g 31 (o IPAddress o Sl 2

byte[] sendData = new byte[1024];
byte[] receiveData = new byte[1024];

Gl @bladl (33 2 receiveDatay sendData clipldl Ldgaines adsiud
(Aol Gle Gl el Lol o

sendData = sentence.getBytes();
Aali) Luad WlEs 230 o cnbludl pad Jisms Lubal placdl 18 oy
.sendData 2 (553 club dsgaina JJ] dgmug sentence v (Cdgy>

DatagramPacket sendPacket = new DatagramPacket(sendData,
sendData.length, IPAddress, 9876);

co¥l il JI os3d Leadagw Il csendPacket eyl placdl 1 iy

oda Jobg ¢sendData 2. isgxall wblodl dad,dl Gl aca™ dewde yc

laa 2 9876 oliasy sadly) asladl daie @By casl=ll IP (lsicy bl
DatagramPacket § o311 (4o (Sl sendPacket ¢y das¥ . (JEL|

clientSocket.send(sendPacket);

o 1) L)l clientSocket Slsall send() dadbsll 250 Hhadl fas 2

Juu o UDP 7 das¥ (g,51 5,09 .clientSocket o desiall | Leluyig (5l
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TCP ald iblis TCP il e Tum Calims bl Cagymdl o |yl
Lol taaladly yilia alaie Jlaasl ab (g1 g panll” JI gyl dliales Lol
sl sty Lap, Jlsl aa psll olsie el Le)y (sl ls UDP

Ll e Ay y A

DatagramPacket receivePacket = new DatagramPacket(receiveData,
receiveData.length);

Llems oyso3d cos (aaladl o dady Sy 0osopd! iy Leiw) slacal fia 2
& .DatagramPacket § ¢! (1 receivePacket «wo (placeholder) ie),Jl daast
2 Lol iy Iy e tledy Galy of Gl Jsex sk sl Jaa

t AL ¥ alasiil receivePacket

clientSocket.receive(receivePacket);
String modifiedSentence = new String(receivePacket.getData());

(type ¢ oill )\ﬂ:J C>a9 receivePacket (po bl jlaudl 1ha (oleiog
.modifiedSentence o ) iles JI olub L8404 (s conversion)

System.out.println("FROM SERVER:" + modifiedSentence);
@lgime (TCPClient iews 2 Lond sgmslls) lacdl 1aa  oya
O Lald e modifiedSentence
clientSocket.close();
Jlayl Jlells o33 ¥ (Glusgi e UDP ¥y sl Vil s 3l
(TCPClient ¢ya agaidl o) astadl JI Jaidl dauds oo by (50!

UDPServer.java : palsd | ol
el asls Gl e 3,083 Al oY Lies
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import java.io.*;
import java.net.*;
class UDPServer {

public static void main(String argv[]) throws Exception {

DatagramSocket serverSocket = new DatagramSocket(9876);
byte[] receiveData = new byte[1024];

byte[] sendData = new byte[1024];

while(true) {

DatagramPacket receivePacket = new DatagramPacket(
receiveData, receiveData.length);

serverSocket .receive(receivePacket);

String sentence = new String(receivePacket.getData());
InetAddress IPAddress = receivePacket.getAddress();
int port = receivePacket.getPort();

String capitalizedSentence = sentence.toUpperCase();
sendData = capitalizedSentence.getBytes();

DatagramPacket sendPacket = new DatagramPacket(sendData,
sendData.length, IPAddress, port);

serverSocket .send(sendPacket);

J=idl 2 misge 9o L) ?4.&\5 Lw.Zm UDPServer.java gali o o

LLes DatagramSocket § 93 (yo (S5l g9 cserverSocket Lual! oww .(36-2
Ui yo 6 pome” BB 13 Y (655150505030 il 2 il ples Less
oo @bl Il sl el Gle s LEl o¥) Lies wall

.TCPServer.java

DatagramSocket serverSocket = new DatagramSocket(9876);
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@2, 2l le DatagramSocket § o8l (ya serverSocket o iles ylacll 1a -
O .owall Iy UM JuEied ol Juwyd Sl @bl s 5 g 9876
da e slial ol e el (Glies e JsSgign UDP
(TCPServer.java 2 Lilad L) 50 Jladl albdhd alad¥W 2 51yl
L1 138 e gady el Jou e Gaabaill clliy 5301 G sute Jusil 13]

.serverSocket s olf

String sentence = new String(receivePacket.getData());
InetAddress IPAddress = receivePacket.getAddress();
int port = receivePacket.getPort();

(¥ Hacdl 2 g3l e Juad A1 dad ) odel BN Helacdl gz ytias
A st 1aag) sentence cag sl Al 2. s gty da) ) e @bl @'.lﬁ
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i sligmay TOP 3Dy o L Legiliinn e cnmalipell idy daom i
s Jolod ¥ g3l dulee Y elidy caaladl Cals Juan JiB (gl ol
Lligay Guladll alusiol cligmeyy ol maliys 2l wie asladl Jlasyl
ALLAI e dadayg 3 )0 @l @3 (el I Lelesyd c 05031 alipg (e Al
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