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Clilay Cand Y Jemba s Jolid Qi e 5 e 5251 GSM SIM card ety Jlas 1
salcl s Al wally Al yall Jil ) 8 paad gl 5 a6 V)5 VLA Jia il sal
Gl alSa 3 5 Len JuaiV) 5l A 5aal 6V b peas, Ledda w0 i)
L el 5 PIN and PUK 43lhll 3 5S) il g ¢ Lgdda o5 ol 59 saled 5 Lgia
Al Ay Jie Qe le) CalSd Jald da iy andl) 18 GISEN S0 i
Jalay ) el Jsall conlin Gpad ] JalS Jilas i s L) e g
L pasiiny 3 B Y5 ) ey Loy A0 Jila )l 5 Loy Joly A a8 Y1 5 Lgne
i ol 138 b doniianall el ) el pay Cma (i ) el s 5l
SMS Jil—ui 1 23 gdaall il glaal) (ams z) a5y Ja 1385 e 58 sSIMCon
. Data Doctor Recovery - Sim Cardcfie o) zeal 3 23

Jie sl g cdalal) 53505813 (5 g A s SSN) 3 gl Gl 188 (Judas 2
ety iy SV ol D el Ja s A 1 ynelSD 5 5135 il sl 513
o el sl Ll 5 3 gaall s caarind i cldlall 4 el S) 530 038
e 58S e e g padind 5 QI ey b e ) Lgdia 2ay Jia

Lald Hardware 5 2l 3 jeal padiud o recovery software lgie Jaall 13a
e sl JU G saalia Sy 5 Disklabs Memory Card Recovery Jie Julaill
RS LN PV

http://www.mobil ephoneforens cs.com/mobil e-phone-forens cs.wmv-

fY) Qisall Al Jaddl 8 Gasld) aie Ciaple

1-_ Calendar Entries

2 _Call History (Inbound and Outbound)
3_ Contacts/Phonebook

4 Email

5 Internet History

6_ Instant Messaging (IM) chat
7_Multimedia Messages (MMYS)

8 Pictures

9 Short Message Service (SMS) or Text Messages
10 _ Telecommunication Settings

11 Videos

12- Voice Mail
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D le ol Jail e 8 55
_ Analysistool  Jalail 3l
_ Proprietary file systems  <lilal) dalad
_ Vendor installed files and configuration of the device deaiiuaall clalall
_ Technical skill of the examiner jaaldll & jlga

SIM ) e i) JS aa g A e leall o) i
1_Last Number Dialed (LDN) 3! a8 )
2_ Phonebook/Contacts (ADN) <y Lail 5 ¢y sialill Jaus
3 Text Messages (SMS), including deleted text messages alai a3y aill Jilu )l
cidda Al Jila )
4_ Location information (LOCI) from position of last usage (2 x—uasall Sl Ly
530 AT (i pall 48 ozl

5- Service Related Information  <hla slzally Aliaia Chland

:Memory Cards — e i) JdaS a5 A e slaall ¢ i
1 Pictures ) sall
2_Movies
3 AudioFiles 4g gall chlaldl)
4 Documents <l atiual)
Network Service Provider (NSP) EUREN PRI F
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information (e Ola sleall aay
1 Subscriber Information & jiiall e Cla glaa
2_Call Data Records - related to phone callsand text Messages. Alawuall il glall
doaill Jils )l shl gall ChladlSay dalaiall
3_ Subscriber Location - thisrelates to geo location of the A (e & juliall auia 50

& jadall atii g aiadal Sleall 48 ja physical device, in an effort to track the
subscriber.

4_BlackBerry Messaging s » <Dl (33 )l (e Jul 3

fe?s g DU e e Jud Al o) Bae cllia
1) PINtoPIN
2) SMS
3) MMS (Multimedia Messaging Service)
4) Email

: Examination of BB devices (s <DLl 5 jeal (asd cililee

file

 Jebigh! s 8 Coloks | Cilgal

PDA’S & e sbaall dudd ) clacliall <l
a) Palm Pilots (Palm OS),
b) Pocket PC’s (Windows CE, Windows Mohile),
c) BlackBerry’s (RIM OS) that contain no radio (cellular)
capability.
d) Others (Linux, Newton ).
€) EnCase

{40 EnCase tool I (e Lilia e shaall (adlaial bl & 50

- Studentswill learn the history of EnCase Neutrino

- Studentswill be given an overview of mobile phone networks

- Studentswill learn how to identify mobile phones

- Studentswill learn how to work with various service providers

- Studentswill learn proper seizure techniques

- Stuﬂlents will be given adetailed understanding of all componets that make up EnCase
eutrino

- Students will acquire data from mobile phones

- Students will acquire and examine SIM cards

- Students will examine the data that they have acquired

- Studentswill learn how to create logical evidence files with EnCase Neutrino

- Studentswill receive an overview of mobile phone data sorage

- Studentswill learn how to use conditionain EnCase Neutrino

-StudFents will learn how to report their findings EnCase NeutrinoMobile Phone
orensics
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Day 1 ad iy Js¥) sl &

¢ The history of EnCase Neutrino

¢ Overview of the GSM network

¢ Identifying and differentiating cell phones models

e Liaising with mobile phone service providers

¢ A detailed review of the components of EnCase Neutrino

¢ Acquiring data from mobile phones

¢ Working with and examining SIM(Subscriber Identify Module) cards
* Creating logical evidence files

Day 2 palat oy B gl 8

¢ EnCase Neutrino mobile phone acquisition device components
¢ Mobile device data acquisition

¢ Examination of mobile phone data

¢ Overview of legal concernsTM

Pocket PC

¢
¢

S padai Y Jytall Jadl ey Pocket PC ) sl Jilaill s
— Vs PDA 5 3eaY (sl ) (M) andadly 3t yal Jbsadl (g e sladll
Jeii Al sleall 3 Smart Phones
1-Windows registry records.
2- database records.
3- files information (video files).

4- saved text messages.
5- personal contact numbers.

tdadis ibsall 8 3eal alie pandl 4853140 La g

Sony Ericsson, LG, Nokia, Motorola, Blackberry, Samsung and many more.
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J s ealy (SN DL sall) ASY el il dliaiddl cila glaall At L1
.PDA
U gyl Al e glaall 3228 < s windows I EBlaws Gl il .2
multimedia cell phone
el Jeadly Pocket PC.—b paladl 5y 58l (g il e 5 13k e

Mobile Jib sall Al i Jilas 1 4N Ao Julgall ald ) cBUaa g Jdad (5 h (o
:3INumber Analyzer

Ol (S laally ci Y1 e Aalie Ay dlbgall A Jdail aie jibias Lia
Lealasid Qb sall o) ja Jilai] aay

el Al ol sall L Les

.54 sle Phone Dialing Number Analysis Juai) 6 ) Jias .1

https://www.numberingplans.com//?page=analysis&sub=pho
nenr

International Mobile Subscriber Identity & idall a8, dias 2
(IMSI) Analysis
gsl o

https://www.numberingplans.com//?page=analysis&sub=imsinr

International Mobilediusall  Jududd  Joal Q8500 Qs -3
Equipment Identity (IMEI) Analysis

g e

https://www.numberingplans.com//?page=analysis&sub=imeinr

SIM Serial Number (SIM Card  Jiisall day il Jududdl Q30 Jidas -4
number) Analysis
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https://www numberingplans.com

adlad (Alad) Jadasl <) 93 Jadi Number analysis tools BN Jalas <) g
:gﬂ\ il gal)

» Phone number analysis
» IMSI number analysis
» IMEI number analysis
» SIM number analysis
» ISPC number analysis

:Analysis of telephone numbers Jibsall alé i Judas

e A tena el e dulisall lisfe Julad Lgy o A AR L Lad
td AN

Enter telephone number below Gbsall a8 Jad

| analyse

Example: +49-209-8765432

«—< 5 Structureof an IMEI Number IMEI . jlgall Jedesal) 850 Julas
Tad

14 ) 8 Gy Wi, 15 (IS 136 Wi, 17- 15 e 585 IMET il )
S W LB NSPSTR
YY) gl s AA-BBBBBB-CCCCCC-D (o) aud o8 )1l 138 2004 olall pe
Type Allocation Code (or a—wall s The GSMA group 4c senxe e ¥y 5 @l
s» CCCCCC i Y1 (SITAC J) (e &gl ol Zis & 400 e sendl s TAC )
The Type 5 The Lu the GSMA group 5_,—a¥ls J—sall al 5 a3 )
8 SEEN PP 1 Y YA Y Y a3 )1 5 Allocation Code (or TAC hn Check digit,
. Use of IMEI.Checksum Formula geall 4apa
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Aa AIMEl a8 5200 <) o e pead alladl (5 sise o cile ol (€
iyl A8 iy Judsdd) 50 e PIA e leall &

& s—anall Jlial sk e o it & ol Ll IMEL ad ) oS 1Y L lid) oSy
: Y Check Digit Computation 2 3

ey e sl alass b check  digit — ) DA (e o )il Sy a1 G )
Gl a) Y dam Y sy gAY IMEL ) a6 aes 342 s 5 Algorithm
CD ) sy Check Digit Js . anaY) dul all iy e el aY) 138 (e (il
(0) o 4 e il Y JaCD J) il

et Gl ghd SO Ay Loy

1. Starting from the right, double a digit every two digits (e.g., 7 = 14).

2. Sum the digits (e.g., 14 > 1+ 4).
3. Check if the sum is divisible by 10.

One can calculate the IMEI by choosing the check digit that would give a sum divisible
by 10. For the example IMEI 490154203237517,

IMEl 4 9 0 1 542 0 3 2 3,751 7?7

Double
every 4 18|/ 0|2 5/8 2 0|/3/4|3 14,5 |2 °?
other

Sum  4+(1+8)+0+2+5+8+2+0+3+4+3+(1+4)+5+2
digits +7=52+7

To make the sum divisible by 10, we set ? = 8, so the IMEI is 490154203237518.

http://en.wikipedia.org/wiki/| M El =
[ AYS gl o850 A jual by sh i Y gl DA A Julat (S
Analysis of IMEI numbers Guabsall o8 1) Jalas

All mobile phones are assigned a unique 15 digit IMEI code upon production. Below
you can check all known information regarding manufacturer, model type, and
country of approval of a handset.
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Tip! The IMEI can be displayed on most mobile handsets by dialling *#06#. Otherwise
check the compliance plate under the battery.

Top of Form

Enter IMEI number below

| analyse

Example: 350077-52-323751-3

Analysis of SIM card number dBlhy ad ) Julad
A il

s 2oy lsall s bl 8 il ey pd iy e A8y Q)
O el A e QS ¢ Lgiadla e oSHI A0 A 8 dad) 8 JAY oSas
Ayl Gl A Qi sall A8
All mobile phone SIM cards have each been assigned a unique SIM card number.

Below you can enter a SIM card number to check its validity as well as find out more
about the mobile network that issued the chip.

Enter SIM card number below

| 8920022040816213961 analyse
Example: 8923440000000000003

) Gl i€ Uad 4y 5 S0 anl Ll aliall iy Ladic
sddaada
o dlise Y aap Y alad SN S50 Y SIM ) ddlly 8 pid) ellead g

Alall 5 s e 4
Bottom of Form
Note: Please check the SIM card number. The entered number was never issued
by any mobile network worldwide.

Jdaill dad) Jany i gl o il dilday (alad) 85l Cayad o8 ) 128
IMSI ( International Mobile Subscriber Identity) Jlead 8 e

Ly sl ol &0 Ak 8 05S5 085 48,20 ) 18 e a0 108 o oSy
g (LS
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89 leas Juaidll el dabdy Jsall < oo e Laa cpady J5 L1
. Mobile Country Code MCC 4l 5aly aldl) 280 .2
. Mobile Network Code MNC 4<.ill g8l &850 .3

A U RPN I PTG I [ ISP 19!

goAA
4000
0008
A\5A
%g"l' 9
G203

0lany) calSady daaldl) o <Y
Analysis of ISPC numbers

; :\.A JA:LMAJ\ .3\ jsi}“ ‘5373 Lqeé
international telecommunication networks to indentify eachother and
interconnect, signalling points codes are used. Below you can find out more about
specific ISPC codes:
Top of Form
Enter ISPC number below

| analyse

Example: 5-018-4 or 00000110100111

S g (6531 e
:u:iﬁé.nj\ )L«.A Uildal (33)dg1..3}.nj\
Mobile Phone Inspector Utility 2.0.1.5
O—e b8d Gl Leidalan g dald ) e Pt Jleal) ‘5_54 fead JS e hndy
Slga e JlalSie |8 Jhary sed Glliyy ) seall y cladlSall s Jila )
&'_I_.ual._'ua C.AL_I)_IJ\ \.J_A 0 ) 9= g 4.].‘11..;»)} 4.3\}“..;43\} 4.31._'1}5.0} det_jjﬁj\
als ).uj\ (e dziaall &L jﬁjj

Nokia, Haier, Motorola, Sony Ericsson, LG, Samsung, Spice, i-mate
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fxe Jazas
windows 98, 2000, 2003, ME, NT, XP and windows Vista.
523=ie gl acal Mobiledit Forensic galisn die galise padinds
bl Juadlly polasll e ila mam ga g Ledalat o LG gl e

:(34)&3Aua JSiy Jilwapd) 3o By o 98 meald u

TWT SM S Reader v 1.32.943
£ samua JS Bl Jilu ) Bk gali ) 138 a g8y
Eebinll 35

New messages,
press 0K to read
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A e ol shuadl alaie) Y Hhlaally Gogiaas @ ol Aapias (e 3 le g
C'_zt_njja.n]\ B)é_ﬁa @JJ} ée)éﬂ :&:1_'1_54 :&_1_‘11_'1; Prr= C'_z\jd\ lﬂ: ;\).}AJ\} u}.}\ﬁj\
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G35 ady b Al Cullll) am pad L ekl e e Judall 8 A8 68 gl
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S = Ailiall Jbsell JSLae JST Jslall Jalall Jladll XACT el
Aa il aediw L LaE dliy Leay it o) oAl ashy AN cliball dpleal)

(70)




COEN Jabisd! @il >

det_jjﬁj‘ 3)-@-;{}{ HeX-dUmpS KLl UASA &"_11._'11.73_3 C’_ISI UAS‘\ GA\)__I O ‘slﬂ\

‘S_Laiﬁ O A clgia (ama b ,dl Sla pe i 1 ui LS C:’L“ BT RGN |

il sall 5 3eal Glaiie e 3y Je Al fsll

ol o)l Sl

sl o—gd (e (S8 lily 5 ,S13) Hex-dumps 4galel) 5,813
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