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Levels of NCP Packet Signature
Level  Default  Description

0 The file server does
not sign any packets.

1 Client The file server will
sign packets if the

client requests that
packets be signed.

2 Server The file server will
sign packets if the
client is able ro sign
packets as well.

3 The file server will
sigh all packets and
require the client to
do 50 as well; if the
client does not sign,
the file server will not
allow the client to
log in.
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Gt Slaay Jaeadt A o 48030 b 3.1 6l agad e it D
| Program.ini, system.ini , win.ini . sy Colile 3
al ) 435 [Group]ad 8 Adlal COAA (5 sing yudy Programuini wila

Nw user .5 2850l CalallPath jlue aiiay 5 de panal)

Link support
Buffers §§ 1586
HenPool 4096

Link driger NEZBOO
INT 5
PORT 348
MEM Dipde
FRANE Etherret_BB2.2

Netuare DOS Requester
FIRST NETWORK DRIVE = F
NETWARE PROTOCOL = PNU,BIND,NDS
PREFERRED SKRVER = MiCHAEL
SHOW DOTS = oM
ULM = NMR. VLN

Protocal IPX
IPX SOCKETS 4%

Sample NET.CFG File.

@ LELEY oaa i)
ALLE 8 A allAse Jedul i system.ini il

[boot]

network.drv=natware, drr

taskman, pxe=C:\WINDOWSA\TASKMGR EXE
muuse. dn=Imouse.dv

language. di=Engiish

keyboard dn=%eyhoard drv
systam.div=atmsys.dv

{kevboard)
type=4

[boot.dascription]

network.drv=NefWare.div

keyboard 1yg=Enhanted 191 or 102 key US and Non US keybeards
mouse. div=Lagitach

ianguaga. di=English (Ametican)

system dn=MS-DOS System

codepage=437

display.dnv=COMPAQ GVision, B40x4B0x256, sm. res.

[3B6Enh]

ay BB, vipx. 306
TimerCriticatSattion=10000
CverlappediO=of

device=fasthack 385

A2BilDiskActess=0FF

Sample SYSTEM.INI file.
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[windows)

spoolar=yes
lnad=nwpopup.exe
Baep=yas

NullPgri=Npae

BorderWidth=3
CurserBiinkRate=530
DoubleCliekSpead=452
Pregrams=com sxe bat pif
Oncuments=
DeviceNatSelectedTimaour=15
TransmissionAstryTimeout=45
KeyboardDelay=2
KeyhoardSpeed=31
ScreanSaveActive=1
ScreenSaveTimeQut=480
DosPrint=na

NatWarn=D

CoolSwitch=1
DefaultQueveSize=32
PrinterSetug=1

device=HP LaserJet IR PosiSerpl pscrpt LPT1:

{Dasktap]
Pattarn=116 84 B4 84 84 84 B4 B2
Wallpaper=biiterly.bmp

Sampile WIN.INI file.
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File —ii ¥ Sleall 81ogin script Jsaal dlea & dniia g La.ﬁ alan (Sa
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[l Jse] g Jsd] [ Y ¢ L Lo S sl Jaad
Wsupdate .
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Theasiwiw 1S 33 duals sys:public (s s S A g Cpuslioy
system login script .
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All_local . g Aglsall g All pa 4S50
Lils A LS () Adlay 43 grue COlalaall i JEAY) lSa pa

Usage! WSUPDATE [/F={InFile’{SourcePath)] (DastDrive:Destlils® [Joption...3)
sF=(Inf{]a> ~ specify & conliguration file or
SourcePuth - Tila to update
DestBeive = {drive Intier!> | alL: ! ALL_LOCAL:
DextFile - the name of the file to update (optionald
[/IClapy ovar old 3 /[Rlerane cld]
Z1§1ubd trectary ~ scan afl subdirsciories
rread-[0Inly - update srad-oniy Tiles
/ILJogfile=f ilanams ~ create o log File called ['ilenana
Zthleu fila - creats (BastFiled, DestFlie> must ba Tull destination path
with file raps
/IVT {={drive Lotter}) — update config.sys with EASTDRIVE=Z
use {drive intter) for bopt drive i not C.

WSUPDATE
Help sereen.
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e ol DAV Gl s (ale s G0 Flag L /N ale 8 4 jlaal
i Y = Lastdrive ol Ciiay=/V Jadall Gija Other option LAl
Z . 55 sileconfig.sys
On line . badl e saeluadl (bl Help : /7 jlodl
Dos st L 5a3 L8 ¥ o a5 ddanall Crariiad ol gu ¢ (P
requester .
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Dos redirection vims : —1

i ana pady 4 . el 4 g3ale] Cladd i Redir.vim
) st Sleal (g bavie (usa Jitie Y s el Lest s

Service protocol vims : — 2

. Jraadl ddasal A3pme ciledd 3 & Print.vlm, fio.vlm , nwp.vim
Lely J iy say . ASAN Ola g Adlea g oL e She inwp.vim —
Netware directoryJie 853 4t 4l UPSU aabia tl}:&l Gaaaat g il
Netware lite . s Bindary s services (NDS)
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poo JBigaSe Al O g Al dalatall Cileaddl 8 g1 Tran.vim
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ol Cllal 301 st A5 8 gall Cilas gl G Jeaall d g

Microsoft Windows Files Affected Duting Client Installation
Directory Where
File’s Installed Name of File FunctiontPurpose of File
\WINDOWS ET.INI Iniriatizes Novell's ElectroTexx (Electronic
Documentation) file

VWINDOWS\SYSTEM NETWARE.DRV Allows access ¢o the NetWare network
from an MS Windows applicasion

WINDOWS\SYSTEM NETWARE.HLP Provides help for clients ranning MS

Windows

AWINDOWS NETWARE. NI PFrovides configuration information to
custemize the M8 Windows driver

AWINDOWS NWADMIN.INI Sets MS Windaws user tools options

WINDOWS\SYSTEM NWPOPUP.EXE Displays nerwork-related messages inside
M5 Windows applications

WINDOWS NWUSER.EXE Loads the M5 Windows NetWare User
Tools

TWINDOWS NWUTILS.GRP Provides access to the NUTUSER group in
the MS Windows Program Manager

WTNDOWSASYSTEM YIPX.386 Lets users run DOS-based applications
from within Enhanced Modz MS
Windows

TWINDOWSISYSTEM VNETWARE.336 Works with NETWARE.DRV and
: NWPOPUP.EXE to show broadeast
messags
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Startnet.bat . s Autoexec.bat Lgad Loy Joaxll (Jaaity

Jalza

M

— 3, SIY 3 bt Dos.req. pua e 3aay 535
s s A COLlae aa g

Jelaa

/C

i s—¢dNet.ofg e Agh Cale it Cug 1)
Al e 2as g SN

Jalza

/D

Dos.req. . Diagonstic (asial lasles  jedas

Jatas | /Mx

Extsxiaddl (x5 8130 e s e Dos.req. s
E}(p) ‘Ll-u:}aﬂE JCOHV. :\T_IJLJC _5?

Jalaa

/Ps

Gaby Dosreq. 4de iy gdl i 1 el aaay
Alesd die 4y

Jalee

/PT

Dos.req.leic cuay 48055 yadl 4.0 g sl sasy
. !_, - .J:\D S. L Jn:!J £ ;”"_!

alas

a3 5 SIS s Dos.req. - Unload Jase Y
Client.

Jalzo

/Vx

s (Verbose) «lwad e Dos.req. e Jualdtl g
4. A0 e s sund ol

Jalaa

/1?

socludl 4500 ek

(C) Copyright 1993 Nevell, Ino. All Rights Reserved.

Patent pending.

Available command Pine aptions:
-7 Dizplay this help =creen.
AU Unload the VLW.EXE flle from monory
AC={pathn1filenape.pxt
Specify a configuration file to use (Default is NET.CFG).
7R The remory type the VLM EXE file uses where x ix one of the following:
C = Conventional memory.
X = Extended memory (XN3),
E = Expanded memory (EMS),
D Dizplay the ULM.EXE file dlagnustxcs

sPE={server name}

Preferced server mame to attach to during load.

/PT={tren namad

Preferred tree name to attach ta during load,
Fhlx The detail lavel of meszage display where x is one of the Followlng!
8 - Display copyright and critical errors only.
= filso display warning messages.
2 = Also display VLN madule names.
= Alsn display conf iguration ile parameters.
4 = Also display dlagnostics messages.

1
3

CINMUCLIENT>

NetWare DOS Reguester
(VLM) help screen.
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— T8l sl 2aa5 g ODI Ay Augii Net.ofg ala aladind liSay
Dot b gz ODT Jadigh alall 138 =il 5 Dos.req.
s gl S et g ASAY Jadia dpand ilaslaa aozal Link driver asd —1
Link driver Al 48ay Jada aud
sl 1Y AV e aasiad G OB e ¢ J sl o
DMA , INT , MEM , PORT , SLOT , FRAME
tE W b ey AN ) L0AYY aaLink Support ; ad 2
Buffers , Mempool , Maxboards , Maxstacks
& o e ; LAY iel Dos requester Jadid Net.cfg Jpaaid

Dos.req. . o) siad it G e aaby e

. Chh)hﬁé:Y1 Y
Auto reconnect = , Auto retry = , Bind reconnect =, Cache Buffers =,
Cache Buffers Size =, Cache writes =, Check sum =, Connections =, First
Network drive = , Large internet packets =, Load conn. table low =, Load

low Ipxncp = , Local printers = , Max Tasks = , Message Level =, PB
Buffers = , Prefered server =, Print Buffer size =, Print Headder =, Print

Tail =, Search Mode =, Signature Level =, Use Defaults =, VLM=
JLink support

Buffers 8 15B6
MemPanl 4095

Link driver NEZ888
INT &
PORT 348
MEM DBBOS
FRAME Ethernct_882.2

Netware DOS Requester
FIRST NETWORK DRIVE = F
NETWARE PROTOCOL = PNW,BIND,NDS
PREFERRED SERVER = MICHAEL
SHOW DOTS = ON
ULM = NMR.ULM

Protocol IPX
IPX SGCHETS 45

Sample NET.CFG File.
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CD MountJadall daall and 5 28 1 1388 S

sacl .l yCD device 0S5 (53 ol 5 eal 4l e g LYl (Sa
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Jse o SRPINIM g i 5 Al CIINLM peatty M i 0 Sleadl
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Remote Boot Disk o e Judd Glsle L3 Dos Gen 4ulSal Jad
Sys:Login .y ¢d & Laua sl Iimage
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Lgoal 52 gNDS ¢l Jumy (53 A S8 NDS ol

Vi a4 3880 e Jad RS e Juani S
ASLEN ey o 5LAY 23 User Object agd o5 ()

A iall A€ 8 e eanadd caayNDS User £ il
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A8 e NDS 250 ) Jssasll . 3030 3 J sl NDS — piiundll Jsuas
NDS G 3—in (e ¥ 5l dvamy f i a0 sl iy 8
O iy il 13 ENDS (o8 sl il (e U L Ay el
Create 5 Browse (Jie 4dliaall (348l 6 U3 2 NDS . 2l sl Trustee (55
Jaaiaad (Sa Laby e g
Object Trustee o) Jo¥) 1 oill ddlaaly Al 180 Trustee alea &y 100
laai b A leall 53 & Japuil Access Control List . a3 ACL Cus ACL
ablind 5 LAl (o8 e Object (o0& canw liSey Administrator st e 41\l
CJiiall ;AU Trustee < saanal 130 AAEE 38 jlay Jaad Aleal) 230 . lia
ot o3 Jo S oal il 3alt SAM padtiuall (o8 elac 1 JUS
ObjectiSle ) ilay o} Cang SAM padluall ;5 (8 Payroll (g siswll
addiaall o3 G i gi e A4l aladiuly Payroll . s sinalTrustee (ACL)
ad el o 8 D aay o Adaliu) s Payroll (s sime dal (e 4ias (SaSAM
S o8 JS o) Laf SN Browse. — 1o (3a hmy o) <SAM
Object Trustee (ACL). 45k Ll NDS
NDS 5 b sindl (3o 53l 5 e same L) il 5 il aUii (e o
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6 s—inal Browse — (o (5 SAM adiiuaall o2 cplaef o1 r JliaS

A% e (—Sal s SAM il (4 The Container Payroll <l 5 1

addi weall f o Cudaef I3 3y i Container . (¢ ginal 138 Cal g Jala )

S8 i SAM pasioadl £ (i il s (5 sindd el sl (3a SAM
sl Gl A (o IS 3 o) el ol 25 o

INDS Defaule Rights Assignments

Action Trustee Right Assigned

[Roorl is creared [Public) Browse right to [Root] Supervisor object
User object ADMIN right to [Reot]

Server objece added Server object Supervisor objecr right to icself Supervisor
QObject’s creator object righe to the server object Read
[Public] right to Messaging Server property

User object ceeared User object Read to All Property Rights, and Read

and Write to Login Script and Print
Job Configuration properties

[Root] Read to Nerwork Address and Group
Membership properties
[Public} Read to Defaulr Server property

Josad i @3
D dptule
JoS o pemdd (R liSey Aals 4K Gsin apadd de
Aaldl 3 siall janads e All Properties JLial jat) (ol Lalall 3 6al
The selected Property JLOAY! JUAN 5a0a0 Lald (§sia janads i (t-l
(sl o2¢d Lpmnads (5 siall o Hal &
a—Lai Inheritance . s—a W catal aldzi sNDS ¢y sl Jila 44
L Slagr b e NS Rights Inheritance . —I ¢liy 41 Laa2lS NDS 5 il
—y Containers — I ) NDS el ui i DlA Jiwd s 3 gaal)
e it Al iy Pl JaaY (3 g8ad Gl i 88 4udy Lay Subcontainers
lile s dae B gl L led
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Inherited Rights Filter . Lgi IRF | naty JT aaa Trustee wass Jazy L
Gsin (8) Jswe Jal Selected Property Aladiuly A B aiadh (5 gial)
e Jxad Ll 538 NDS = 3 3ue All Properties . JLiS) alasinly dminds
3o a8 Aaidiall Gl fladt sie Trustee —U daa Ganaedd Jee Jeull
e e (s siua JS die Jiae ) Osme panadt Jesd dalall oy
Inherted () (—Sa1 Y Selected Properties Jh—A (e (paunadld 348all Y
AT Ay pem 55 5l (g (s sna S o dadi ) ctllimadtls
Bl b Ul il sisal) ey i Y f a0 38 (5 2 Al Properties
Security Equivalent (yedii wall J s (Say adld il Bl 3
b . Al axdiad Access Jsaal uid e Jgasd ol e 8l aadid
. 6 —a1 2L 3Y Security Equivalent ol ;8180 Ldaa (S £ LS NDS
J—a=y 5_yaill Container Jala User Object pddSue g0l JS dgaial 181 5 ) 0emy s
Alaly (S8 s Container (s sinall (jlal 2 8188
s il Trustee 4lea dic Home cawell Container Object 1l ¢+ JUaS
cLil S, LHC-Cady cawal Server Object i il leall 18 Jie JAINDS

il Olgadh £ 8 Trustees Liayd Cilea Home (5 sine & 450 peadinaal
LHC-Cady .

CAina Akla g pod Bs Juid (8l (S L A Bk Bae

13gd 3lama o5 48k (§8a ;A Trustee daa Alald (8 (pe D 83 Lgia (piany
(ol oSy ok bae da g il S L (s sl el S Ledea (a0
(i Effective Rights iles s 4ie Lganu o Lebaat g (3 giadl Jlind podioeal)
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NDS .l 5 ctilal) ot oy e JS e

H al s () i NDS ;4 Effective Rights _fi%gall (3 9all 2933l
A TR DL FvY
(e pddlae (S481 AL properties ol Path property —l Read ¢} _all (3~ e —
Directory MAP . I ;.40 (J guca i)
aadiiue (Sl All _p’roperties JLaa> Login Seript dpalad 36l il 3a mia —
| Profile Login Script .;0id alaaiu¥l 5 J sea sl e

Some User Object Pages and Their Common Propertics

Page Name Property Description
Identificarion Login Name N;me used by user co idensify him/herself to the
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Telephone User's telephone numbers
Fax Number User's FAX number
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Home Direcrory Location {volume and path) of user's home directory
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Intruder Lockout Properties

Property Name Deseription

Accounr Eocked When martked, indicates that an attempt to log in 10 network
using this user’s login name and an incorrect password occurred,
unsuccessfully, several times

Incorrect Login Count Indicates number of attemprs made 1o log in, using the incor-
' rect password

Account Reser Trime Indicates ar what rime account will be unlocked, if currently
locked, or at what tme Incorrect Login Count wiil be reset

Last Intruder Address Displays workstation netwerk address from which last incorrect
login awempr was made
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List of User Account-Restriction Pages and Common User Properties
Page Name Property Description
Login Restrictions Account Disabled Enables you to prevenr user from
logging in ro network
Account has Sets date and time on which user’s

Exgpiration Date

Limir Concurrent

account will expire

Enables you to limit number of work-

Connections scations from which user can be
simulraneously logged in ro the network
Password Restrictions Allew User to Change Enables you to specify whether user
Password can change his or her own password

Require 2 Password

Minimum Password
Lengeh

Force Periodic Password

Changes

Enables you to force user to have a pass-
word for his or her user account

fndicates minimum number of charac-
ters required for a password, if one is
required

Enables you to require that users
change their passwords at specified
regular intervals

Login Time Restrictions

Reset

Use ta reset segments of time you
blacked out to prevent this user from
accessing ¢the nerwork during those
time segments
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Intruder Lockout Properties

Property Name Description

Account Locked When marked, indicates that an attempt o log in to network
using this user’s login name and an incorrect password occurred,
unsuceessfully, several times

Incorrect Login Counr Indicates number of attempts made to log in, using the incor-
: rect password

Account Reset Time Indicates at what time account will be unlocked, if currently
locked, or at what rime Incorrect Login Count will be reset

Lase Intruder Address Displays workstation network address frorn which Jast incorrect
login attempt was made
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